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Introduction

The Windows Command Line Tools module provides you with the instructions and
devices to develop your hands-on skills in the following topics.

e Ipconfig

Netstat

Ping

Tracert and Route
ARP and Whoami

From an internal perspective, we will use windows tools to investigate basic topology but
also see in detail the services and processes happening within a windows system that are
not directly visible without interrogation.

Lab time: It will take approximately 1 hour to complete this lab.
Exam Objectives

The following exam objectives are covered in this lab:

e CS0-001 1.1: Given a scenario, apply environmental reconnaissance techniques
using appropriate tools and processes



e CS0-001 1.2: Given a scenario, analyze the results of a network reconnaissance

Lab Diagram

During your session, you will have access to the following lab configuration. Depending
on the exercises you may or may not use all of the devices, but they are shown here in the
layout to get an overall understanding of the topology of the lab.

PLABDMO1 PLABWIN801
192.168.0.2/24 192.168.0.5

PLABDCO1
192.168.0.1/24 |:|
L]
AT
PLABWINIO PLABKALIOL
192.168.0.4 192.168.0.3

Connecting to your lab

In this module, you will be working on the following equipment to carry out the steps
defined in each exercise.

e PLABDCo1 (Windows Server 2012 R2 - Domain Controller)
PLABDMo1 (Windows Server 2012 R2 - Member Server)

e PLABWINS8o01 (Windows 8.1 - Domain Member)

e PLABWIN10 (Windows 10 - Domain Member)

e PLABKALIoO1 (Kali 2016.2)

To start, simply choose a device and click Power on. In some cases, the devices may
power on automatically.



For further information and technical support, please see our Help and Support
page.

Copyright Notice

This document and its content is copyright of Practice-IT - © Practice-IT 2017. All rights reserved. Any
redistribution or reproduction of part or all of the contents in any form is prohibited other than the
following:

1. You may print or download to a local hard disk extracts for your personal and non-commercial use
only.

2. You may copy the content to individual third parties for their personal use, but only if you
acknowledge the website as the source of the material. You may not, except with our express written
permission, distribute or commercially exploit the content. Nor may you transmit it or store it in any

other website or other form of electronic retrieval system.

Exercise 1 - IPconfig

[Pconfig is a command-line tool that displays the current configuration of the installed IP
stack on a networked computer.

When used with the /all switch, it displays a detailed configuration report for all
interfaces, including any configured WAN miniports (typically used for remote access or
VPN connections).

In this exercise you will complete the following tasks:
e Using the IPconfig command line tool

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Using the IPconfig command line tool

In this task, you will be using the Ipconfig command-line tool to identify information
such as the internet protocol configuration of the device you are using, together with
TCP/IP network configurations variables.




Step 1

First, connect to the device PLABDMo1 and bring up the command prompt in
administrator mode by right-clicking on the Windows Icon and clicking on the Command
Prompt (Admin).

!rr.

L

| RecycleBin  Kiwisyslog

Q

Kiwi Syslog ~ Kiwi | Administrator: Command Prompt
Server Co...  SyslogGen

sUWindowsssystem32>

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management

Command Prompt

Host Name: PLABDMO1

Command Prompt (Admin) IP Address: {none)

Task Manager 192.168.0.2

Crritolbancl 169.254.103.61
169.254.41.94

Logon Domain: PRACTICELABS

User Name: Administrator

File Explorer
Search

Run

Shut down or sign out

Desktop Fi

Figure 1.1 PLABDMo1: Screenshot of the command prompt (Admin).

Step 2

Now we can begin exploring the environment of this machine to learn more about its
processes and services.

We will begin by learning more about the Ethernet settings.

Type the following command into the console:



ipconfig

This will test us useful information about the computer is communicating with the
network and what devices it is currently using to make that communication.

BN Administrator: Command Prompt

icrosoft Windows [UVersion 6.3.968@1] S
{c> 2813 Microsoft Corporation. All rights reserved.

IBC - “Windowsssystem32>ipconfig

Jindows IP Configuration

IIthernet adapter vEthernet (PLAB-Privated:

| Connection—specific DNE Suffix . =
Link-local IPv6 fiddress . . . . . : feB@::edfh:ab54:298:295%ex208
Autoconf iguration IPv4 Address. : 16%9.254.41 .94
Subnet Mask . . . . . . . . . . . = 255.255.8.8
Default Gateway . . . . . . . . . =

IREthernet adapter vEthernet (PLAB)>:

Connection—specific DNE Suffix . =

Link-local IPv6 Address . . . : feBB::adcB:9124:9e3f:673dx18
Autoconf iguration IPv4 Address 69.254.183.61

Subnet Mask . . . . . . . . . = 255.255.8.8

Default Gateway . . . . . . . . . =

[Ethernet adapter vEthernet (Intel(R> 82574L Gigabit Metwork Connection — Uirtual|
Switch>:

Connection—specific DNE Suffix

Link-local IPv6 Address . . . : feBB::2998:18f:52ebh:5e3exlb
IPv4 Address. . . . . . . . . 92.168.8.2

Subnet Mask . . . . . . . . .. = 255.255.255.8

Default Gateway . . . . . . . . . = 192.168.8.258

unnel adapter isatap.{13E3EF4D-1FAA—-4CBC-B4DD-31CES16ED1F6>:

Media State . . . . . . . . . . . = Media disconnected
Connection—specific DNE Suffix =

unnel adapter isatap.{F?1EDF43-842B-48F4-8271-53D632ACDGCF> =

Media State . . . . . . . . . .. : Media disconnected
Connection—specific DNE Suffix =

unnel adapter isatap.{2BCA1C51-9E42-48AC-B484-16F31274C54F>:

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

Media State . . . . . . . . . . . = Media disconnected
Connection—specific DNS Suffix H

IBC - “Windows\system32>_

ST e A - B oo

Figure 1.2 PLABDMo1: Screenshot of Ipconfig output.

Here we view information about the Ethernet adapters attached to this device; these are

displaying 3 different network addresses, from the diagram you will notice the IP
192.168.0.2 is the correctly assigned address.

Additionally, we are also provided with IPv6 addresses for the devices.

To clear the contents of the display, use the following command:



cls

Step 3

However, we might want to learn more detailed information about each device in the on
this computer and how it is attached to the computer.

Type the following command into the console:

ipconfig /all

X Administrator: Command Prompt

sUWindowsssystem32>ipconfig ~all
) indows IP Configuration

Host Mame . . PLABDMB1
Primary Dns Sufflx PRACT ICELABS . COM
Mode Type . . . Hybrid
IP Routing Enahled. Mo
| WINS Proxy Enabhled. . Ho
DNS Suffix Search List PRACTICELABS . COM
{PLAB-Private>:

Connection—specific DNE Suffix

Description . . . . Hyper—U Uirtual Ethernet Adapter #4
Physical Address. #8-15-5D-B8-81-61

DHCP Enabled. . . Yes

Autoconf iguration Enahled s
Link-local IPv6 Address . .
Autoconf iguration IPv4 Addre
Subnet Mask . . . . .
Default Gateway . . .
DHCPv6 IAID . . . .
DHCPu6 Client DUID. .

Yes
feB@::edfb:ab54:298:295ex28¢(Preferred)
169.254.41.94(Preferred>

255.255.8.8

771757485
88-01-08-81-1F-A3-6B—4F-B0-58-56-80-3A-2C

T R

DNS Servers . . . . . . . .

MetBIOS over Tcpip. e e e Enahled

Ethernet adapter vEthernet (PLAB>:
I Connection—specific DNE Suffix
Description . . . . . . . . . Hyper—U Uirtual Ethernet Adapter #3
Physical Address. . . . . . B8-15-5D-88-81-88
DHCP Enabled. . . 3 Yes
Autoconf iguration Enahled - Yes
Link-local IPvt Address . . feB@A::adcB:9124:%e3f :673dx18(Preferredd
Autoconf iguration IPv4 Addre 169.254.183 .61 (Preferred?
Subnet Mask . . . . . 255.255.8.8
Default Gateway . .
5784368813

DHCPuG IAID . . i
DHCPu6 Client DUID. . #3-01-88-91—1F—A3-6B-4F—00-50-56-80-3A-9C

LI R T ]

PLABDMO01
(none)
192.168.0.2
169.254 103.61
169.254.41.94
PRACTICELABS
Administrator

DNS Servers . . . . . . . .

MetBIOE over Tcpip. . GoR o om Enabled

{Intel{R> 82574L Gigabhit Network Connection — Uirtual)
Switch>:

Connection—specific DNE Suffix

Description . . . . . Hyper—U Uirtual Ethernet Adapter #2
Physical Address. . . BA-58-56-A3-28-22

DHCP Enabled. . . . : Mo

Figure 1.3 PLABDMo1: Screenshot of ipconfig /all output.
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A great deal more information is displayed so take your time absorbing the details about
the information. We can see Host Names, that the Primary DNS is practicelabs.com.

The connections to each Ethernet adapter and the use of Hyper-V working from Adapter
2, 3, 4 providing information about the configuration of the IP’s of those internal devices.

We also learn that NetBIOS over TCPIP has been enabled on those devices.

Step 4
We can use this command to identify the DNS values assigned to the device.

Type the following command into the console:

ipconfig /displaydns

e Administrator; Command Prompt

sUWindowsssystem32>ipconfiy ~sdisplaydns
) indows IP Configuration
13.255.168.192 . in—addr.arpa

Record MHame
Record Type
Time To Live
Data Length
Section

PTR Record

Record Hame

Record Type

Time To Live

Data Length s

Section : Ansuwer

A (Host> Record . . . : 192.168.255.13

intranet

| Mo records of type AAAA

intranet

Record Name . . . .

Record Type . . . .

Time To Live

Data Length s

Section : Ansuwer

A <Host> Recowrd . . . = 192_168.255.18

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

Name does not exist.

plabdcBl .practicelabs.com

Record Hame
Record Type
Time To Live
Data Length
Section

-~ [0 ENG




Figure 1.4 PLABDMo1: Screenshot of ipconfig /displaydns.

I

e Administrator; Command Prompt

Record Name . . . .

Record Type . . . .

Time To Live

Data Length =

Section : Ansuwer

A (Host> Record . . . : 192.168.255.13

intranet

Mo records of type AAAA

intranet

Record MHame

Record Type

Time To Live

Data Length E
Section : Ansuwer

13
A (Host> Record . . . = 192.168.255.18

| Mame does not exist.

plabdcBl .practicelabs.com

Record Hame

Record Type

Time To Live

Data Length

Section S

A {(Host)> Recowrd . . . : 192.168.8.1

PLABDMO1
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

1@.255.168.192 . in—addr.arpa

Record Hame

Record Type

Time To Live

Data Length H

Section : Ansuwer
PTR Record : intranet

&L > e A e
Figure 1.5 PLABDMo1: Screenshot of ipconfig /displaydns continued.

DNS information is rendered to the screen and tells us about the nature of connections
reaching out to external and an internal network, for example, we can clearly identify
proxy data, alerting us to further topology information and further down the page we are
greeted with the domain information of PRACTICELABS.COM.

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 2 - Netstat

Netstat displays active TCP connections, ports on which the computer is listening,
Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP



protocols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6
protocols).

In this exercise you will complete the following tasks:
e Using the Netstat command-line tool

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Using the Netstat command-line tool

In this task, you will be using the Netstat command-line tool to display traffic flow data
and device routing tables. Netstat will identify processes and the ports they are listening
to or have already established themselves on. It can also be used to provide on the fly
reports of traffic moving across interfaces.

Step 1

As a security engineer, you earlier used NMAP to see what services and ports were being
broadcast, however, lets now look at the same functions running on PLABDMo1 but
from the inside.

Enter the command:

netstat

We are given a heavy readout of information.



Local Address
127.8.8.1:6377
a.1

127.8.8.1:49164
127.8.8.1:49165
127.8.68.1:49166
127.8.8.1:49167
127.8.68.1:49168
127.8.68.1:49169
127.8.8.1:49178
127.8.8.1:49171
127.8.68.1:49172
127.8.68.1:49173
127.8.8.1:49174
127.8.8.1:49175
127.8.68.1:49176
127.8.8.1:49177
127.8.68.1:49178

127.8.@8.1:491880
a.1

127.8.68.1:49186
127.8.8.1:49187
127.8.8.1:49188
127.8.68.1:49189
127.8.8.1:49198
127.8.68.1:49191
127.8.68.1:49192
127.8.68.1:49193
127.8.8.1:491%94
127.8.8.1:49195
127.8.68.1:49196
127.8.8.1:49197
127.8.68.1:49198
127.8.68.1:49199
127.8.8.1:49208

127.8.8.1:49282
a.1

Administrator: Command Prompt

Foreign Address
PLABDMA1 = 47159
PLABDMA1 - 49168
PLABDMA1 - 49244
PLABDMA1 - 49274
PLABDMA1 - 49318
PLABDMA1 : 6379

PLABDMA1 : 6379

PLABDMA1 : 42166
PLABDMB1 = 42167
PLABDMA1 : 49164
PLABDMA1 - 49165
PLABDMA1 : 49169
PLABDMA1 - 49168
PLABDMA1 = 49171
PLABDMA1 - 49178
PLABDMA1 - 49173
PLABDMA1 - 49172
PLABDMA1 - 49175
PLABDMA1 - 49174
PLABDMA1 - 49177
PLABDMA1 = 49176
PLABDMA1 - 49179
PLABDMA1 - 49178
PLABDMA1 - 49181
PLABDMA1 - 4918A
PLABDMA1 : 42183
PLABDMA1 - 49182
PLABDMA1 - 49185
PLABDMA1 - 49184
PLABDMA1 - 49187
PLABDMA1 - 49186
PLABDMA1 - 49189
PLABDMA1 - 49188
PLABDMB1 = 49191
PLABDMA1 - 49198
PLABDMA1 - 49193
PLABDMA1 - 49192
PLABDMA1 - 49195
PLABDMA1 - 49194
PLABDMA1 = 49197
PLABDMA1 : 49196
PLABDMA1 - 49199
PLABDMA1 - 49198
PLABDMA1 - 49281
PLABDMA1 - 49288
PLABDMA1 - 49283
PLABDMA1 - 49282
PLABDMA1 - 49285
PLABDMA1 - 49284
PLABDMA1 - 49287
PLABDME1 : 42286

State

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 2.1 PLABDMo1: Screenshot of netstat typical output.

The details shown relate to the Protocol being observed, the IP address which is a
loopback address of 127.0.0.1 and finally at the bottom we can see the machine address of
192.168.0.2.

The third column displays the nature of the connection, it this case the connections have
been established.

Step 2

Building on the netstat command, we have additional options which in turn present more
and different forms of information.

Type into the console:

netstat -a



This now displays similar information but also displays all active connections and the
TCP and UDP ports on which the computer is listening.

I

e Administrator: Command Prompt

sUWindowsssystem32>netstat —a

Active Connections

Local Address
=23

.8.0.1:-88685
127.8.68.1:49159
127.8.8.1:49168
127.8.8.1:49164
127.8.68.1:49165

127.8.8.1:49178
127.8.8.1:49171
127.8.68.1:49172
127.8.68.1:49173
127.8.8.1:49174

127.8.8.1:49176
127.8.8.1:49177

Foreign Address
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMAL :8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 : 8
PLABDMA1 :8
PLABDMA1 - 49159
PLABDMA1 - 49168
PLABDMA1 - 49244
PLABDMA1 - 49274
PLABDMA1 - 49318
PLABDMG1 -8
PLABDMAL : 6379
PLABDMA1 : 6379
PLABDMA1 : 42166
PLABDMA1 = 49167
PLABDMA1 : 49164
PLABDMA1 - 49165
PLABDMA1 : 49169
PLABDMA1 - 49168
PLABDMA1 = 49171
PLABDMA1 - 49178
PLABDMA1 - 49173
PLABDMA1 - 49172
PLABDMA1 - 49175
PLABDMB1 - 42174
PLABDMA1 - 49177
PLABDMA1 = 49176

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

A

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 2.2 PLABDMo1: Screenshot of netstat -a output.



Administrator: Command Prompt

.B.1:49274 PLAEDMB1 : 6379 ESTABLISHED
.B.1:49318 PLABDMB1 : 6379 ESTABLISHED
-41.94:139 PLABDMA1 :8 LISTENING
-183.61:139 PLABDMB1 : 8 LISTENING
.B8.2:139 PLABDMB1:8 LISTENING

.B.2:3389 -44.24.68:65158 ESTABLISHED
.B.2:49338 Proxy: 8680 ESTABLISHED
PLABDMB1 :8 LISTENING
PLABDM@1 : LISTENING
PLABDM@1 : LISTENING
PLABDM@1 : LISTENING
PLABDM@1 : LISTENING
PLABDM@1 : LISTENING
PLABDM@1 : LISTENING
PLABDMAA : LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDMB1 -
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :
PLABDM@1 :

L ]

.B8.1:68782
-41.94:137
-41.94:138
.183.61:137
-183.61:138
N e

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

SR R S S R S
KKK KK KKK KKK KKK KK KK KKK KKK

Figure 2.3 PLABDMo1: Screenshot of netstat -a output continued.

A more verbose readout of ports and their condition is provided with this switch. It goes
further to detail additional ports in a listening state and provides information on
additional UDP as well as TCP protocols which are monitoring the network.

Step 3
To Display the top active connections to the device

Type into the console:

netstat -no




Local Address

127.8.8.1:6379

127.8.8.1:6379

127.8.8.1:6379

127.8.8.1:6379

127.8.8.1:6379

127.8.8.1:49159
127.8.8.1:49168
127.8.8.1:49164
127.8.08.1:49165
127.8.8.1:49166
127.8.8.1:49167
127.8.8.1:49168
127.8.8.1:4916%9
127.8.8.1:49178
127.8.8.1:4911
127.8.8.1:49172
127.8.8.1:49173
127.8.8.1:49174
127.8.8.1:49175
127.8.8.1:49176
127.8.0.1:49177
127.8.8.1:49178
127.8.8.1:49179
127.8.8.1:4918@8
127.8.8.1:49181
127.8.@8.1:49182
127.8.8.1:49183
127.8.8.1:49184
127.8.8.1:49185
127.8.8.1:49186
127.8.8.1:49187
127.8.8.1:49188
127.8.8.1:49189

Administrator: Command Prompt

Foreign Address
127.8.8.1:49159
127.8.8.1:49168
127.8.8.1:49244
127.8.8.1:49274
127.8.8.1:49318
127.8.8.1:6379

127.8.8.1:6379

127.8.8.1:49166
127.8.8.1:49167
127.8.8.1:49164
127.8.8.1:49165
127.8.8.1:49169
127.8.8.1:49168
127.8.8.1:49171
127.8.8.1:49178
127.8.8.1:49173
127.8.8.1:49172
127.8.8.1:49175
127.8.8.1:49174
127.8.8.1:49177
127.8.8.1:49176
127.8.8.1:49179
127.8.8.1:49178
127.8.8.1:49181
127.8.8.1:491808
127.8.8.1:49183
127.8.8.1:49182
127.8.8.1:49185
127.8.8.1:49184
127.8.8.1:49187
127.8.8.1:49186
127.8.8.1:49189
127.8.8.1:49188

State

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

A

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 2.4 PLABDMo1: Screenshot of netstat -no output.

This provides us with only the connections showing volumes of traffic and usefully it
presents the PID or Process Identifier. Productively this is a useful method for quickly
displaying those ports in use.

Now combine steps 2 and 3 together by typing the following command into the console:

netstat -ano




127.8.68.1:49165
127.8.68.1:49166
127.8.8.1:49167
127.8.68.1:49168
127.8.68.1:49169
127.8.8.1:49178
127.8.8.1:49171
127.8.68.1:49172
127.8.68.1:49173
127.8.8.1:49174
127.3.3.1:19175

Administrator: Command Prompt

gn Address
a

127.8.8.1:49167
127.8.8.1:4%164
127.8.8.1:49165
127.8.8.1:4%9169
127.8.8.1:4%168
127.8.8.1:49171
127.8.8.1:49178
127.8.8.1:49173
127.8.8.1:49172
127.8.8.1:49175
127.3.3.1:39174

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

Figure 2.5 PLABDMo1: Screenshot of netstat -ano output.
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.B.1:49274 127.8.8.1:6379 ESTABLISHED
.B.1:49318 127.8.8.1:6377 ESTABLISHED
-41.94:139 8.8.8.8:8 LISTENING
-183.61:139 8.8.8.8:8 LISTENING
.B8.2:139 8.8.8.08:8 LISTENING

.B.2:3389 18.44.24.68:65158 ESTABLISHED
.B.2:49338 192.168.255.13:8680 ESTABLISHED

::1:8 LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

-8.1:60762
-41.94:137
.41.94:138 PLABDMO1

(none)

192.168.0.2

169.254.103.61
169.254.41.94

PRACTICELABS
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.183.61:137
-183.61:138
.8.2:137

[z
L=
L=
I:
L=
L=
L=
[:
L=
L=
L=
L=
[2222:
DM
el
DM
el
DM
el
DM
el
DM
el
DM
D
DM
el
DM
el
DM
el
DM
Bl
DM
el
DM
el
DM

B REEE I ir i e

Figure 2.6 PLABDMo1: Screenshot of netstat -ano output continued.

By applying the -a switch we display all the ports and their condition together with the
PID that might be using or listening to the port for traffic to arrive or pass through.

Step 4

We can now track the PID information to see the process activity.
Right-click on the Taskbar.

Click on the Task Manager then navigate to the Tab at the top labeled Details.



]

Recycle Bin

g=

GodMode
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Ethernet (PLAB-Privatel:
[169.254.41.94]1 Scope Id: [1]

MetBIOS Local Mame Table

PLABDMA1 <@8> UNIQUE Registered
PRACTICELABS <@@> GROUP Re: tered
PLABDMA1 <28> UNIQUE Registered
:\Uindous\system3d2>netstat —ano
fictive Connections

Local Address
A.8.A.9:23

Addwess State
LISTENING
LISTENING
LISTENING
LISTENING
LIETENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LIETENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LIETENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENI NG
LISTENING Toolbars : PLABDMO1

LISTENING i
ESTABLISHED Cascade windows i : (none)

EETABLISHED ot vl ket 192.168.0.2

ESTABLISHED 169.264.103.61
E?g%gh%ﬁglin Show windows side by side 169.254.41.94

ESTABLISHED Showthedekion PRACTICELABS
Egggﬂg“%g Task Manager z Administrator
ESTADLISHED Toet e teites

ESTABLISHED

NSNS EEE'T
=

YISO EE

Properties

~ M enG

Figure 2.7 PLABDMo1: Screenshot of Taskbar used to activate Task Manager.
You will see PID as one of the column headers.
Let's choose from the Netstat the PID of 4 from the Netstat output.
Organize the PID column by clicking on it to arrange by number.

Here we can see the PID process of 4 is being used by System.exe which is an NT Kernel
and System process.
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=X Administrator: Command Prompt - |0 X i Task Manager == -

sWindowsssystem32>netstat —ano File Options  View

Active Connections Processes | Performance | Users | Details | Services
Local Address Address State
@ 8:23 8 LISTENING hamst_ L I |
5] 5] LISTENING 5| System interrupts - Running
g'g g E}g%g:%:g 2 8- Systern Idle Process 0 Running
a.a a LISTENING B System 4 Runnin
a.8 a LISTENING = Y = 2 =
a.8 a LISTENING svchost.exe 12 Running
a.8 a LISTENING 4 B sms A
0.0 a LISTENING e #121 [iRunging
a.8 A LISTENING = csrss.exe 528 Running
g'g g E}g¥5=%=g 4 B wininit.exe 600 Running
8.8 ] LISTENING B carss.exe 608 Running |
a.8 a LISTENING [ 612 Ruskifi |
8.8 8 LISTENING JIsvchost.exe unning
g-g g E}g;gu}ug b = |winlogon.exe 636 Running
8.@ a LISTENING " services.exe 696 Running
a.a a LISTENING 52 I 5 :
9.8 8 LISTENING i s pee i, [Running
a.8 ] LISTENING " |svchost.exe 744 Running
a.8 a LISTENING = -
5.8 B LISTENING 5| svchost.exe 768 Running
a.8 a LISTENING B svchost.exe 816 Running
a.a a LISTENING = i :
a.8 a LISTENING LogonUl.exe 308 Running
127 a LISTENING B dwm. 916 Runni
127 @ LISTENING st 7 pitis

7] LISTENING B |sychost.exe 956 Running

127.8.8.1:6379 1:49159 ESTABLISHED - P
127.8.8.1:6379 1:4916@ ESTABLISHED i el ghuaning
127.8.8.1:6379 1:49244 ESTABLISHED 8- svchost.exe 1132 Running
127.8.8.1:6379 1:49274 ESTABLISHED v 1152 Runni
127.8.8.1:6379 i: ESTABLISHED svchost.exe LIDEINGY
127.8.08.1:80885 a LISTENING P e 4102 "
127.8.8.1:49159 i: ESTABLISHED .3 e =
127.8.8.1:49168 1:6379 ESTABLISHED
127.8.8.1:49164 1:49166 ESTABLISHED o .
1272.0.8.1:49165 1:49167 ESTABLISHED A2 Ferer details Buliek
127.8.8.1:49166 1:49164 ESTABLISHED
127.8.8.1:49167 1:49165 ESTABLISHED

192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS

127.8.68.1:49168 . ESTABLISHED
127.8.68.1:49169 2 ESTABLISHED
127.8.8.1:49178 o ESTABLISHED
ESTABLISHED

127.8.8.1:49172 ESTABLISHED
a.1 a.1: ESTABLISHED
ESTABLISHED

a ESTABLISHED

127.8.8.1:49177 ESTABLISHED

127.0.0.1:49176 ESTABLISHED

De . oD  Am i

Figure 2.8 PLABDMo1: Screenshot of Task Manager compared to netstat-ano
with PID confirmation.

Administrator

By using netstat we can investigate processes taking place on the network, so long as the
process is visible directly in task manager it can be tracked down to provide a name. This,
of course, can be further investigated to make sure it’s nothing concerning.

We can use this method to track down the other netstat processes as well or eliminate
activities which we are sure to be secure and normal.

Step 5

Display the Routing table.

Type the following command into the console:

netstat -r



e Administrator; Command Prompt

...88 15 54 BA@ 81 A1 yper—U rtual Ethernet Adapter i4
...88 15 54 8@ 81 8@ ......Hyper—U Uirtual Ethernet Adapter #3
..BA 58 56 a3 28 22 ......Hyper—U Uirtual Ethernet Adapter #2

00 PA A0 A0 B8 A0 @0 @ Mic
00 B8 660 B0 68 B8 B0 @ Mic
08 68 B0 69 B8 B0 @ M t ISATAP Adapter H3

Gateway Interface

192.168.8.258 192.168.8.2

3 On-link 127.8.8.1

127.8.8.1 . . . On-link 127.8.8.1

127.255.255.255 3 3 3 On-link 127.8.8.1

169.254.8.8 . .a. On-link 169.254.183 .61

169.254.8.8 3 .8. On-link 169.254.41.94

169.254.41.94 . . . On-link 169.254.41.94

169.254.183.61 3 3 3 On-link 169.254.183.61

169.254.255. o o o On-link 169.254.183.61

169.254.255. 255.255.255.255 On-link 169.254.41.94

. . 255.255.255.8 On-link 192.168.8.2

255255255255 On-link 192.168.8.2

255.255.255.255 On-link 192.168.8.2

248.8.8.8 On-link 127.8.8.1

248.8.8.8 On-link 192.168.8.2

248.8.8.8 On-link 169.254.41.94

248.8.8.8 On-link 169.254.183.61

3 255255255255 On-link 127.8.8.1

255.255.255. . 255.255 On-link 168.8.2
255.255.255. 3 On-link

Gateway Address Metric
192 _168.8.258 256
192.168.8.258 Default

PLABDMO1

(none)

192.168.0.2

169.254.103.61
169.254.41.94

PRACTICELABS

Administrator

Aictive Routes

If Metric Metwork Destination Gateway
1 t:1,128 On—-link
feB@::64 On—-link
feB@:: On—-link
feBB::/64 On—link

feB@::2990:18f:52eb:5e3e 128
On—link

fefB::adcP:9124:9e3f:673d-128
On—link

LT e Wil - B
Figure 2.9 PLABDMo1: Screenshot of netstat -r output.

The routing table is a key piece of information to display topologies directly related to the
device and its surrounding environment. It details types of adapters used to make
connections, the gateways that traffic is flowing through, and primarily its used as a
troubleshooting tool when investigating where traffic bottlenecks might be occurring.

Step 6

The options -t, -u, -w, and -x show active TCP, UDP, RAW, or Unix socket connections. If
you provide the -a flag, in addition, sockets that are waiting for a connection (i.e.,
listening) are displayed as well. This display will give you a list of all services that are
currently running on your system.

Displaying connections on TCP which are awaiting a connection.



Type the following command into the console:

netst

at -ta

B.8.8.8:49152
B8.8.8.8:49153
B.8.8.8:49154
B8.8.8.8:49155
B8.8.8.8:49156
B8.8.8.8:49161
B8.8.8.8:49162
B8.8.8.8:49163
127.8.8.1:5555
127.8.8.1:5557
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6377
127.8.8.1:8085
127.8.8.1:49159
127.8.8.1:42168
127.8.8.1:49164
127.8.8.1:49165
127.8.8.1:49166
127.8.8.1:49167
127.8.8.1:49168
127.8.8.1:49169
127.8.8.1:49178
127.8.8.1:49171
127.8.8.1:49172
127.0.60.1:49173
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PLABDMB1 : 8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 :8
PLABDMB1 : 49159
PLABDMB1 :4%2168
PLABDMB1 : 49244
PLABDMB1 :49274
PLABDMA1:42318
PLABDMB1 :8
PLABDMB1 :6379
PLABDMB1 :6379
PLABDMB1 : 49166
PLABDMB1 : 49167
PLABDMB1 :4%164
PLABDMB1 : 49165
PLABDMB1 : 49169
PLABDMB1 : 49168
PLABDMB1 : 49171
PLABDMB1 : 42178
PLABDMB1 : 49173
PLABDMB1 = 49172

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost

InHost

InHost

InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

-« B NG

TR |
Figure 2.10 PLABDMo1: Screenshot of netstat -ta output.

The output demonstrates with the switch -ta.

Step 7

To have netstat display statistics (-s) about TCP traffic (-p), and also force the addresses
to be displayed in FQDN format (-f).

Type the following command into the console:



netstat -s -p tcp -f

Administrator: Command Prompt

sUWindowsssystem32>netstat —s —p tcp

CP Statistics for IPvd

Active Opens
Passive Opens

Failed Connection Attempts

Reset Connections
Current Connections
Segments Received
Segments Sent

Segments Retransmitted

Active Connections

Local Address
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:6379
127.8.8.1:4915%9
127.8.8.1:49168

127.8.8.
127.8.8.1:49167

127.8.8.1:4%9168
127.8.68.1:49169
127.8.8.1:49178
127.8.8.1:49171
127.8.8.1:49172
127.8.68.1:49173

127.8.8.1:49176
127.8.8.1:49177
127.8.68.1:49178
127.8.68.1:49179
127.8.8.1:49188
127.8.68.1:49181
127.8.8.1:49182
127.8.68.1:49183
127.8.8.1:49184
127.8.68.1:49185
127.8.68.1:49186
127.8.8.1:49187
127.8.68.1:49188
127.8.68.1:49189

127.8.8.1:49194
127.8.68.1:49195
127.8.68.1:49196

Foreign Address State
PLABDMA1 . PRACTICELABS .COM: 49159
PLABDMA1 . PRACTICELABS .COM: 49168
PLABDMA1 . PRACTICELABS .COM: 49244
PLABDMA1 . PRACTICELABS .COM:=49274
PLABDMA1 . PRACTICELABS .COM: 492318
PLABDMB1 . PRACTICELABS .COM:6379
PLABDMA1 . PRACTICELABS .COM:6379
PLABDMA1 . PRACTICELABS .COM: 49166
PLABDMA1 . PRACTICELABS .COM: 49167
PLABDMA1 . PRACTICELABS .COM: 49164
PLABDMA1 . PRACTICELABS .COM: 49165
PLABDMA1 . PRACTICELABS .COM: 49169
PLABDMA1 . PRACTICELABS .COM: 49168
PLABDMA1 . PRACTICELABS .COM:=49171
PLABDMA1 . PRACTICELABS .COM: 47178
PLABDMA1 . PRACTICELABS .COM:49173
PLABDMA1 . PRACTICELABS .COM: 49172
PLABDMA1 . PRACT ICELABS .COM:49175
PLABDMA1 . PRACTICELABS .COM:= 49174
PLABDMA1 . PRACTICELABS . COM:= 49177
PLABDMA1 . PRACTICELABS .COM: 49176
PLABDMA1 . PRACTICELABS .COM: 49179
PLABDMBA1 . PRACT ICELABS . COM:=49178
PLABDMA1 . PRACTICELABS .COM:=49181
PLABDMA1 . PRACTICELABS .COM: 491808
PLABDMA1 . PRACTICELABS .COM: 49183
PLABDMA1 . PRACTICELABS .COM: 49182
PLABDMA1 . PRACTICELABS .COM: 49185
PLABDMA1 . PRACTICELABS .COM: 49184
PLABDMA1 . PRACTICELABS .COM: 49187
PLABDMA1 . PRACTICELABS .COM: 49186
PLABDMA1 . PRACTICELABS .COM: 49189
PLABDMA1 . PRACTICELABS .COM: 49188
PLABDMA1 . PRACTICELABS .COM:49191
PLABDMA1 . PRACTICELABS .COM: 49198
PLABDMA1 . PRACTICELABS .COM:49193
PLABDMA1 . PRACTICELABS .COM:49192
PLABDMA1 . PRACT ICELABS .COM: 49195
PLABDMA1 . PRACTICELABS .COM: 49194
PLABDMBL . PRACT ICELABS . COM:47127

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

-« B NG

Figure 2.11 PLABDMo1: Screenshot of netstat -s -p tcp -f output.

Step 8

To have a repeating function taking place in netstat displaying the network interface
statistics (-e) and have them updated every 5 seconds we will use (-t 5).

Type the following command into the console:

netstat -e -t 5
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Received Sent

52922452 53562478

nicast packets 162362 186848
on—unicast packets 8416 L588
a a

a a
nknown protocols a
Interface Statistics

Received Sent

52922452 53562478
162362 186848
8416 5588

a a

ng a a
nknown protocols a
Interface Statistics

Received Sent

52945156 53688872

nicast packets 162678 186342
on—unicast packets 8436 L5888
Discards ] ]
a a

nknown protocols a
Interface Statistics

Received Sent

52945156 53688872
nicast packets 162678 186342
on—unicast packets 8436 L5888
Discards g g

nknown protocols a
Interface Statistics

Received Sent

52981376 53641698
163142 186788
8464 5592

a a

a a
nknown protocols a
Interface Statistics

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

Received Sent

R 52981376 53641698
nicast packets 163142 186788
on—unicast packets 8464 5592
[Discard: g g

ST e M - B oo

Figure 2.12 PLABDMo1: Screenshot of netstat -e -t 5 output.

If we were expecting to see large traffic changes across the network, then manually
monitoring the information as such is helpful as the figures displayed assist with network
configuration confirmation.

When finished, stop the command by typing the following into the console:

Ctrl C

This will return you to the C:> prompt

Step 9



This command will check every second and print the results if a process starts listening

on TCP port 80.

Type the following command into the console:

netstat -an 1 | find “80”

sUWindowsssystem32>

Administrator: Command Prompt

mEREEIEEEEE

a.
a.
a.
a.
1
1
1
[:
[:
a.
a.
a.
a.
a.
1
1
1
[:
[2222:

49133
55.13:8680

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING

Ju=nil

=

A

bpgon Domain:
ser Name:

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

-« B NG

Figure 2.13 PLABDMo1: Screenshot of netstat -an 1 | find “80” output.

Often we are interested in specific ports, especially if the port is being abused in some
manner, as given in the output, port 80 has been specified, and we can watch the traffic
changes occurring each second to see if anything unusual is taking place.

Remember to stop the query by typing:




Ctrl C

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 3 - Ping

Ping verifies IP-level connectivity to another TCP/IP computer by sending Internet
Control Message Protocol (ICMP) Echo Request messages. The receipt of corresponding
Echo Reply messages are displayed, along with round-trip times. Ping is the primary
TCP/IP command used to troubleshoot connectivity, reachability, and name resolution.

In this exercise you will complete the following tasks:
e Using the Ping command-line tool

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Using the Ping command-line tool

In this task, you will be using the Ping command-line tool which is used to check
connectivity to devices and establish is they are “up” or “down”.

Step 1

Ping uses the ICMP echo; here we are working with the IPv4 address, but the same
concept is applied to IPv6 as well. We will ping PLABDCo1.

Type the following command into the console:

ping 192.168.0.1
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sUWindowsssystem32>ping 192.168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time<ims TTL=128
Reply from 192.168.8.1: bytes=32 time<ims TTL=128
Reply from 192.168.8.1: bhytes=32 time{ims TTL=128
Reply from 192.168.8.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.8.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms. Average = Bms

:sWindowsssystem32>

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 3.1 PLABDMo1: Screenshot of ping command output.

This command helps us to check for any lost of packets returning the device; it
establishes the concept of network errors or device connectivity.

Step 2
Let's now continuously send packets until the command to terminate is entered.

We might perform this check if we need to constantly monitor an interface which is
under a maintenance check.

Type the following command into the console:

ping -t 192.168.0.1
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sUWindowsssystem32>ping —t 192.168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: =32 time<{ims TTL=128
Reply from 192. .Aa.1: 32 time<{ims TTL=128
Reply from 192. -B.1: time{ims TTL=128
Reply from 192. = time{ims TTL=128
Reply from 192. time{ims TTL=128
Reply from 192. time{ims TTL=128
Reply from 192. time{ims TTL=128
Reply from 192. time{ims TTL=128
Reply from 192. oy time{ims TTL=128
Reply from 192. .B.1: bytes=32 time<{imsz TTL=128
Reply from 192. -B.1: bytes=32 time<{ims TTL=128

Ping statistics for 192.168.8.1:

Packets: Sent = 11, Received = 11, Lost = 8 <(Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms. Average = Bms
ontrol-C

C
sWindowsssystem32>

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 3.2 PLABDMo1: Screenshot of ping -t command output.

This method is manipulating a number of times a ping should take place is useful when
investigating devices which are having problems connecting to the network. However, it’s
the beginning method where we can flood a device by requesting it acknowledge out
requests.

Type the following command into the console:

ctrl -C

Step 3

Finally let's modify the ping command to edit the number of echo counts to 30, each
having a size of 1000 bytes.




Type the following command into the console:

ping -n 30 -1 1000 192.168.0.1
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Ieply from 192.168. 1 byt TTL=128
Reply from 192. .A.1: TTL=128
Reply from 192. .Aa.1: i TTL=128
Reply from 192. .A.1: i TTL=128
Reply from 192. .Aa.1: i TTL=128
Reply from 192. .A.1: i TTL=128
Reply from 192. .Aa.1: i TTL=128
Reply from 192. TTL=128
Reply from 192. 1 i TTL=128
Reply from 192. i TTL=128
Reply from 192. i TTL=128
Reply from 192. i TTL=128
Reply from 192. hy i TTL=128
Reply from 192. .B.1: bytes=1800 time{ims TTL=128
Reply from 192. .B.1: bytes=1800 time{ims TTL=128

Ping statistics for 192.168.8.1:

Packets: Sent = 15, Received = 15, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms. Average = Bms
ontrol-C

C
sUWindowsssystem32>

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

SRl - 1) S T T
Figure 3.3 PLABDMo1: Screenshot of ping -n 30 -1 (ip) output.

The modification of packet sizes is also a helpful tool when diagnosing networking
problems, but again this technique is known to flood old server and routing devices by
having them handle packets which are beyond their firmware capabilities.

Leave all devices powered on in their current state and proceed to the next exercise.




Exercise 4 - Tracert and Route

The Tracert diagnostic utility determines the route to a destination by sending Internet
Control Message Protocol (ICMP) echo packets to the destination. In these packets,
Tracert uses varying IP Time-To-Live (TTL) values. Because each router along the path is
required to decrement the packet's TTL by at least 1 before forwarding the packet, the
TTL is effectively a hop counter. When the TTL on a packet reaches zero (0), the router
sends an ICMP "Time Exceeded" message back to the source computer.

Route displays and modifies the entries in the local IP routing table which helps to
understand the topology of a network.

In this exercise you will complete the following tasks:

e Using the Tracert command line tool
e Using the Route command line tool

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Using the Tracert command line tool

In this task, you will be using the Tracert command line tool to read information about
packet paths taken. This can identify blocks on the network or show where information is
not being routed correctly.

Step 1

The -h in this command specify a max hop of 5 steps. Given we are working on a small
topology all hops will effectively be only 1 step large.

Type the following command into the console:

tracert -h 5 192.168.0.1




e Administrator; Command Prompt

sUWindowsssystem32>tracert -h 5 192.168.8.1

racing route to PLABDCA1 [192.168.8.11
over a maximum of 5 hops:

1 <1 ms <1 ms <1 ms PLABDCH1 [192.168.8.11
race complete.

sUWindowsssystem32>

ost Name: PLABDMO1

' Address: (none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

ST e M - B oo

Figure 4.1 PLABDMo1: Screenshot of tracert -h 5 (ip) output.

Task 2 - Using the Route command line tool

Another method for calling the routing table like netstat -r is the route command. In this
task, you will be using the route command to display the same route information but it’s
useful to know a variety of commands which have similar functions.

Step 1

Type the following command into the console:

route PRINT




e Administrator; Command Prompt

-Hyper—-U Uirtual Ethernet Adapter #4
.«.Hyper—U Uirtual Ethernet Adapter H#3

Hyper—U Uirtual Ethernet Adapter #2

Software Loopback Interface 1

Gateway Interface Metric
192.168.8.2508 192.168.8.2 261
.a. .a. On-link 127.8.8.1
127.8.8.1 5. o o On-link 127.8.8.1
127.255.255.255 a a a On-link 127.8.8.1
169.254.8.8 o .a. On-link 169.254.183.
169.254.08.8 a .a. On-link 169.254.41.
169.254.41.94 " o o On-link 169.254.41.
169.254.1A3 .61 a a a On-link 169.254.183.
169.254.255. o o o On-link 169.254.183.
169.254.255. 5.255.255.255 On-link 169.254.41.
o o 255.255.255.08 On-link 192.168.8.2
255,255 .255.255 On-link 192.168.8.2
255,255,255, On-link 192.168.8.2
.a. On-link 127.8.8.1
On-link 172.168.8.2
On-link 169.254.41.94
On-link 169.254.1A3.61
On-link 127.8.8.1
On-link 168.8.2
On-link
On-link

. ent Rouw
Metwork Addres Gateway Address Metric
a.8.8 o 192.168.8.258 256
192.168.8.258 Default

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

If Metric Metwork Destination Gateway

1 t:1,128 On—-link
feBB::/64 On—-link
feB@::64 On—-link
feBB::/64 On—link
feB@::2990:18f:52eb:5e3e 128

On—link
fe8B::adcB:9124:%e3f :673d-128
On—link

e A (=]  w
Figure 4.2 PLABDMo1: Screenshot of route PRINT output.

We are presented with an Interface List attached to the device which can be key to
learning more about the network configurations.

Importantly we are then presented with an IPv4 Route Table which shows us the Active
Routes being applied to the network adapters, we are given the Network Destinations,
any masking taking effect on the IP’s, the Gateway the communications are traveling
through, the interface IP and metrics of data flowing.

Finally, we are told if there are any persistent routes on the devices.



e Administrator; Command Prompt

127.8.8.1
127.255.255.255
169.254.8.08
169.254.8.08
169.254.41.94
169.254.183.61
169.254.255.
169.254.255.

255 .255 .255
255255955
255255255 |

/64
::2998:18f :52eb:5e3e

255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
240.8.8.8
240.8.8.8
240.8.8.8
240.8.8.8
255.255.
255.255.
255.255.255
255.255.

Gateway Interface Metric
261

192.168.8.258 192.168.8.2
On-link 127.8.8.1
On-link 127.8.8.1
On-link 127.8.8.1
On-link 169.254.183.
On-link 169.254. .41,
On-link 169.254.41.
On-link 169.254.183.
On—-link 169.254.183.
On-link 169.254.41.
On-link 192.168.8.2
On-link 192.168.8.2
On-link 192.168.8.2
On-link .8.8.
On-link
On-link
On-link
On-link 127.8.8.1
On-link 192.168.8.2
On-link 169.254.41.94
On-link 169.254.183.61

Gateway Address Metric
192.168.8.2508 256
122.168.8.258 Default

Gateway
On—link
On—1link
On—-link
On—1link
128

On—link

ttadcB:9124:9e3f :673d-128

On—1link

tedfb:ab54:298:295e-128

On—-link
On-link
On—-link
On—-1link

PLABDMO1
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS

Administrator

SN REEEN e ICE
Figure 4.3 PLABDMou1: Screenshot of route PRINT output continued.
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The route command also tells us that there are no persistent routing paths being used
with this device on IPv6.

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 5 - ARP and Whoami

Address Resolution Protocol (ARP) performs IP address-to-media access control address
resolution for outgoing packets. As each outgoing addressed IP datagram is encapsulated
in a frame, source and destination MAC addresses must be added. Determining the
destination MAC address for each frame is the responsibility of ARP.



Whoami Displays user, group and privileges information for the user who is currently
logged on to the local system. If used without parameters, it displays the current domain
and user name.

In this exercise you will complete the following tasks:

e Using the ARP command line tool
e Using the “Whoami” command line tool

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Using the ARP command line tool

In this task, you will be using the ARP command line tool to displays entries in the
Address Resolution Protocol cache, which contains one or more tables that are used to
store IP addresses and their resolved Ethernet addresses.

Step 1

Type the following command into the console:

arp -a




e Administrator; Command Prompt

sUWindowsssystem322arp —a

Interface: 192.168.8.2 ——— Bx18
Internet Address Physzical Address Type
- 8.1 88 4d dynamic
-168.8.18 dynamic
.168.8.258 dynamic
.168.8.255 static
224.8.8.22 static
224.8.8.252 static
239.255.255.258 #1-88-5e static

Interface: 16%9.254.183.61 ——— Bx12
Internet Address Physical Address Type
16%.254.255_255 b o e e i i i £ static
224.8.8.22 —-BB-BB-16 static
224.8.8.252 -BB-BB—fc static
239.255.255.258 Se——ff-fa static
255.255.255.255 3 3 3 e F o F e 3 static

Interface: 16%9.254.41.94 —— Bx14
Internet Address Physical Address Type
169.254.255.255 fE—ff—ff-£f—Ff—FF static
224.8.8.22 A1-A0-5e-AA-A0—-16 static
224.8.8.252 A1-A8-5e-A8-A8—f c static
239.255.255.250 A1-A8-5e-?f—ff—fa static
255.255.255.2565 fE—ff—fF-£F—FE—FF static

sUWindowsssystem32>

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

N EETel - Y 1C 1 T
Figure 5.1 PLABDMo1: Screenshot of arp -a output.

The command arp -a is used to display static and dynamic entries to the ARP cache table,
above we can see that IP of the PLABDMo1 device against its physical address location or
MAC address and the type of relationship described as dynamic.

Step 2

Type the following command into the console:

arp -av




Administrator: Command Prompt

sUWindowsssystem32>arp —av

Interface: 127.8.8.1 ——— Bxl

Internet Address
224.8.8.22
239.255.255.258

Interface: 192.168
Internet Address
254,255 255

Phyzical Address

8.2 —— Bx18

Physzical Address

A-A0-AR-AR-AA—-A0
AR-58-56-8A-11-4d
AB-15-5d-88-01-A%
5c—-83-8f-9b-75-80
fE-—FE—ff-FE—FE—£F
A1-AA-5e-A-A8—-16
A1-A8-5e-A8-A0—fc
A1-A8-5e-?f—ff-fa

Interface: 16%9.254.183.61 ——— Bx12

Internet Address
169.254.255.255
224.8.8.22
224.8.8.252
239.255.255.250
255.255.255.2565

Physzical Address

fE—ff—ff-£f—Ff—FF
A1-A8-5e-A8-A8-16
A1-A8-5e-A8-A0—f c
A1-A8-5e-?f—ff—fa
fE—ff—fF-£F—FE—FF

Interface: 16%9.254.41.94 —— Bx14

Internet Address
169.254.255.255
224.8.8.22
224.8.8.252
239.255.255.250
255.255.255.2565

Phyzical Address

fE—ff—ff-£f—Ff—FF
A1-A-5e-A8-A0—-16
A1-80-5e-BA-B8—fc
A1-A8-5e-?f—ff—fa
fE—ff—fF-£F—FE—FF

Type
static
static

Type
invalid
dynamic
dynamic
dynamic
static
static
static
static

Type

static
static
static
static
static

Type

static
static
static
static
static

sUWindowsssystem32>

PLABDMO01
(none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator
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Figure 5.2 PLABDMo1: Screenshot of arp-av output.

Attaching the -av switch displays information in a verbose mode and brings into view the
additional interface of the loopback address.

Step 3

Type the following command into the console:

arp -a -N 192.168.0.2




Administrator: Command Prompt

sUWindowsssystem32>arp —a —N 192.168.8.2

Interface: 192.168.8.2 ——— Bx18

Internet Address Physzical Address Type

192 .168.8.1 AB-58-56-80-11—-4d dynamic [
192.168.8.18 #8-15-5d-88-01-A7 dynamic |
192 .168.98.2508 83-8f-9h—75-808 dynamic

192 .168.8.255 fE—ff—ff—£f—FF static

224.8.8.22 AR-5e—-AA-AA-16 static

224.8.8.252 A1-A8-5e-A8-A0—f c static

239.255.255.258 B8-5e—-7f—ff—fa static

sUWindowsssystem32>

PLABDMO01

(none)

192.168.0.2 |
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

‘ Mi : - B eng
Figure 5.3 PLABDMo1: Screenshot of arp -a -N (ip) output.

By applying the switch of -N we learn more about the interfaces by listing the entries for
the specified interface.

Task 2 - Using the “Whoami” command line tool

In this task you will be using the Whoami command line tool, to discover which user
account is currently logged into the device.

Step 1

Type the following into the console:

whoami




e Administrator; Command Prompt

sUWindowsssystem32 >vhoami
practicelabssadministrator

sUWindowsssystem32>

ost Name: PLABDMO1

' Address: (none)
192.168.0.2
169.254.103.61
169.254.41.94
PRACTICELABS
Administrator

e W ICEE T

Figure 5.4 PLABDMo1: Screenshot of Whoami output.

The output is a call to the windows device to clarify exactly what level of authority is
currently using the console interface. This is a simple but effective.

Shut down all virtual machines used in this exercise using Practice Labs power
button function to revert these devices to their default settings. Alternatively, you
may sign out of the lab portal to power down all devices.

Summary

You covered the following activities in this module:

e Ipconfig
e Netstat



e Ping
e Tracert and Route
e ARP and Whoami



