CompTIA Cybersecurity Analyst (CySA+)

Vulnerability Scanner MBSA

e Introduction

e Exercise 1 - Introduction to Microsoft Baseline Security Analyser
o Exercise 2 - Implementing Recommendations

e Exercise 3 - Saving Microsoft Security Baseline Analyzer Reports
e Exercise 4 - Reviewing Configuration Changes

e Summary

Introduction

The Vulnerability Scanner MBSA module provides you with the instructions and
devices to develop your hands-on skills in the following topics.

e Introduction to Microsoft Security Baseline Analyzer
e Implementing Recommendations
e Saving Microsoft Security Baseline Analyzer Reports
e Reviewing Configuration Changes

Lab time: It will take approximately 30 minutes to complete this lab.

Exam Objectives
The following exam objectives are covered in this lab:

e CS0-001 2.1 Given a scenario, implement an information security vulnerability
management process

e CS0-001 2.2 Given a scenario, analyze the output resulting from a vulnerability
scan

e CS0-001 2.3 Compare and contrast common vulnerabilities found in the following
targets within an organization

Lab Diagram



During your session, you will have access to the following lab configuration. Depending
on the exercises you may or may not use all of the devices, but they are shown here in the
layout to get an overall understanding of the topology of the lab.

PLABDMO1 PLABWINS01
192.168.0.2/24 192.168.0.5

=

PLABDCO1
192.168.0.1/24
LT Prrmmy

PLABWIN1O PLABKALIO1
192.168.0.4 192.168.0.3

Connecting to your lab

In this module, you will be working on the following equipment to carry out the steps
defined in each exercise.

PLABDCo1 (Windows Server 2012 R2 - Domain Controller)
PLABDMo1 (Windows Server 2012 R2 - Member Server)
PLABWINS8o01 (Windows 8.1 - Domain Member)
PLABWIN10 (Windows 10 - Domain Member)
PLABKALIoO1 (Kali 2016.2)

To start, simply choose a device and click Power on. In some cases, the devices may
power on automatically.

For further information and technical support, please see our Help and Support
page.
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Exercise 1 - Introduction to Microsoft Baseline
Security Analyser

Microsoft Baseline Security Analyzer (MBSA) checks for available updates to the
operating system, Microsoft Data Access Components (MDAC), MSXML (Microsoft XML
Parser), .NET Framework, and SQL Server. MBSA also scans a computer for insecure
configuration settings. When MBSA checks for Windows service packs and patches, it
includes in its scan Windows components, such as Internet Information Services (IIS)
and COM+.

In this exercise you will complete the following tasks:

e Configuration
e Scanning
e Results

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Configuration

Configuration specifications can take place against a single computer or multiple
machines within a domain or range of IP’s. We will be focusing using an IP range but
focusing on the results on PLABDMo1 once the scan has been completed.



Step 1
Ensure all the lab devices stated in the introduction are powered on.

Connect to PLABDMo1.

Double-click on the Microsoft Baseline Security Analyzer 2.3 desktop shortcut.
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HashMyFiles

Host Name: PLABDMO1

IP Address: (none)
192.168.0.2
169.254.103.61
169.254.41.94

Logon Domain: PRACTICELABS

User Name: Administrator

Figure 1.1 PLABDMo1: the Desktop.

Step 2
The Microsoft Baseline Security Analyzer application launches.

Click on Scan multiple computers.



Microsoft

®® ¥ Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2012 R2, Windows 8.1, Windows
Server 2012, Windows 8, Windows Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or
Windows XP. Scanning computers for security updates utilizes Windows Server Update Services. You must have administrator
privileges for each computer you want to scan.

g Scan a computer
Check a computer using its name or IP Address.

k.‘ Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

E View existing security scan reports
View, print and copy the results from the previous scans.

e Security
Help

curity Web site

© 2002-2013 Microsoft Corporation. Al rights reserved.

Step 3

The Which computers do you want to scan? page is displayed.

In the IP address range field enter the following:

192.168.0.1 to 192.168.0.2

Here we could either enter the details of the computer name we are interested in
checking or enter an IP range to be checked for example the device itself is

PRACTICELABS\PLABDMO1



However, in this instance, we have entered an IP range.

evice.aspxiclient=javaltdevice=18&

Microsoft

©® ¥ Baseline Security Analyzer

Which computers do you want to scan?

Enter the domain name or the range of IP addresses of the computers.

Domain name: | v|
R Adiceimoc ls2 Jles [0 [[t Juwlsz Jfes [[o [z [v]
Security report name: |%D% —%C% (%T%) |

%D% = domain, %C% = computer, %:T% = date and time, %IP% = IP address
Options:

Check for Windows administrative vulnerabilities

Check for weak passwords

Check for 115 administrative vulnerabilities

Check for SQL administrative vulnerabilities

Check for security updates
O Configure computers for Microsoft Update and scanning prerequisites
[] advanced Update Services options:

Learn more about Scanning Options

Start Scan || Cancel |

e S I T 3

Figure 1.3 PLABDMo1: MBSA configuration menu with IP range added.

Change the Security Report Name to something preferable and identifiable such as:

%IP%

This will bring into effect the IP values as the report name.
Task 2 - Scanning an IP range

When working on a live system, we can scan for the following problems within a
Windows environment.



Windows administrative vulnerabilities
Weak passwords

IIS administrative vulnerabilities

SQL administrative vulnerabilities

In this task, we will scan an IP range for vulnerabilities.

Step 1

Next press the Start Scan button on the bottom right-hand side of the screen.

'| https://www.practice-labs.com/device.aspx?client=java8idevice=18width=10248&height=768&ogin=true - Practice Labs - Start Page -

~ | Microsoft
¥ Baseline Security Analyzer

Scanning...

Downloading security update information from Microsoft. ..

Figure 1.4 PLABDMo1: MBSA performing the scan.

You will notice that Windows begins the scanning process by updating security
information and downloading data from the Windows site.
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| Choose a security scan report to view
Security reports are located in: C:\Users\Administrator PRACTICELABS \SecurityScans\,
|| sort order: | Scan date (descending) V| Click here to see all security reports
[
Computer Name IP Address Assessment Scan Date
PRACTICELABS\PLABDCO1 192.168.0.1 Incomplete Scan 06/12/2016 10:31
PRACTICELABS\PLABDMO1 192.168.0.2 Severe Risk 06/12/2016 10:30
|
| .,A Print this report :D Copy to dipboard
1
- = R e 5 |
I S e I 3 o

Figure 1.5 PLABDMo1: MBSA results summary menu.

After about 5 minutes, a summary of scanned devices will be displayed in descending
order.

We will focus on the results of for PLABDMo1, therefore click on the
PRACTICELABS\PLABDMo1 assessment which is rated as Severe Risk.

Note: Scores cannot be changed or reassigned for system configuration checks.

Task 3 - Reviewing the results of the scan

MBSA generates a report file and sends to the profile directory under the name titled by
the MBSA tool. The results display a number of Icons.

e Ared exclamation mark is used when a critical check failed (for example, a user
has a blank password) for the administrative vulnerability checks.



e Ayellow exclamation mark is used when a non-critical check failed (for
example, an account has a password that does not expire).

e A green checked mark shows a check pass.

e A blue asterisk presents information on best practice checks (for example,
checking if auditing is enabled).

e A blue informational icon is used for checks that simply provide information

about the computer being scanned (for example, the operating system version of the
scanned computer).

When reviewing security updates:

e Ared exclamation mark confirms a security update is missing or a security
check was not performed on the scanned computer.

e Ayellow X is used for warning messages (for example, the computer does not have
the latest service pack or update rollup).

e A blue star is used for informational messages indicating that an update is not
available to the computer because it has not been approved on the Update Services

Server.
Step 1

After clicking the outcome of the report for PLABDMoO1, we can see a generated report for
this device.



'| https://www.practice-labs.com/device.aspx?client=java8idevice=18width=1024&height=768&login=true - Practice Labs - Start Page

Y Microsoft

¥ Baseline Security Analyzer

i 7§ Security assessment:
Severe Risk (One or more critical checks failed.)

Report Details for PRACTICELABS - PLABDMO1 (2016-12-06 10:30:59)

Computer name: PRACTICELABS'\PLAEDMO1

1P address: 192.168.0.2

Security report name: PRACTICELABS - PLABDMO1 (06-12-2016 10-30)
Scan date: 06/12/2016 10:30

5 d with MBSA i 2.3.2211.0

Catalog synchronization date: 2016-11-08T23:14:312

Security update catalog: Microsoft Update (offline)

Sort Order: | Score (worst first) W

Security Update Scan Results

- | = o e -

Score Issue Result

@ Developer 2 security updates are missing.
Toals, What was scanned  Resultdetails  How to correct this
Runtimes, and
Redistributables
Security
Updates

W Windows 119 security updates are missing. 3 service packs or update rollups are missing.
Security What was scanned  Resultdetails  How to correct this
Updates

@ SQL Server Mo security updates are missing.
Security What was scanned  Result details
Updates

& Print this report |D Copy to dipboard gj Previous security report

Mext security report

Figure 1.6 PLABDMo1: MBSA report screen.

Step 2

On each Issue, you will find a Result tab typically providing 3 options of “What was

scanned”, “result details” and “How to correct this”.

Note: We have turned off updates that’s why the first Score of Security Updates.
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Q Developer 2 security updates are missing.
Tools, What was scanned  Resultdetails  How to correct this 2
Runtimes, and
Redistributables
Security
Updates
!_3 Windows 119 security updates are missing. 3 service packs or update rollups are missing.
Security What was scanned  Resultdetails  How to correct this
Updates
@ SQL Server Mo security updates are missing.
Security What was scanned  Result details
Updates
Windows Scan Results
Administrative Vulnerabilities
Score Issue Result
o Automatic The Automatic Updates feature is disabled on this computer.
Updates What was scanned Haow to correct this
o Password All user accounts (2) have non-expiring passwords,
Expiration What was scanned  Result details  How to correct this
Q Incomplete Mo incomplete software update installations were found.
Updates What was scanned
Q Windows Windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all network connections.
Firewall What was scanned  Resultdetails  How to correct this
| @ Local Account Some user accounts (1 of 2) have blank or simple passwords, or could not be analyzed.
Password Test  What was scanned  Result details
| @ File System All hard drives (2) are using the NTFS file system.
What was scanned  Result details
f @ Autologon Autologon is not configured on this computer,
| What was scanned
@ Guest Account  The Guest account is disabled on this computer. v
I What was scanned
e Print this report -D Copy to dipboard gj Previous security report Next security report. gj
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Figure 1.7 PLABDMo1: MBSA report screen.

Under the Windows Scan Results for Administrative Vulnerabilities click on the
result for Password Expiration.

There are 3 tabs which we will explore in turn.

Step 3

Let’s display the initial results of checked.

Click on “What was Scanned”. This will automatically open up a page in Internet
Explorer where further information can be read.
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e )| £ C:\Program Files\Microsoft Baseline Security Analyzer 2\Help\cher O ~ (2 Microsoft Baseline Security ... %

File Edit View Favorites Tools Help

Microsoft

¥ Baseline Security Analyzer

Password Expiration

Check Description

This check determines whether any local accounts have passwords that do not expire. Each local user account that has a password that does not expire will be listed in the
security scan report, with the ption of any user specified in the NoExpireOk.txt file in the MBSA installation folder.

Passwords should be changed regularly to prevent password attacks.

©2002-2007 Microsoft Corporation. All rights reserved.
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Figure 1.8 PLABDMo1: MBSA description page of a result.

MBSA gives us some information about Password Expiration results with a description of
the issue identified.

Step 4

Now exit this screen by clicking on the red cross and click on Result Details.
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Microsoft

¥ Baseline Security Analyzer

All user accounts (2) have non-expiring passwords.

Result Details

Accounts with a green check have passwords that do not expire but were specified in NoExpireOk.txt

Score User
* Administrator
v Guest

=5 T 8B 5@ = EBE1

Figure 1.9 PLABDMo1: MBSA report result details screen.

We are presented with information detailing the user accounts with non-expiring
passwords; these account will need to be checked.

Step 5

Now click on the button How to Correct this.
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Microsoft
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Password Expiration

Issue

A local account that has a setting of Password never expires will override the Maximum Password Age setting in the Password policy in Group Policy, thereby enabling
a user to keep the same password forever,

Also, the Password never expires setting will override the User must change password at next logon setting. When users are assigned new passwords by
administrators or help desk operators, it is good practice to set the User must change password at next logon option to ensure the user sets a new password.

Caution

= Users must not remove the Password never expires settings for the following accounts, because doing so can break application and server functionality:
= IUSR_<computername=
* IWAM_=computername=

+ TSInternetUser

Solution

Any local accounts identified in the security report as having passwords that do not expire should be reviewed to determine why the option is set, and if it should be
removed.

Accounts in the NoExpireOk.txt file (in the MBSA installation folder) will not be reported during the password expiration check. Users can add or remove account names in
this file to be skipped during the scan.
Instructions

| To clear the Password never expires setting in Microsoft® Windows® platforms
1. Open the Control Panel.

Double-click Administrative Tools, and then double-click Computer Management.

2.

3. Double-click the Local Users and Groups folder, and then click the Users folder.
4, Inthe right pane, double-click the account that you want to change.
5.

In the Properties dialog box, clear the Password never expires check box.

©2002-2007 Microsoft Corporation. All rights reserved.
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Figure 1.10 PLABDMo1: MBSA remediation details.

We are presented with the Issue and even a caution on changing account details for
specific situations. Finally we are presented with the solution on correcting the problem.

We will now follow these steps to make sure we are protected against this for the Guest
and Administration accounts.

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 2 - Implementing Recommendations

Once a result has been confirmed, we must action changes against the configuration
recommendations or at least have valid arguments for maintaining the device



specifications. Here we will reset the password controls to keep them in line with best
practice.

In this exercise you will complete the following tasks:
e Clearing password settings

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Clearing password settings

We begin by tracking down the area where password controls are stored and edited.

Step 1
Let’s open the control panel by right clicking on the Start menu icon.

Then click on the Control Panel option.
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Recycle Bin  Hash

1T |@ v Control Panel » v O | ||Search Control Panel

Adjust your computer’s settings View by: Category ~

System and Security
Review your computer's status
@' View event logs

User Accounts
@' Change account type
Appearance

Change desktop background
Adjust screen resolution

. Network and Internet
View network status and tasks

Hardware Q Clock, Language, and Region
[~ |2

Add a language

Change input methods

Set the time and date

Change date, time, or number formats

View devices and printers
Add a device

Programs

Uninstall a program

Get programs

@' Turn Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

Figure 2.1 PLABDMo1: Control Panel

Step 2

Click Next on System and Security, and you will find Administrative tools at the
bottom of the menu.
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GodMode AT Action Center
Review your computer's status and resclve issues

System and Securi
v oy '@' Change User Account Control settings | Troubleshoot common computer problems

Network and Internet
Windows Firewall
Check firewall status | Allow an app through Windows Firewall

Hardware

Programs
System

View amount of RAM and processor speed @' Allow remote access

User Accounts

e & ¢

Appearance Launch remote assistance | S5ee the name of this computer

Clock, Language, and Region :
Windows Update

Turn automatic updating on oroff | Check for updates | Install optional updates
View update history

8

Ease of Access

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Administrative Tools
Defragment and optimize your drives @' Create and format hard disk partitions
'@' View event logs '@ Schedule tasks '@' Generate a system health report

<]
i

Event LogF...

Figure 2.2 PLABDMo1: Systems and Security panel.

Note: Alternatively, you can search for the Administrative tool with the search
bar of windows if preferred. Sometimes this can be faster and less convoluted.
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Recycle Bin  HashMyFiles
System and Security Everywher

* r@} » Control Panel » System and Security . B
Administrative Tools|

Control Panel Home

GodMode ; Action Center

System and Security 1 F‘:gwew your computer's status and resolve issues Administrative Tools
# Change User Account Control settings Trouble:
Network and Internet
Hardware WIﬂdqWS Firewall .
/ Check firewall status | Allow an app through Windo

Microsoft Programs

Jaseline 5... User Accounts

System
View amount of RAM and processor speed | Hy Allo
Appearance '

Launch remote assistance | See the name of this co

Clock, Language, and Region :
“ Windows Update

FaseobAccess Turn autematic updating on or off | Check for upda

Kiwisyslog View update history

Power Options

Require a password when the computer wakes | Ch3
Change when the computer sleeps
A Administrative Tools

Kiwi Sysleg

AR =9 .
T Defragment and optimize your drives | B Create an

'?:g' View event logs '?i' Schedule tasks '@'Gener

SolarWinds
Event LogF...

A

Network
Monitor

Figure 2.3 PLABDMo1: Using the Search Menu for Administrative Tools.

Step 3

Now click on Computer Management.
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System and Security

Shortcut Tools

View Manage

)

GodMode

1 | < System and Security » Administrative Tools

Y] 0| | Search Administrative Tools

£

¢ Favorites
B Desktop
& Downloads

“El Recent places

1M This PC
i Desktop
| Documents
& Downloads
W Music
E] Pictures
B Videos
i, Local Disk (C)
—a Mew Volume (D:)
&% DVD Drive [G:) 20161

f! MNetwork

Event LogF...

24 items

-
MName

1 Terminal Services

@- Component Services

Date modified Type Size

22/08/2013 16:39
22/08/2013 0757

File folder
Shortcut

-~

|E Computer Management

22/08/2013 07:54 Shortcut

& Defragment and Optimize Drives
(&l Event Viewer

Eﬂ Hyper-V Manager

{8l iSCSl Initiator

@ Local Security Policy

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

@ Performance Monitor

@ Resource Monitor

@ Security Configuration Wizard
Eﬁ Server Manager

Eb Services

(7 System Configuration

[ System Information

@ Task Scheduler

|ﬂ Windows Firewall with Advanced Security
Windows Memaory Diagnostic
(@8 Windows PowerShell (x86)
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Shortcut
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Shortcut
Shortcut
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Shortcut
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22/08/2013 07:45
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Figure 2.4 PLABDMo1: Administrative Tools panel.

Step 4

Navigate to the Local Users and Groups folder found in the left column, and then click

the Users folder to display the accounts for Administrator and Guest.
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EJ Computer Management (Local)
4 'ﬁ’g Systemn Tools
I+ Task Scheduler
I+ @ Event Viewer
I+ @l Shared Folders
4 B Local Users and Groups
[ Users
7] Groups
I+ @ Performance
& Device Manager
A g Storage
[ ﬁ Windows Server Backup
Q Disk Management
I ﬂ"; Services and Applications

Name Full Mame
A pdministrator

Description

Built-in account for administering...

Built-in account for gquest access t...
Set Password...

All Tasks
Delete
Rename
Properties
Help

| Actions

[ ser :

More Actions »

More Actions »

Opensthe properties dialog box for the current selection.

Figure 2.5 PLABDMo1: Computer Management interface.

Step 5

Right-click on the Guest account and go to Properties.

On the General tab uncheck the Password never expires option.
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ﬁ Computer Management (Local)
A m Systemn Tools
I+ Task Scheduler
I+ @ Event Viewer
I+ @l Shared Folders
4 B Local Users and Groups
[ Users
7] Groups
I+ @ Performance
& Device Manager
A g Storage
[ ﬁ Windows Server Backup
g Disk Management
I é; Services and Applications

Remote Desktop Services Profie |
Envionment | Sessions |

Full name: ||

Description: Built-in account for guest access to the
computer/domain

[ User must change password at next logan
[#] User cannot change password

[+ Password never expires

[] Account is disabled

[ Account is locked out

More Actions

More Actions

>

Figure 2.6 PLABDMo1: Guest Properties being accessed to change the
Password Expiration.

Press the Apply button to confirm this action.
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A m Systemn Tools

[ Task Scheduler
I §2] Event Viewer Remote Desktop Services Profile I — "

I+ @l Shared Folders Environment I Sessions | =5 = 5

4 B Local Users and Groups -
] Users More Actions »
7] Groups
I+ @ Performance
& Device Manager Full name: ||
St
# g orase Description: Built-in account for guest access to the
[ ﬁ Windows Server Backup computer/domain
g Disk Management
I é; Services and Applications

[ User must change password at next logan
[#] User cannot change password

["] Password never expires

[#] Account is disabled

[ Account is locked out

Figure 2.7 PLABDMo1: Guest Properties being accessed to change the
Password Expiration.

Once completed, perform the same action for the Administrator role.
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[ @ Windows Server Backup computer/domain

=f Disk Management
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I ["] Password never expires
[] Account is disabled

Accourt is locked out

| Ex oK | | Cancel Apply Help

Figure 2.8 PLABDMo1: Administrator Properties being accessed to change the
Password Expiration.

As seen above we have now completed those security actions for both the Guest and
Administrator Roles.

You can now close those screens.

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 3 - Saving Microsoft Security Baseline
Analyzer Reports

Reports are a key feature of the audit trail; here we are auditing the configuration a server
device and logging the information for the situation in the future where accountability is



a necessity for tracking changes to the network topology.
In this exercise you will complete the following tasks:
e Saving the report

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Saving the report

In this task, you will save a generated report as an XPS document, which is an open
format designed and supported by Microsoft.

Step 1

Click on the Print this report button, located towards the bottom left-hand corner of
the application.

We will be printing to a file for the moment.
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i 7§ Security assessment:
Severe Risk (One or more critical checks failed.)
Computer name: PRACTICELABS'\PLAEDMO1
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Toals, What was scanned  Resultdetails  How to correct this
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Redistributables
Security
Updates
9 Windows 119 security updates are missing. 3 service packs or update rollups are missing.
Security What was scanned  Resultdetails  How to correct this
Updates
0 SQL Server Mo security updates are missing.
Security What was scanned  Result details
Updates W
& Print this report ID Copy to clipboard g] Previous security report Mext security report g

Figure 3.1 PLABDMo1: MBSA menu screen with Print this report found bottom
left.
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6-12-06 10:30:59)

Haow to correct this
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Figure 3.2 PLABDMo1: MBSA print interface.

Step 2

Double-click the Microsoft XPS Document Writer.

Then click the Print button
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Figure 3.3 PLABDMo1: MBSA saving the file to Documents.

Name the file PLABDMo1, keep the extension as .oxps and save the file to the

Documents.

Now minimize the application where you should see the file has been saved to the

Documents Folder, open it up and confirm the report results.

Step 3

Navigate to the Documents folder.

Double-click the file to read the output of the report.
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t Security assessment:
Scan (Could not one or more requested checks.)
Computer name: PRACTICELABS\PLABDMO1
169.254.41.94
PLABDMOL
21/11/2016 17:51

Secu.uvupﬂm catalog: Windows Server Update Services
Security Updates

Score Issue Result
1 SL;:U;;?SW An error accurred while scanning far security updates, (0x80244011)

Windows Scan Results
‘Administrative Vulnerabilities.

Score Issue Result

W) Password All user accounts (2) have non-expiring passwords.
Expiration User
Administrator
Guest

The Automatic Updates feature is disabled on this computer.

‘Windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all network
connections.

‘Connection Name

All Connections.

Ethernet

Ethernet (Intel(R) 82574L Gigabit Network Connection - Virtual Switch)

vEthernet (PLAB)

wEthernet (PLAB-Private)

Incomplete Mo incomplete software update installations were found.
Updates

Local Account  Some user accounts (1 of 2) have blank or simple passwords, or could not be analyzed.
Password Test  ygqr Weak Password Locked Out Disabled

Guest Weak & Disabled
Administrator & =

File System Al hard drives (2) are using the NTFS file system.

e e ] el
Figure 3.4 PLABDMo1: MBSA opening up the report in XPS viewer.

This file is in fact part of the auditing performed against windows machines, and typically
it would be kept as a record of actions which have been taken and recognized.

It will provide a verbose amount of information, for example, if you scroll down the page,
you will see the Windows updates which are required.

Leave all devices powered on in their current state and proceed to the next exercise.

Exercise 4 - Reviewing Configuration Changes

Once changes have been made to the device, these need to be checked by MBSA to see
that they pass the configuration requirements. Therefore, we will move through these



steps more briskly to complete this requirement.
In this exercise you will complete the following tasks:
e Activate the scanner

Please refer to your course material or use your favorite search engine to research for
more information about this topic.

Task 1 - Activate the scanner

Maximize the scanner, and use the Back button to navigate through the screen results to
the Start Scan page where we placed the IP range into the device.

Step 1

Now click on the Start Scan button again to activate the scan.
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Check for Windows administrative vulnerabilities
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Check for security updates
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[] advanced Update Services options:
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Figure 4.1 PLABDMo1: MBSA reactivating the scanner.

Again scroll to the area where we see the results for Administrative Vulnerabilities, if all
was completed correctly, we should no longer see that issue.

Step 2

Again following the previous procedure if you look at the scan results, the Password
Expiration is now in the green. This result shows that we have configured the
requirement correctly.
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Figure 4.2 PLABDMo1: MBSA looking at the results again.

Shut down all virtual machines used in this exercise using Practice Labs power
button function to revert these devices to their default settings. Alternatively, you
may sign out of the lab portal to power down all devices.




Summary

You covered the following activities in this module:

Configuration of Microsoft Security Baseline Analyzer
Remediation Against the Result

Microsoft Security Baseline Analyzer Saving the Report
Rechecking after Configuration Changes



