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Introduction

The Data Encryption module provides you with the
instruction and Server hardware to develop your hands-on
skills. This module includes the following exercises:

e Full Disk Encryption using Bitlocker
e Configure Security for Removable Media
e Using Cryptography Tools



Lab time: It will take approximately 1 hour to complete
this lab.

Exam Objectives

The following exam objectives are covered in this lab:

e SY0-501 3.6: Summarize secure application
development and deployment concepts

Lab Diagram

During your session you will have access to the following
lab configuration.



PLABDCD1 PLABDMO1 PLABDMO2
192.168.0.1 /24 192.168.0.2 /24 192.168.0.3 /24

==

PLABSAO1 PLABWINS1D PLABWIN1D
192.168.0.4 /24 192.168.0.5 /24 192.168.0.6 /24

Connecting to your Lab

In this module you will be working on the following
equipment to carry out the steps defined in each exercise.

e PLABDCo01 (Windows Server 2012 R2 - Domain
Controller)
e PLABWINS10 (Windows 8.1 - Domain Workstation)



For further information and technical support, please
see our Help and Support page.
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Exercise 1 - Full Disk Encryption
using BitLocker



Windows BitLocker is a storage encryption technology that
gives administrators the capability to secure fixed and
removable disks including portable USB drives using
encryption services built into the operating system.

BitLocker was first introduced in Windows Server 2008
and Windows 7 Enterprise and then carried over to later
versions. Disk encryption can be enabled using a local or
domain group policy. To unlock an encrypted disk volume,
the user must type the password to unlock it. In the event
the user forgets the password for unlocking the encrypted
volume, the Recovery Keys generated by BitLocker can be
used to gain access to the encrypted drive.

To get a better understanding of this technology, please
refer to your course material or use your preferred search
engine to research this topic in more detail.

Task 1 - Configure BitLocker settings via
GPO

In this task, you will create a Group Policy that will enforce
BitLocker on the disk volumes of Windows 8.1 devices

To configure BitLocker settings using group policy objects,
follow these steps:



Step 1

Ensure you have powered on the required devices in the
Introduction of this lab.

Connect to PLABDCo01 server.

The Server Manager Dashboard automatically opens
upon logon.

Click on Tools menu and select Group Policy
Management.
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Figure 1.1 Screenshot of the PLABDCo1 desktop:
Server Manager Dashboard window is displayed
showing the Tools > Group Policy Management
menu-options selected.

Step 2

On the Group Policy Management Console, expand
Forest: PRACTICELABS.COM > Domains.

Right-click on PRACTICELABS.COM and select Create
a GPO in this domain, and link it here...



é' https://www.practice-labs.com/?client=java&device=0&width="1024&height=768&login=true&token=bK30 - Internet Explorer

Group Policy Management
Contents
[

Create 3 GPO in this domain, and Link it here...

aaaaaaaaaaaaaaaaaaaaa

RRRRRR

ppppppppp

Create a GPQ in this domain and link it to this container

> o0 € m &k K

Figure 1.2 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking a
domain name) > Create a GPO in this domain,
and link it here menu-options are highlighted on
the Group Policy Management console.

Step 3

On the New GPO dialog box, type the following text in the
Name textbox:



Bitlocker for desktops

Click OK.
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Figure 1.3 Screenshot of the PLABDCo1 desktop:
New GPO dialog box is displayed showing the
required value typed-in and the OK button
highlighted.



Step 4
Expand PRACTICELABS.COM in the left pane.

When you click the Bitlocker for desktops GPO link,
you will get a message about changes to GPO link
properties, apply to the GPO, select Do not show this
message again check box.

Click OK.
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Figure 1.4 Screenshot of the PLABDCo1 desktop:
Group Policy Management Console dialog box is



displayed showing the required settings
performed and the OK button highlighted.

Step 5

Select Authenticated Users group in the Security

Filtering section of the bottom right pane and click
Remove.
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Figure 1.5 Screenshot of the PLABDCo1 desktop:
Security Filtering pane showing the required
settings performed and the Remove button




highlighted is displayed on the Group Policy
Management console with the required node-
path selected on the navigation pane at the left.

Step 6

The Group Policy Management prompts for
confirmation if you want to remove this delegation
privilege, click OK.
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Figure 1.6 Screenshot of the PLABDCo1 desktop:
Group Policy Management caution box is



displayed prompting confirmation to remove the
delegation privilege and the OK button
highlighted.

Step 7

The Group Policy Management dialog box displays a
message. Read the message and click OK.
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Figure 1.7 Screenshot of the PLABDCo1 desktop:
Group Policy Management caution box is
displayed listing the fallouts of removing the



delegation privilege and the OK button
highlighted.

Step 8

Once again on the Security Filtering section, click Add.
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Figure 1.8 Screenshot of the PLABDCo1 desktop:
Security Filtering pane showing the Add button
highlighted is displayed on the Group Policy
Management console with the required node-
path selected on the navigation pane at the left.



Step 9

On Select Computer, Computer or Group dialog box,
click Object Types.
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Figure 1.9 Screenshot of the PLABDCo1 desktop:
Select User, Computer, or Group dialog box is

displayed showing the Object Types button
highlighted.

Step 10



On the Object Types dialog box, enable Computers
check box. Notice that other options are already selected.

Click OK.
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Figure 1.10 Screenshot of the PLABDCo1
desktop: Object Types dialog box is displayed
showing the required settings performed and the
OK button highlighted.

Step 11



Back on the Select Computer, Computer or Group
dialog box, click in the provided textbox and type:

plabwin810

Click Check Names.
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Figure 1.11 Screenshot of the PLABDCo1 desktop:
Select User, Computer, or Group dialog box is



displayed showing the required value typed-in
and the Check Names button highlighted.

Step 12

The computer name PLABWINS810 is now underlined.

This means that the computer account is a member of the
PRACTICELABS.COM domain.

Click OK.
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Figure 1.12 Screenshot of the PLABDCo1 desktop:
Select User, Computer, or Group dialog box is

displayed showing the object name resolved and
the OK button highlighted.

Step 13

PLABWINS10$ (PRACTICELABS\PLABWINS810$%)
is now added in the Security Filtering section.

This means that Bitlocker for desktops group policy
will apply only to PLABWIN810 computer.
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Figure 1.13 Screenshot of the PLABDCo1 desktop:
Security Filtering pane on the Group Policy
Management console is displayed listing the
device added for bitlocker security.

Step 14

Under the PRACTICELABS.COM node, right-click on
Bitlocker for desktops GPO link and choose Edit.
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Figure 1.14 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking the
Bitlocker for desktops node) > Edit menu-options
are displayed on the Group Policy Management
console.

Step 15

On the Group Policy Management Editor window,
expand Computer Configuration > Policies >
Administrative Templates > Windows Components



> Bitlocker Drive Encryption then click on Operating
System Drives.

On the details pane on the right side, right-click on
Require additional authentication at startup and
choose Edit.
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Figure 1.15 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking a
listed policy setting) > Edit menu-options are
displayed on the Group Policy Management
Editor console.



Step 16

From Require additional authentication at startup,
click Enabled.

Under Options, click Allow BitLocker without a
compatible TPM.

In the Configure TPM startup drop-down list, select Do
not allow TPM.

Click OK.

File  Action View Help
| BmElT

~ 1 Windows Companents ~ S A s
7| ActiveX Installer Service

=

= Et:?;me additional authentication at  Setting State S
ke Byt up Allow netwerk unlack at startup Mot configured Mo
3 Agp Privacy iy A L] Bllow Secure Baot for integrity validation Mot configured Mo
B e 1 Require additional authentication at startup Mot configured Mo
| Application { &0 Require additional authentication at startup O X [teonfigured o
% AutaPlay ol t configured Mo
| Biometrics ] t configured Mo
| [} Require additional suthentication at startup T e Next Setting Ll
v [ BitLocker Dri £ configured No
1 Fixed Dat B e t configured Mo
| Operating O Not Configured t configured No
[ Removall @ Eroied t configured Mo
il Camera . t configured No
7| Cloud Conte| O Disabled
. : t configured Mo
7 Connect Supported o[ ag least WWindows Server 2008 R2 or Windows 7 t configured No
i credenda) ) t eanfigured M
| Data Collecti ) fg 5 A
configure o
Desktop Gad gupions: :
1 ptions: Help:
| Desktop Win t configured Mo
2 Device and 0 t configured Mo
. Allow BitLocker without a compatible TEM | [This poliey setting allows you to configure whether BitLocker |~ | e g 0
B Device Reaisl| o iives & passwerd o7 a startip key ona requires additional authentication each time the computer starts
7| Digitsl Lockel| ™ || e i) and whether you are using BitLocker with orwithout a Trusted
3 Edge LI Platform Module (TP}, This policy setting is applied when you
“| Ewent Forwar) | Settings for computers with a TPM: turn on Bitlocker.
| Bentlog Sel| ¢ o figure TP startup: Hote: Only one of the additianal authentication options can be
| Event Loggi required at startup, otherwise a palicy error occurs.
| Bvent viswer|| Do not allow TPR v
7 File Explorer s If you sant to use BitLocker on a computer without a TP,
1 File History || o 9ore TP startup PIb select the "Allow BitLacker without 2 compatible TPM" check
=R [ r—— = bax, In this made either a password or 3 USE drive is required for
= haame SRon start-up. When using a startup key, the key infarmation used to
| HomeGroup | o o re TPM startup keys encrypt the drive is stored on the USE drive, creating a USE key.
7 Internet Expl When the USE key is inserted the sccess to the drive is
| Internet Infor | Allow startup key with TP - authenticated and the drive is accessible. If the USE key s lost or
. unavailable or if you have forgotten the password then you wil
- ieiater 7| Canfigure TPM startup key and PIN: need ta use one of the BitLocker recovery options to access the
- drive.
7 Miaps Bllow startup key and PIN with TPM ~|.
7 MDM e B On a computer with a compatible TPM, four fypes of S
7 Microsoft Se
7 Microsoft Us = oply
7| MetMesting
“ OneDrive provide added protection for
| Online Assistance encrypted dats. When the

Z computerstarts, itcan useonly W
- zmab'f‘o'”ft““g Sstem | || the TPM for authentication, or it

< > | Edended { Standard




Figure 1.16 Screenshot of the PLABDCo1 desktop:
Require additional authentication at startup
console is displayed showing the required

settings performed and the OK button
highlighted.

Step 17

Notice that Require additional authentication at
startup setting is now enabled.

Close Group Policy Management Editor and Group
Policy Management console.



(=] Group Policy Management Editor - X
File Action

|

View Help

“ Windows Companents
7| ActiveX Installer Service

| Add festures to Windows 1 Et:?:lre additional authentication at  Setting State Campment
App Package Deployment up Allow network unlack at startup Mot configured Mo
App Privacy [T s Allows Secure Boot for integrity validation Mot configured Mo

] policy g

7| App runtime

“ Application Compatibility
| AutaPlay Policies
Biometrics
BitLocker Drive Encryption
| Fixed Data Drives
_ Operating System Drive
*| Remavable Data Drives

- Carrera whether you are using Bitlocker Configure use of passwords for operating system drives MNat canfigured
= ?m‘d Ct““tw with or without a Trusted Platform Choose how BitLacker-protected operating system drives ca... Mot configured
| Connec

7| Credential User Interface

7| Data Collection and Preview
| Desktop Gadgets

| Desktop Window Manager
“| Device and Driver Compatil
“| Device Registration

| Digital Locker

Edge Ul

Event Forwarding

7| EventLog Service

Event Lagging

Event Viewer

~

~ Operating System Drives

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:
This pelicy setting allows you te
configure whether BitLocker
requires additienal authenticatien
each time the computer starts and

Module (TPMJ. This policy setting
is applied when you turn on
BitLocker.

Note: Only one of the additional
authentication options can be
required at startup, otherwise a
policy error occurs,

If you want to use Bitlocker on 3
computerwithout a TPM, select
the "Allow BitLocker without 3
compatible TPM" check box. In
this mode sither s password or a
USE drive is required for start-up.
When using a startup key, the key

B Dl Explarer infarmation used to encrypt the
MFile Hiztary drive is stored on the LISB drive
| Game Explarer creating 3 USE key. When the USE
°| HomeGraup key Is inserted the sccess to the

7| Intemnet Explorer
7| Intemnet Information Servics
“1 Location and Sensors
| Maintenance Scheduler
| Maps
MDM
7| Micrasoft Secondary Authe
7| Micrasoft User Experience b
| MetMeeting
“| OneDrive
“ Online Assistance

| Partable Operating System

Plvnembotionn abrinnc

>

drive is authenticated and the
drive is accessible. If the USB key is
lost or unavailable or if you have
forgotten the password then you
will need to use ane of the
BitLocker recovery options to
access the drive.

On a computer with a cempatible
TPM, four types of authentication
methods can be used at startup to
provide added protection for
encrypted dats. When the
computer starts, it can use enly
the TPM for authentication, or it

Disallow standard users from changing the PIN or password

Allow enhanced PIMs for startup
Canfigure rinimurn PIN length far startup

nfarce drive encryption type on operating system drives

Configure pre-bost recavery message and URL

Reset platform validation data after BitLacker recovery

Use enhanced Boot Configuration Data validation profile

Require additional authentication at startup (Windows Serve...

nable use of BitLocker authentication requiting prebaot ke..

Canfigure use of hardware-based encryption for aperating s..

Configure TRM platfarm validation profile for BIOS-based fi..
Configure TRM platfarm validation profile (Windows Vists, ..
Canfigure TPM platfarm validation profile far native UEF! fi...

Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured
Mot canfigured

Not configured
Not configured
Mot configured
Not configured
Mot configured
Mot configured

%, Exended { Standard

Figure 1.17 Screenshot of the PLABDCo1 desktop:
Group Policy Management Editor console is
displayed showing the required policy enabled.

Step 18

Keep Server Manager Dashboard running on
PLABDCo1.

Keep all devices powered on in their current state and
proceed to the next task.



Task 2 - Shrink the Existing Drive

To be able to save the recovery key, you need to partition
the existing drive and create a separate partition. This
computer has only one drive and Bitlocker does not allow
the recovery key to be saved to the encrypted drive. For this
step you will be shrinking drive (D).

To partition a drive on Windows 8.1 device, perform the
following steps:

Step 1

On PLABWINS810, open Windows Explorer and right-
click This PC in the left pane and select Computer
Management.

In the left pane, expand the Storage node and select Disk
Management.
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Figure 1.19 Screenshot of the PLABWINS810
desktop: Computer Management console is
displayed showing the Computer Management >
Storage > Disk Management node path selected
on the navigation pane at the left.

Step 2

In the middle pane, right-click (C:) and select Shrink
Volume.



F https.//www.practice-labs.com/?client=java&device=4&width="1024&height=768&login=true&token=nc3Q - Internet Explorer

File  Action  View Help

arEIEBEXxfs @B

& Computer Management {Lacal | Yolume [ Layout | Type [ File System [ Status [ Capacity | Free Space | % Free | [ Actions
| Systern Tool i i i i . 3 o

4 [} Systern Tools =3 Simple Basic NTFS Healthy (Baot, Page File, Crash Dump, Primary Partition) 10.66GB 0.23GB  47% B -
b (D) Task Scheduler o System Reserved Simple Basic  NTFS Healthy (Systern, Active, Primary Partition) 350ME 61 ME 17%

i+ [[2] Event Viewer More Actions »

b il Shared Folders
& 38 Local Users and Groups
b () Perfarmance
= Device Manager
4 8 Starage
=7 Disk Management
> B Services and Applications

—iDisk 0
Basic
20,00 GB
Online

[System Reserved
1350 ME NTFS
| Healthy (System, Active, Primary Partition)

s
PP IIII IR
L

Open

Explare
Mark Partition as Active
Change Drive Letter and Paths...
Farmat..

Extand Yolume...

Shrink Yolume...

Aadd Mirror..

Delete Yalume...

Properties

Help

< > || W Unallocated Wl Primary partition ‘

Figure 1.20 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking the unallocated area of a disk) > Shrink
Volume menu-options are displayed on the
Computer Management console.

Step 3

In the Shrink PC dialog box, keep the default settings and
click Shrink.
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Figure 1.21 Screenshot of the PLABWINS810

desktop: Shrink C dialog box is displayed

showing default settings and the Shrink button
highlighted.

Notice that a new partition is now created.
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Figure 1.22 Screenshot of the PLABWINS810
desktop: Computer Management console is
displayed listing the newly created disk partition.

Step 4

You will now need to create a volume on this unallocated
partition. Right-click and select New Simple Volume.
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Figure 1.23 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking the unallocated area of a disk) > New
Simple Volume menu-options are displayed on
the Computer Management console.

Step 5

On the Welcome to the New Simple Volume Wizard
page, read the information and click Next.
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Figure 1.24 Screenshot of the PLABWINS810
desktop: Welcome page on the New Simple
Volume Wizard is displayed showing the Next
button highlighted.

Step 6

On the Specify Volume Size page, keep the default
settings and click Next.
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Figure 1.25 Screenshot of the PLABWINS810
desktop: Specify Volume Size page on the New
Simple Volume Wizard is displayed showing
default settings and the Next button highlighted.

Step 7

On the Assign Drive Letter or Path page, keep the
default drive letter, D, and click Next.
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Figure 1.26 Screenshot of the PLABWINS810
desktop: Assign Drive Letter or Path page on the
New Simple Volume Wizard is displayed showing
the required settings performed and the Next
button highlighted.

Step 8

On the Format Partition page, keep the default settings
and click Next.
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Figure 1.27 Screenshot of the PLABWINS810
desktop: Format Partition page on the New
Simple Volume Wizard is displayed showing
default settings and the Next button highlighted.

Step 9

On the Completing the New Simple Volume Wizard
page, review the settings and click Finish.
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Figure 1.28 Screenshot of the PLABWINS810
desktop: Completion page on the New Simple
Volume Wizard is displayed listing specifications

to create the volume and the Finish button
highlighted.

Step 10

Notice that the D partition is now ready for use. Close the
Computer Management window.



Note: You may see the a dialog box asking you to
format the new partition. Click Cancel.
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Figure 1.29 Screenshot of the PLABWINS810
desktop: Computer Management console is

displayed listing the newly created simple
volume.

Keep all devices powered on in their current state and
proceed to the next task.

Task 3 - Enable BitLocker



To encrypt the selected disk volume using BitLocker, you
must have administrative privileges on the computer.

To enable BitLocker on Windows 8.1 device, perform the
following steps:

Step 1

On PLABWINS810, you need to ensure the Bitlocker for
desktops policy is applied. You can quickly apply the
Group Policy using the following command:

gpupdate /force

Minimize the command prompt window.
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Figure 1.30 Screenshot of the PLABWINS810
desktop: Command prompt window is displayed
showing the command to apply the updated
policy completed successfully.

Step 2

Open Windows Explorer and select This PC in the left
pane if already not selected.

Right-click Local Disk (D:) and select Turn on
Bitlocker.
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Figure 1.31 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking a listed volume) > Turn on BitLocker
menu-options are highlighted on the file explorer
window.

Step 3

On the Choose how you want to unlock this drive
page, you have two options to select on how you want to
unlock D drive.



Select Use a password to unlock this drive and then
in the Enter your password and Reenter your

password textboxes, type:

Passwonrd

Click Next.
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Figure 1.32 Screenshot of the PLABWINS810
desktop: Choose how you want to unlock this



drive page on the BitLocker Drive Encryption
(D:) wizard is displayed showing the required
values typed-in and the Next button highlighted.

Step 4

On the How do you want to back up your recovery
key? page, select Save to a file.

The Recovery Key is required if the administrator
forgets the password or loses the smart card to
access the encrypted drive.
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Figure 1.33 Screenshot of the PLABWINS810
desktop: How do you want to back up your
recovery key page on the BitLocker Drive
Encryption (D:) wizard is displayed showing the
required option selected.

Step 5

On the Save Bitlocker recovery key as dialog box,
notice that Windows has assigned the file name as
BitLocker Recovery Key <xxxxxx>.



Select Documents from the left pane if already not
selected and then click Save.Note: In your lab, you will get
different recovery key compared to the screen shot. Do
NOT change the recovery key given to you as you will need
this, if you forget the password used for unlocking this
drive.
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Figure 1.34 Screenshot of the PLABWINS810
desktop: Save Bitlocker recovery key as dialog
box on the BitLocker Drive Encryption (E:)
wizard is displayed showing default settings and
the Save button highlighted.



Step 6

On the BitLocker Drive Encryption dialog box, click
Yes.
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Figure 1.35 Screenshot of the PLABWINS810
desktop: BitLocker Drive Encryption caution box
cautioning about saving the key in a safe place is
displayed on the BitLocker Drive Encryption (E:)
wizard with the Yes button highlighted.

Step 7



Back on the wizard, click Next.
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Figure 1.36 Screenshot of the PLABWINS810
desktop: How do you want to back up your
recovery key page on the BitLocker Drive
Encryption (D:) wizard is displayed showing the
Next button highlighted.

Step 8

On the Are you ready to encrypt this drive? page,
click Start encrypting.
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Figure 1.37 Screenshot of the PLABWINS810
desktop: Are you ready to encrypt this drive page
on the BitLocker Drive Encryption (D:) wizard is

displayed showing the Start encrypting button
highlighted.

Step 9

On the BitLocker Drive Enryption dialog box, click

Close when encryption of D is complete.



Note: Please be aware this confirmation may not

appear. This is expected and you can continue to the
next step.

E; https://www.practice-labs.com/?client=java&device=4&width="1024&height=768&login=true&token=nc3Q - Internet Explorer

L AN AN Drive Tools This PC
eeeeeeeeeeeeeeeeee )
4 8 This ¢ | Search ThisPC 2
]

8 This pC ictures
El Documents B and drives (3)
& Downloads . e = Lacal Disk (C3) LT 5]
y ppy Disk Drive (A4 -, I =
K Music = S 55 58 free of 15,3 6B S 431 GE free of 433 GB
£l Pictures
B Videos
[ Local Disk (C:)

s NewValume (D3

& Encryption of D: is complete.

Close

Manage Bitlocker

2 el

Figure 1.38 Screenshot of the PLABWINS810
desktop: BitLocker Drive Encryption dialog box
is displayed indicating that encryption is
complete and the Close button highlighted.

Step 10



Notice the BitLocker icon now appended on Drive
Volume D.

The drive is still in its unlocked state as indicated by the
icon.
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Figure 1.39 Screenshot of the PLABWINS810
desktop: File explorer window is displayed
showing the open bitlock icon appended to the
encrypted drive.

Step 11



To manage the properties of this newly-encrypted drive,
right-click on Bitlocker volume (D:) and select
Manage Bitlocker.
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Figure 1.40 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking an open bitlocked drive) > Manage
BitLocker menu-options are displayed on the file
explorer window.

Step 12



The BitLocker Drive Encryption window opens.

Notice the different options available for managing New
Volume (D:).

Keep this window open for the next task.

Keep all devices powered on in their current state and
proceed to the next task.

Task 4 - Verify BitLocker functionality

The previous task enabled the drive E for BitLocker. To
find out how BitLocker works and to test the unlock drive
password, perform the following steps:

Step 1

While the BitLocker Drive Encryption window is open,
click in the address bar and type:

Shutdown /r /t ©




Press Enter.

restart.

Note: Before reconnecting to PLABWINS810, wait for
about 1 minute to let PLABWINS810 complete its
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Figure 1.42 Screenshot of the PLABWINS810
desktop: BitLocker Drive Encryption window is
displayed with the required command typed in
the address bar at the top.



Step 2

On your computer, go to the Practice Labs web
application.

After 1 minute, reconnect to PLABWINS810 device.

When signed on to PLABWINS810 computer, click File
Explorer on taskbar.
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Figure 1.43 Screenshot of the PLABWINS810
desktop: PLABWIN810 Windows desktop is



displayed showing the File Explorer icon on
taskbar highlighted.

Step 3

Notice that Local Disk D is now locked.
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Figure 1.44 Screenshot of the PLABWINS810
desktop: The bitlocked drive is listed on the file
explorer window.



Step 4

Right-click on Local Disk D and select Unlock Drive...
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Figure 1.45 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking a bitlocked drive) > Unlock Drive menu-
options are displayed on the file explorer
window.

Step 5



On the BitLocker D dialog box, type:

Passwonrd

Click Unlock.
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showing the required credentials typed-in and
the Unlock button available.



Step 6
The Bitlocker Volume D is now unlocked.

Keep all devices powered on in their current state and
proceed to the next task.

Task 5 - Manage BitLocker using the
command prompt

Windows BitLocker can managed by using a command
prompt tool called manage-bde.exe.

To know how the manage-bde command works, perform
the following steps:

Step 1

Connect to PLABWINS810 while the BitLocker window is
open, click in the address bar and type:

cmd




Press Enter.
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Figure 1.48 Screenshot of the PLABWINS810
desktop: File explorer window is displayed
showing the required command typed in the
address bar at the top.

Step 2

On the command prompt window, type the following



manage-bde -status

Press Enter-.
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Figure 1.49 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing the command to manage a
bitlocked device typed-in.



Step 3
The result of manage-bde command is now displayed.
Notice that Drive D is Fully Encrypted.

Keep all devices powered on in their current state and
proceed to the next task.

Task 6 - Unlock the Encrypted Drive using
Recovery Keys

If the password used for unlocking this bitlocker-enabled
drive is forgotten, you can use the Recovery Key that was
created earlier to unlock Drive E.

In this task, you will not enter a password and simulate a
recovery of the encrypted volume using the Recovery Keys.

To use the recovery keys, perform the following steps:

Step 1

On PLABWINS810, while the command prompt is still
open, type:



shutdown /r /t ©

Press Enter-.

Note: You need to restart PLABWINS810 computer,
as you have unlocked Drive E using the password.
You need to restart the computer to lock the
encrypted drive.
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Figure 1.51 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing the command to restart the
device typed-in.

Step 2

A minute after the restart, reconnect to the
PLABWINS10 device.

Click File Explorer on the taskbar.
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Figure 1.52 Screenshot of the PLABWINS810
desktop: PLABWIN810 Windows desktop is

displayed showing the File Explorer icon on
taskbar highlighted.

Step 3

On File Explorer window, expand This PC and then
select Documents folder in the right pane.

The contents of Documents folder is displayed including
the Bitlocker Recovery Key file.
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Figure 1.53 Screenshot of the PLABWINS810
desktop: File explorer window is displayed
showing the required node-path selected on the
navigation pane at the left and the contents of the
selected folder listed on the details pane at the
right.

Step 4

Right-click the BitLocker Recovery Key file and select
Open.
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Figure 1.54 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking the saved bitlocker recovery key) > Open
menu-options are displayed on the file explorer
window.

Step 5

When BitLocker Recovery File is opened, locate the
Recovery Key section.



Note: The Recovery Key that you will get in your
lab, will be different from the screen shot.

Keep the BitLocker Recovery File window open.
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Figure 1.55 Screenshot of the PLABWINS810
desktop: Contents of the BitLocker Recovery Key

file showing the recovery key highlighted are
displayed.

tep 6



Go back to File Explorer window that you opened earlier.

Right-click on Local Disk (D :) and select Unlock
Drive...
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Figure 1.56 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking the name of a bitlocked drive) > Unlock
Drive menu-options are displayed on the file
explorer window.

Step 7



On the BitLocker (E:) dialog box, click More options
link.
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Figure 1.57 Screenshot of the PLABWINS810
desktop: BitLocker (D:) dialog box is displayed
with the More options link available.

Step 8

The BitLocker (D:) dialog box expands and now include
Enter recovery key link.



Click the Enter recovery key link.
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Figure 1.58 Screenshot of the PLABWINS810
desktop: Expanded BitLocker (D:) dialog box is
displayed showing the Enter recovery key link
available.

Step 9

You are now asked to enter the 48-digit recovery key to
unlock this drive.
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Figure 1.59 Screenshot of the PLABWINS810
desktop: BitLocker (D:) dialog box is displayed
asking for the 48-digit recovery key.

Step 10

Go back to BitLocker Recovery Key text file and copy
the Recovery Key.
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Figure 1.60 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-

clicking the saved recovery key) > Copy menu-
options are highlighted on the BitLocker
Recovery Key - Notepad file.

Step 11

The dialog box to enter the Recovery Key has closed
since you clicked outside of it earlier.




Right-click again on Local Disk D then select Unlock
Drive...
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Figure 1.61 Screenshot of the PLABWINS810
desktop: Context menu (that appears on right-
clicking the name of a bitlocked drive) > Unlock
Drive menu-options are highlighted on the file
explorer window.

Step 12

On the BitLocker D dialog box, click More options.
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Figure 1.62 Screenshot of the PLABWINS810
desktop: BitLocker (D:) dialog box is displayed
with the More options link available.

Step 13

Still on the BitLocker D dialog box, click Enter
recovery key.
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Figure 1.63 Screenshot of the PLABWINS810
desktop: Expanded BitLocker (D:) dialog box is
displayed showing the Enter recovery key link
available.

Step 14

Click inside the textbox and press CTRL+V to paste the

recovery key you copied from the Recovery Key text
document.

Click Unlock.
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Figure 1.64 Screenshot of the PLABWINS810
desktop: BitLocker (D:) dialog box is displayed
showing the 48-digit recovery key copied as
required and the Unlock button available.

Step 15
Notice that BitLocker volume (D:) is now unlocked.
Therefore, the Recovery Key worked.

Keep the File Explorer window open for the next task.
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Figure 1.65 Screenshot of the PLABWINS810
desktop: BitLocker volume (D:) node showing the
open-lock icon is displayed on the left navigation

pane of the file explorer window.

Keep all devices powered on in their current state and
proceed to the next task.

Task 7 - Remove BitLocker disk encryption
on Drive E

To remove BitLocker encryption on the volume E, follow
these steps:



Step 1

On PLABWINS810, while File Explorer is open, click in

the address bar and type:

cmd

Press Enter.
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Figure 1.66 Screenshot of the PLABWINS810
desktop: File explorer window is displayed
showing the required command typed in the
address bar at the top.

Step 2

On the command prompt window, to decrypt Volume D
type the following:

manage-bde -off D:

Press Enter-.
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Figure 1.67 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing the command to manage the
bitlocked device typed-in.

Step 3
The system will now indicate that decryption is in progress.

This process will take a few minutes to finish.
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Figure 1.68 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed indicating that decryption is in
progress.

Step 4

To verify the status of Drive D, type:

Manage-bde -status




Press Enter.
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Figure 1.69 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing the command to verify the
encryption status of drive D: typed-in.

Step 5




The output of the manage-bde command is displayed.

On the following screen, the Volumes D and C are Fully

Decrypted.
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Figure 1.70 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing system-response to the
command typed-in in the previous step.

Step 6



Clear the screen using the following command:

cls

To sign out of PLABWINS810, type:

shutdown /1

Press Enter.
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Figure 1.71 Screenshot of the PLABWINS810
desktop: Administrator:
C:\Windows\System32\cmd.exe window is
displayed showing the command to shutdown the
server typed-in.

Leave the devices you have powered on in their
current state and proceed to the next exercise.




Exercise 2 - Manage Security for
Removable Media

For security reasons, most organizations will prohibit their
users from using personal storage devices for transporting
proprietary information. This is to avoid theft of
confidential data that may put the company’s trade secrets
at risk. In this exercise, you will configure basic security for
portable storage media to disallow their usage by
configuring Group Policy Objects or GPO.

To get a better understanding of this technology, please
refer to your course material or use your preferred search
engine to research this topic in more detail.

Task 1 - Configure restrictions for
removable media using GPO

To prevent users from using portable media to save their
data files, perform the following steps:

Step 1

Switch back to PLABDCo01 device.



From Server Manager Dashboard, go to Tools >
Group Policy Management.
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Figure 2.1 Screenshot of the PLABDCo1 desktop:
Tools > Group Policy Management menu-options

are highlighted on the Server Manager
Dashboard window.

Step 2

On the Group Policy Management console, expand
Forest: PRACTICELABS.COM, then expand Domains



if already not expanded.

Right-click PRACTICELABS.COM and select Create a
GPO in this domain, and link it here.
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Figure 2.2 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking a
domain name) > Create a GPO in this domain,
and link it here menu-options are displayed on
the Group Policy Management console.

Step 3



On the New GPO dialog box, type:

Removable media

Click OK.
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Figure 2.3 Screenshot of the PLABDCo1 desktop:
New GPO dialog box is displayed showing the

required value typed-in and the OK button
highlighted.




Step 4

Right-click Removable media and select Edit.
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Figure 2.4 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking the
Removeable media node) > Edit menu-options

are displayed on the Group Policy Management
console.

Step 5



On the Group Policy Management Editor window,
navigate to Computer Configuration > Policies >
Administrative Templates > System and select
Removable Storage Access.

On the details pane on the right side, right-click on
Removable Disks: Deny write access and select Edit.
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Figure 2.5 Screenshot of the PLABDCo1 desktop:
Context menu (that appears on right-clicking a
listed policy setting) > Edit menu-options are
displayed on the Group Policy Management
Editor console.



Step 6

From the Removable Disks: Deny write access dialog
box, select Enabled.

Click OK.
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Figure 2.6 Screenshot of the PLABDCo1 desktop:
Removeable Disks: Deny write access console is
displayed showing the required settings
performed and the OK button highlighted.



Step 7

Close Group Policy Management Editor and Group

Policy Management console.

Note: Due to the system limitations of this lab, it will
not show the actual policy of blocking removable
storage on the devices.
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Figure 2.7 Screenshot of the PLABDCo1 desktop:
Group Policy Management Editor console is




displayed showing the Close icon at the top-right
corner available.

Shutdown all virtual machines used in this lab, before
proceeding to the next module. Alternatively you can
log out of the lab platform.

Summary

In this lab you learned the following skills:

e Full Disk Encryption using Bitlocker
e Configure Security for Removable Media



