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1. Configure Security for Storage 

1.1 Configure access control for storage 
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1.2 Configure storage account access keys 
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1.3 Configure Azure AD authentication for Azure Storage 
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Containers support AD authentication 
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Tables do not support AD authentication 

1.4 Azure AD Domain Services authentication for Azure Files 
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1.5 Quiz 

 

 



15 
 

 

 

 



16 
 

2. Configure Security for Databases 

2.1 Enable database authentication using Azure AD 
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2.2 Enable database auditing 
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2.3 Implement database encryption for Azure SQL Database 
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2.4 Implement network isolation for data solutions 
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2.5 Quiz 

3. Configure and Manage Key Vault 

3.1 Create and configure key vault 
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3.2 Configure access to Azure Key Vault 
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3.3 Manage certificates, secrets, and keys 
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3.4 Configure key rotation 
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3.5 Backup and recovery of certificates, secrets, and keys 

 

 



50 
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