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0. Overview 
With cyberattacks on the rise, professionals who can keep an organization's networks, 

applications, and data safe are in high demand. The Microsoft Azure Security Technologies (AZ-

500) exam is the perfect opportunity for IT professionals to demonstrate their cybersecurity skills 

to current and future employers. In this course, Pete Zerger helps you deepen your knowledge 

of Azure security as you study for the “Implement Platform Protection” domain of the AZ-500 

exam. Pete demonstrates how to implement advanced network security, including how to create 

and configure Microsoft Azure Firewall and implement service and private endpoints. Plus, he 

covers other important topics like hardening your IaaS, containerized, and serverless workloads 

in Azure, policy-based management of resource access and security, as well as data encryption 

in-transit and at rest. 

1. Implement Advanced Network Security 

1.2 Secure the connectivity of hybrid networks 
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1.2 Secure the connectivity of virtual networks 
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The NSG or Network Security Group has been applied. 
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Looking at the properties of an NSG 

 



   

8 
 
 

   

 

 



   

9 
 
 

   

 

 

 



   

10 
 
 

   

 

How to associate ASG to a Server or VM 
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1.3 Create and configure Microsoft Azure Firewall 
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1.4 Create and configure Azure Firewall Manager 
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1.5 Create and configure Azure Application Gateway 
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Creating an application Gateway 
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1.6 Create and configure Azure Front Door 
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1.7 Create and configure Web Application Firewall 
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1.8 Configure firewall for Storage, SQL, Key Vault, App Service 
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This is a way to create a service endpoint. 

 

 

 

1.9 Configure network isolation for web Apps and Azure Functions 
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1.10 Implement service endpoints 

 

 

 



   

42 
 
 

   

 

 

Creating a private endpoint 
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Service Endpoint is available at the VNet level, not Storage account. 

 

 



   

44 
 
 

   

 

 

1.11 Implement Azure Private Links 
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Remember that a Private endpoint is a Network Interface. 
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Create a Private Endpoint. 
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1.12 Implement Azure Private Links 
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1.13 Implement Azure DDoS protection 
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Create a DDoS protection plan 
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The next step is to assign that plan to existing and new VNETs 
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1.14 Quiz 
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2. Configure Advanced Security for Compute 

2.1 Configure Azure Endpoint Protection for VMs 
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2.2 Implement and manage security updates for VMs 
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2.3 Configure security for different types of container services 
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2.4 Manage access to Azure Container Registry 
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Creating a Container Registry 
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2.5 Configure security for serverless compute 
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2.6 Configure security for Azure App Service 
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2.7 Configure encryption in transit 
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2.8 Configure encryption at rest 
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2.9 Quiz 
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