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1. Configure Centralized Policy Management

1.1 Configure a custom security policy

Microsoft Azure

-+ Create a resource
A Home

B} pashboard

= All services

% FAVORITES

B Al resources
(%) Resource groups
0 Security Center
K3 virtual machines
B saL servers

& sQL databases
= Storage accounts

£ policy X o
Services Marketplace See d
IC Policy 63 Datree Policy
% rirewall Policies 63 Aruba ClearPass Policy Manager (CPPM) 6.10 os [
' Service endpoint policies ﬁ VMware NSX - Policy Manager
@ Web Application Firewall policies (WAF) 63 pulse Policy Secure
§ Time Series Insights access policies Documentation e

0 Application security groups
>< Bastions

Resources

No results were found.

Daan't find what you were looking for?

® Pf 9 Y H Try searching in Activity Log
@ App Services & Try searching in Azure Active Directory
4> Functi
unction w Searching all subscriptions. Change
@ Key vaults

@ Azure Sentinel

Overview of Azure Policy - Azure Policy | Microsoft Docs
Azure Policy documentation | Microsoft Docs
Details of the policy definition structure - Azure Policy ...

Tutorial: Build policies to enforce compliance - Azure Policy

Resource Groups

No results were found.
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© security Center
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< Application gateways
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“$> Function App
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Q Azure Sentinel
&% Firewall Manager

Dashboard > Policy

B Policy | Definitions

I P Search (Ctrl+))
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Overview

finiti

+ Policy definition =+ Initiative definition & Export definitions () Refresh

Category Search

Scope
[6setectes | H

Type
[ A gefinition... ~ | [ Alltypes

v | [Ancategories | | Fiter by nameo... |

¥ Getting started
()

#) Compliance

@« Remediation
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Authoring Name Ty
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&} Blueprints (preview)
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& Enable Azure Cosmos DB th-
& Enable Azure Monitor for Vi-
& Configure Azure Defender t..

& Enable Azure Monitor for V.-

@ Now export your definitions and assignments to GitHub and manage them using actions! Click on ‘Export definition’ menu option. Learn more
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Microsoft Azure

€ Dashboard > Policy >

Policy definition

New Policy definition

BASICS

Definition location *

~ [ Tenant Root Group

4l

(%) Resource groups Name* ©
| Audit required resource groups lock |
0 Security Center
I3 virtual machines Desciption
& saL servers
B sQL databases
== Storage accounts
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@ App services Category ©
% jon App @ Create new O Use existing
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@ Key vaults [
© Azure Sentinel POLICY RULE
% Firewall o ¥ Import sample policy definition from GitHub
@ Firewalls = T I
I
Category ©
QO createnew (®) use existing
~ | security Center v
POLICY RULE
4 import sam
d' Learn more about policy definition structu
1 |
2 “"mode”: "All",
3 "policyRule”: {
4 "3 {
S “"not": {
6 “field": "location”,
7 “in": "[parameters(’allowedlLocations’)]"
8 }
9 35
1@ “then": {
11 “effect”: "audit”
12 }
13 }.
14 “parameters”: {
15 “allowedLocations™: {

-
»

“tvne™: “Arrav”.



Vashboara > Policy

0 Policy | Definitions

[ £ search (ctri+ | «

@ Overview

¥ Getting started
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@ Remediation
£ Events
Authoring
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D Defirit
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Dashboard > Security Center

+ Policy definition -+ Initiative definition & Export definitions () Refresh
Definition type

Search
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° Now export your definitions and assignments to GitHub and manage them using actions! Click on ‘Export definition’ menu option. Learn mo

(<] Security Center | Regulatory compliance

Showing 6 subscriptions
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[P Search (Ctrl+/)
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@ workbooks

& Community

£ Diagnose and solve problems
Cloud Security

© Secure Score

© Regulatory

©Q  Azure Defender

% Firewall Manager

Management

Il Pricing & settings
@ security policy
B security solutions

13 Workflow automation

Name Ty Definition location Ty Policies Ty Definition
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4 Fintech Industry Compliance LGNA Sponsorship CY2020 2 Initiative
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& Enable Azure Monitor for Vi 6 Builtin Initiative
am Configure Azure Defender t. 2 Builtin Initiative
am Enable Azure Monitor for V... 10 Builtin Initiative
s [Preview): Configure machi-.. 7 Builtin Initiative
s [Preview]: Windows machin..- 29 Builtin Initiative
am Deploy prerequisites to ena-- 4 Builtin Initiative
~n o~ - N
>
L Download report (& Manage compliance policies ?Openquery B Audit reports Pc pliance over time workbook
ﬂVwmmwmmeMywminh‘ board. Update your dashboard by selecting ‘Manage pls policies’ -
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Audit reports
40 passed controls
23 of
[—————] N No additional standards are Stay up to date on
X3 currently monitored. the latest privacy,
security, and
compliance-related >
Open policy settings to manage information for
additional compliance policies Microsoft's cloud
services.
Manage compliance policies >
.
© 15 the regulatory compliance experience clear to you? () Yes (O No X



EXAM TIP

Know the details of policy

and initiative creation,
but with a security focus.

1.2 Create a policy initiative

Microsoft Azu AP Search resources, services, and docs (G+/)

Dashboard Secur

1= Create a resource

A Home

oz Security Center | Security policy
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Al services b ~ | ®:: Policy Management
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Choose a subscription or management group from the list below to perform the following tasks:
B2 Al resources = & Community - View and edit the default ASC policy

Diagnose and solve problems ~Add & custom policy
#) Resource groups IR o TROIVIVE proee - Add regulatory compliance standards to your compliance dashboard

o Security Center Cloud Security Click here to learn more >
K3 virtual machines © Secure Score
. 1 MANAGEMENT GROUPS 6 SUBSCRIPTIONS
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B SQL databases © Azure Defender 0 Search by nene
= Storage accounts "% Firewall Manager Name Default policy

Application gateways

()
Management Vo -] Tenant Root Group (6 of 13 subscriptions) Not assigned

® ¢

Al L
pp Services 1'l Pricing & setting LGNA SIMON Sponsorship Assigned
“%> Function App

< Security policy b LGNA Sponsorship CY2020 Assigned

) Key vaults
88 Secunty solutions LGNA Sponsorship CY2021 Assigned

@ Azure Sentinel .
{8 Workflow automation WK - MSDN - FTE Benefit Assigned

&, firewall Manager =
4 Coverage WK - VSE - MPN Benefit Assigned

@ rirevalls

Claud rannortar
& Clrad e WV . \CED . AADAI Danafit Accimnad



Microsoft Azure P Search resources, services, and docs (G+/)

S Dashboard > Security Center >

- Create a resource Security policy
ﬁ o Tenant Root Group
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8 Al resources Security Center default policy

(%) Resource groups

< v
© security Center v @ Industry & regulatory standards
3 virtual machines 6

B sqL servers — S
~ [ p| Your custom initiatives

B sQL databases

= Storage accounts
Custom initiative policies which you have created which are available in the Recommendations page.

& Application gateways

B sop s
%> Function App
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@ Azure Sentinel
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Microsoft Azure R Search resources, services, and docs (G+/)

= Dashboard > Security Center > Security policy > Add custom initiatives >

Initiative definition

A Home New Intistive definition

An initiative definition is a collection of policy definitions that are tailored towards achieving
EL pashboard a singular overarching goal. Initiative definitions simplify managing and assigning policy
= Al servi definitions by grouping them as a single assignable object.
% FAVORITES Initiative location* ©
B A reso ~ [ Tenant Root Group /].
(%) Resource groups Name* ©

Custom Security Initiative /|

© security Center I
I virtual machines Description ©
& saL servers
& sQL databases
= Storage accounts
& Application gateways
@ App services Category ®
&> Function App (® createnew (® use ensts
@ Key vaults [ category
@ Azure Sentinel Version ©

[
(o] s o]
@ rirewalls
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Uasnboarg 7 >ecunty Lenter 7 >ecunty poicy 7 ACQO custom iniauves »

Initiative definition

New Intiative definition
Initiative location* ©

[ Tenant Root Group

-

Name* @©

Custom Security Initiative
|

Description ©

Category ©

O Create new @ Use existing

[ Security Center

Version ©

L

Review + create

—
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LVasnpoarg 2 >ecunty Lenter » >ecunty poiicy 7 AGO custom inauves >

Initiative definition

New Initiative definition

Basics @ Controls  Initiative parameters Policy parameters Review + create

Add one or more policies to this initiative. Reference ID can be used as a friendly display name but must be unique within the initiative.

r

[ Add policy definition(s) é Add selected policies to a control 0 policies are not part of any control

[ Search by name or reference Itﬂ

POUCY DEFINITION

Evaluation type : 3 selected Control : 1 selected

No policies found in the given scope.

BRI (e ] [eion ] (e ]

«

Initiative definition

New Initiative definition

Basics Policies Controls  Initiath

Add one or more policies to this initiative. R

f | Add policy definition(s) | Add se
[ Search by name or reference ID ] Eval
POLICY DEFINITION

No policies found in the given scope.

BT (o ] [

Dashboard > Security Center > Security | Add policy deﬁnition(s)

Automated  Microsoft managed

Select one or more policy definition(s) below to add them to initiative. Policy definitions without parameters that have already been
added to the initiative are disabled and can't be added a second time. Only policy definitions with parameters can be added to the

initiative more than once.
[ virtual | Type: 2 selected
POUICY NAME CATEGORY
B Audit virtual machines without disaster recovery configured Coppse

([ sat server integ Services integ runtimes on Azure Data Factory s.. Data Factory
(] Azure Backup should be enabled for Virtual Machines Backup

B (Preview): Network traffic data collection agent should be installed on Linux vi... Monitoring
(] peploy - Configure Log Analytics ion to be enabled on Windows virtua... A ing
O adapti k hardening rec dations should be applied on internet... Security Center

B Virtual machines should encrypt temp disks, caches, and data flows between ... Security Center
D Configure backup on virtual machines without a given tag to an existing reco... Backup

=

3 policies selected

W (o)

TYeE

Builtin
Builtin
Builtin
Builtin
Builtin
Builtin
Builtin

Builtin

inked M I’eel]



(VISCIND GV O Search resources, services, and docs (G+/)

-+ Create a resource
A Home

B} pashboard

£ All services

% FAVORITES

i Al resources
(%) Resource groups
0 Security Center
B3 virtual machines
& sQL servers

& sqL databases
= Storage accounts
@ Application gateways
@ App services
45> Function App

@ ey vaults

@ Azure Sentinel
=% Firewall Manager
@ Firewalls

\ Dashboard > Security Center > Security policy > Add custom initiatives >

Initiative definition

New Initiative definition

Basics  Policies Controls  Initiative parameters Policy parameters Review + create

Add one or more policies to this initiative. Reference ID can be used as a friendly display name but must be unique within the initiative.

| Add policy definition(s) |  Add selected policies to a control 3 policies are not part of any control

[ Search by name or reference ID ] Evaluation type : 3 selected Control : 1 selected

D POUICY DEFINITION REFERENCE 1D EVALUATION TYPE CONTROL

D o) Audit virtual machines without disaster... Audit virtual machines with... Automated 0 controls LI
[:] ] [Preview]: Network traffic data collecti- [Preview]: ! rk traffic d... Al ted 0 controls oo
D 5] Virtual machines should encrypt temp - Virtual machines should en... Automated 0 controls oo

IR [ | [ (el ]
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Dashboard Security Center

Initiative definition

Jew Intiative definit

l Basics Policies Controls Initiative parameters Policy parameters Review + create
Basics
Definition location Tenant Root Group
Name Custom Secunty Initiative

Descnption

Category Secunty Center
Version 1.0

This initiative has 4 policies and 0 controls

Initiative parameters

0 This initiative has no parameters.

Cancel Previous

EXAM TIP

Know the details of policy
and initiative creation,
but with a security focus.




1.3 Configure security settings and auditing using Azure Policy

Security Policies in ASC

Define desired configuration and

ensure compliance with regulatory
and organizational standards.

Security Policies
in Azure Security Center

Options in ASC for working with
security policies:

v View and edit the built-in default policy

v/ Add your own custom policies

/ Add regulatory compliance policies



Microsoft Azure

P Search resources, services, and docs (G+/)

4 Create a resource

A Home

[Ed Dashboard

= Al services

*  FAVORITES

B Al resources

% Kubernetes services
& Container registries

T Subscriptions

@ Key vaults

4> Virtual networks

= Storage accounts

& Azure Active Directory
i® Log Analytics workspaces
G2 intune

G intune App Protection

Q@ Azure Sentinel

KB iveiat macbiinas

«

Dashboard >

& Security Center | Security policy

Showing subscription "LGNA Azure Sponsorship’

[ search (ctri+)

©Q Overview

g Getting started
1! Pricing & settings
"

& Community

£} Workflow automation
POLICY & COMPLIANCE

*f Coverage

O Secure Score

(@ SGWPO‘W)

A Regulatory compliance

RESOURCE SECURITY HYGIENE
= Recommendations

B Compute & apps

¥, Networking

P 10T Hubs & resources

Choose a subscription or management group from the list below to perform the following tasks:
- View and edit the default ASC policy

- Add a custom policy

- Add regulatory compliance standards to your compliance dashboard

Click here to learn more >

1 MANAGEMENT GROUPS 1 SUBSCRIPTIONS

Policy Management

[/O Search by name

Name

SRR
. ﬂ.’n Tenant Root Gr
-

P Search resources, services, and docs (G+/)

-4 Create a resource

A Home

(& pashboard

= Al services

*  FAVORITES

B Al resources

© security Center

% Kubernetes services
& Container registries

T Subscriptions

@ Key vaults

4> Virtual networks

= Storage accounts

& Azure Active Directory
H#® Log Analytics workspaces
G Intune

G Intune App Protection

©Q Azure Sentinel

«

Dashboard >

Security policy

LGNA Azure Sponsorship

o New content is available for the Azure CIS standard. Update your view by clicking on ‘Add more standards’ below and selecting Azure CIS 1.1.0 (new), or click here to |

Security Center | Security policy >

Security policy on: LGNA Azure Sponsorship

Policies assigned in this subscription

-

N q Q Security center default policy \/

ASC default (1
assignments)

This is the default policy for
Azure Security Center
recommendations which is
enabled by default on your
subscription.

n Q} Industry & regulatory standards

Compliance policies that you can view in the compliance dashboard. To add more compliance standards, click Add more standards.

(1 of 13 subscriptions)

| LGNA Azure Sponsorship



ey EXE TN

“ Dashboard > Security Center | Security policy > Security policy >

~+= Create a resource Securlty pO'ICy

A Home LGNA Azure Sponsorship

i o Security policies are displayed with their effect as defined through Azure Policy. Learn more =

= All services

T The selected subscription has 1 security policy assignments. The overall effective policies in Security Center are displayed below.
' All resources ~  In order to configure a specific policy assignment. choose one of the assignments below:

0 Security Center - S

& Kubernetes services
The 10Ilowing}ecunty policies are assessed and displayed in Security Center:

@& Container registries
¥ subscriptions
A Compute And Apps (36 out of 36 policies enabled)
@ Key vaults
€ Virtial networks Monitor missing Endpoint Protection in Azure Security Center © @ AuditifNotExists
== Storage accounts System updates should be installed on your machines ©® e AuditifNotExists
& Azure Active Directory )
Vulnerabilities in security config: on your machines should be remediated © e AuditifNotExists
#® Log Analytics workspaces
@ e Vulnerabilities in ¢ security config: should be diated © e AuditifNotExists
G Intune App Protection Vulnerabil in security config on your virtual machine scale sets should be remediated © e AuditifNotExists
Azure Sentinel
© Endpoint protection solution should be installed on virtual machine scale sets © e AuditifNotExists
| o RSN By nn e

8 https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/1

AP Search resources, services, and docs (G+/)

«

Dashboard > Security Center | Security policy > Security policy >

Security policy

LGNA Azure Sponsorship
0 Security policies are displayed with their effect as defined through Azure Policy. Learn more =

The selected subscription has 1 security policy assignments. The overall effective policies in Security Center are displayed below.

In order to configure a specific policy assignment. choose one of the assignments below:

a ASC Default (SUDSCription: weie . ol = e

The following security policies are assessed and displayed in Security Center:

v Compute And Apps (36 out of 36 policies enabled)
@ Network (8 out of 9 policies enabled)

v Data (15 out of 16 policies enabled)

oo l v Identity (11 out of 11 policies enabled)




< O 8 httpsy//portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/1

Microsoft Azure

-4 Create a resource

A Home

[Ed Dashboard

= All services

% FAVORITES

B2 Al resources

0 Security Center

Q Kubernetes services
& Container registries

¥ subscriptions

@ Key vaults

4> Virtual networks

= Storage accounts

& Azure Active Directory
#® Log Analytics workspaces
G intune

G intune App Protection

e Azure Sentinel

B3 virtual machines

Dashboard > Security Center | Security policy > Security policy > Security policy >

ASC Default (subscription: msllafe sl B b ol 0 Rl biech

Edit Initiative Assignment
Specify parameters for this initiative assignment.

Manage certificate validity period * ©
| disabled v

The maximum validity period in months of managed certificate * (O

»

E |
Guest Configurati ion should be installed on Windows virtual machines * ©
| AuditifNotexists v |

Windows Defender Exploit Guard should be enabled on your Windows virtual machines *
O]

[ Disabled v |

System updates on virtual machine scale sets should be installed * ©
| AuditifNotexists v

Endpoint protection solution should be installed on virtual machine scale sets * ©
[ AuditifNotexists v

Vulnerabilities in security configuration on your virtual machine scale sets should be
remediated * ©

| AuditifNotexists v |

| Cancel | [ previous | [ Next |

Microsoft Azure

«

-+ Create a resource

A Home

(& Dashboard

= All services

*  FAVORITES

i AN resources

© security Center

% Kubernetes services
& Container registries

T Subscriptions

@ Key vaults

4> Virtual networks

= Storage accounts

& Azure Active Directory
#® Log Analytics workspaces
G intune

&3 Intune App Protection
© Azure Sentinel

B3 virtual machines

Dashboard > Security Center | Security policy >

Security policy

LGNA Azure Sponsorship

o New content is available for the Azure CIS standard. Update your view by clicking on ‘Add more standards’ below and selecting Azure CIS 1.1.0 (new), or click here to leam

Compliance policies that you can view in the compliance dashboard. To add more compliance standards, click Add more standards.

Azure CIS 1.1.0 Track Azure CIS 1.1.0 controls in Out of the box
the Compliance Dashboard,
based on a recommended set of
policies and assessments.

PCIDSS 3.21 Track PCI-DSS v3.2.1:22018 Out of the box
controls in the Compliance
Dashboard, based on a
recommended set of policies
and assessments.

1SO 27001 Track ISO 27001:2013 controls Out of the box
in the Compliance Dashboard,
based on a recommended set of
policies and assessments.

SOC TSP Track SOC TSP controls in the Out of the box

Compliance Dashboard, based
on a recommended set of
policies and assessments. L




8 https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/1 =

¥ @ ( Notsyncin

I P Search resources, services, and docs (G+/) _

S Dashboard > Security Center | Security policy >

Security policy

LGNA Azure Sponsorship

o New content is available for the Azure CIS standard. Update your view by clicking on 'Add more standards’ below and selecting Azure CIS 1.1.0 (new), or click here to learm more. =>

Compliance policies that you can view in the compliance dashboard. To add more compliance standards, click Add more standards.

Azure CIS 1.1.0 Track Azure CIS 1.1.0 controls in Out of the box
the Compliance Dashboard,
! b based on a recommended set of

policies and assessments.

PCIDSS 3.2.1 Track PCI-DSS v3.2.1:2018 Out of the box
controls in the Compliance
Dashboard, based on a
recommended set of policies
and assessments.

1SO 27001 Track ISO 27001:2013 controls Out of the box
in the Compliance Dashboard,
based on a recommended set of
ory policies and assessments.

ipaces SOC TSP Track SOC TSP controls in the Out of the box
Compliance Dashboard, based
on a recommended set of
policies and assessments.

Add more standards

BT o6 deo

* Dashboard > Security Center | Security policy > Security policy >

Add regulatory compliance standards

Click Add on the standards that you want to add to the regulatory compliance dashboard and then assign it to the subscription. After completing the assignment , the custom policies will be

lable in the Reg y Ruchhaind

[0 Bearch to filter items...

= Name T4  Description ™
NIST SP 800-53 R4 Track NIST SP 800-53 R4 controls in the Compliance Dashboard, based on a recommended set of ...
UK OFFICIAL and UK NHS Track UK OFFICIAL and UK NHS controls in the Compliance Dashboard, based on a recommended ...
Canada Federal PBMM Track Canada Federal PBMM controls in the Compliance Dashboard, based on a recommended set...
Azure CIS 1.1.0 (New) Track Azure CIS 1.1.0 (New) controls in the Comp e Dashboard, based on a rec ded set ...
Azure Security Benchmark Track Azure Security Benchmark controls in the Compliance Dashboard, based on a recommended...
HIPAA HITRUST Track HIPAA/HITRUST controls in the Compliance Dashboard, based on a recommended set of poli...
SWIFT CSP CSCF v2020 Track SWIFT CSP CSCF v2020 controls in the Compliance Dashboard, based on a recommended se...

arae .

+



Exam Tip

Know your security policy options

in ASC and how to configure them.

1.4 Quiz

Question 1 of 3

Your security dashboard is showing recommendations that are not relevant to your setup. How
can you alter this to only show relevant recommendations?

Usze the default settings because they automatically configure themselves based on your business
environment.

Configure the resources allocated in the pricing tier to remove the ones that your business does not use.

@ Change the parameters of the default policy to disable irrelevant settings.
Correct
You can edit the default policy in Azure Security Center to disable policy settings not relevant to your
environment.

Log in on an account set to the Security Reader role to filter out irrelevant settings.

Next question



Question 2 of 3

What is the broadest scope a policy initiative can be targeted to?

Resource group
Resource

Subscription

@ Management group
Correct

A management group, which can contain multiple subscriptions, is the broadest scope for a policy initiative.

Next question

Question 3 of 3

What can the default security policies do out of the box in the Security Center?

Remediate configuration issues.

@ Audit configuration settings.
Correct
The default security policy settings only audit settings for deviations from Microsoft recommendations.

Create certificates.

Enforce compliance



2. Configure and Manage Threat Protection

2.1 Configure Azure Defender for Servers

P search resources, services, and docs (G+/)

«

Dashboard > Security Center >

AN 17 Settings | Azure Defender plans
A Home LGNA Sponsorship CY2021
Ed) Dashboard [2 search (cti+p ] « B save
= All services Settings . )
o ~f Enable Azure Defender for enhanced security.

AVORITES o

QIRSSEATR DTN P Try it free for the first 30 days. Learn more >
Hi Au resources 22 Auto provisioning
() Resource groups & email notifications Azure Defender off < Azure Defender on
© security Center
- @ Integrations e R 5 2 i and secuity
A virtual machines 3 Workflow automation
+/ Azure Secure Score / Azure Secure Score

& saL severs @ Continuous export
™ XK Justin time VM Access +/ Justin time VM Access

SQL databases @ Cloud connectors
= Storage x Adaptive application controls and network hardening +/ Adaptive application controls and network hardening
@ Application gateways x Regulatory compliance dashboard and repcrts +/ Regulatory compliance dashboard and reports
@ App services I Treeat protection for Azure VMs and non-Azure servers +/ Threat protection for Azure VMs and non-Azure servers

(including Server EDR) (including Server EDR)
5> Funct
Anction App I Theeat protection for supported Paas services / Threat protection for supported Paa$ services

@ Key vaults
Q@ Azure Sentinel

-
2 rewsl Manager ‘.' Azure Defender plan will apply to: 0 resources in this subscription

@ Firewalls frrdlinlla

- Dashboard > Security Center >

77 Settings | Azure Defender plans - X
LGNA Sponsorship CY2021

[ search ctri+n ] < 8 save

Settings

T Azure Defender plans @ 5 5 A & s

- . Azure Defender plan will apply to: 10 resources in this subscription

32 Auto provisioning

8 Email notifications A Select Azure Defender plan by resource type

@ Integrations

Azure Defender for Resource Quantity Pricing Plan
3 workflow automation —_—
Servers 3 servers s15/Server/.. © ( on offt )

& Continuous export — E—
E.] App Service 3 instances $15/instanc... © ( on off )

@ Cloud connectors y N\
B, AzuresaLDatabases  0servers S15/server/.. © - o )

s1s/Server/...

n SQL servers on machi... 0 servers $0.015/Core/t - ([ On off j
B Open-source relationa... 0 servers S15/server/.. © [ on off
= Sstorage 4 storage accounts $0.02/10k tr... © (7 On off )
B Kubemnetes 0 kubernetes cores S2VM core... @ \ Oﬂ
@ Container registries 0 container registries $0.29/image - o )
@ xeyvaut 0 key vaults $0.02/10k transactions [ on off )

$4/1Mreso... (O

g

Resource Manaaer



Dashboard > Security Center > Settings

s« Settings | Auto provisioning
LGNA Sponsorship CY2021

] « & save

[ search (ctri+p

Settings
0 Azure Defender plans Auto provisioning - Extensions

32 Auto provisioning

Security Center collects security data and events from your resources and services to help you prevent, detect, and respond to threats.

When you enable an extension, it will be installed on any new or existing resource, by assigning a security policy. Learn more

8 Email notifications

Enable all exte

@ integrations

13 Workflow automation

@ Continuous export Extension Status

@ Cloud connectors
Log Analytics agent for @ off
Azure VMs

Vulnerability assessment for (@ ) Off ©®
machines (preview)

Microsoft Dependency @ ) off®
agent (preview)

Dashboard > Security Center > Settings

s Settings | Auto provisioning
LGNA Sponsorship CY2021

& save

) «

[ search (ctri+n

Settings
0 Azure Defender plans Auto provisioning - Extensions

Security Center collects security data and evel
When you enable an extension, it will be insta

22 Auto provisioning
8 Email notifications

Enable all extens

@ Integrations

£3 Workflow automation

@ Continuous export Extension Status

@ Cloud connectors
Log Analytics agent for Q} on
Azure VMs

Vulnerability assessment for (@ ) Off:
machines (preview)

Microsoft Dependency @ ) off
agent (preview)

issing e... Descrip Configuration
n 2 of 2 virtual Collects security-related S
) configurations and event logs from
machie m“ the machine and stores the data in
Show in your Log Analytics workspace for
Wvessiory analysis. Learn more
n 2 of 2 virtual Deploys vulnerability assessment -
hi to your Azure and hybrid
Show in machines. Learn more
inventory
“ 0 of 0 virtual You can collect and store network -
hi traffic data by onboarding to the
mae VM Insights service. Leammore o ofs 0o
Extension deployment configuration X

Log Analytics agent for virtual machines

extension will still be installed and d to

@ 2 VM already has either SCOM or OMS agent installed locally, the Log Analytics agent
“ '3

wmmw@mw«wmewmamenms

that are d to it. For paid solutions, this could result in additional charges.
For data privacy considerations, please make sure your selected workspace is in your
desired region.

Workspace configuration

Data collected by Security Center is stored in Log Analytics workspace(s). You can select to
have data collected from Azure VMs stored in workspace(s) created by Security Center or in

an existing workspace you created. Learn more >

(®) Connect Azure VMs to the default workspace(s) d by Security Center
(O Connect Azure VMs to a different workspace
Choose a workspace v

Store additional raw data - Windows security events

To help audit, investigate, and analyze threats, you can collect raw events, logs, and
additional security data and save it to your Log Analytics workspace.

Select the level of data to store for this workspace. Charges will apply for all settings other

WT—Y{II_H‘ Ifearn ng|



€ Dashboard > Security Center > Settings

@ Settings | Email notifications - X
LGNA Sponsorship CY2021
[# search (ctri+n ] « B save
Settings
Email recipients
M Azure Defender plans
- Select who'll get the email notifications from Azure Security Center for the LGNA Sponsorship CY2021 subscription.
2 Auto provisioning
. 5 All users with the following roles [Seledrolesrehted(othrssubsmpﬁon
@ Integrations Additional email p dbyc [ One or more email addresses separated by commas
£3 Workflow automation
@ Continuous export
Notification types

@ Cloud connectors
Use the settings below to select the type of email notifications to be sent by Security Center.

Soufy about alerts with the following severity (or higher): High

@ You'll receive a maximum of one email per 6 hours for high-severity alerts, one email per 12 hours for medium-severity alerts, and one email per 24
hours for low-severity alerts. Learn more >

€ Dashboard > Security Center > Settings

Q Settings | Integrations

LGNA Sponsorship CY2021
l P Search (Ctrl+)) l « B save
iz Enable integrations
M) Azure Defender plans To enable Security Center to integrate with other Microsoft security services, allow those services to access your data.
X Auto provisioning . Allow Microsoft Cloud App Security to access my data. Learn more >

Allow Microsoft Defender for Endpoint to access my data. Learn more >
8 Email notifications g 4
@ integrations

13 Workflow automation

CI/CD vulnerability scannin:
B Continuous export / ty 9
To enable CICD Vulnerability Scanning configure your CICD with Azure Security Center.

[ Configure CI/CD integration ]

@ Cloud connectors




rch resources, services, and docs (G+/) _

€ Dashboard > Security Center > Settings Add workflow automation
£ Settings | Workflow automation )
LGNA Sponsorship CY2021 Jsource 9rovp 2 -
[ v
[P Search (Ctrl+/) ] « + Add workflow automation () Refresh
Settings Trigger conditions ©
[ Filter by name | P s.E.  choose the trigger conditions that will automatically trigger the configured action.
M Azure Defender plans
g Auto provisioning Name Ty Status Select Security Center data types *
l Threat detection alerts b
8 Email notifications No workflow automations found

.|
@ Integrations Alert name contains ©

13 Workflow automation [

@ Continuous export Alert severity *

@ Cloud connectors [ All severities selected v

Actions

Configure the Logic App that will be tnggered

Choose an existing Logic App or visit the Logic Apps page to create a new one

Show Logic App instances from the following subscriptions *

[ 6 selected & v
Logic App name @

[ Select a logic app v
Refresh

I (o]
v 4

P search resources, services, and docs (G+/) -l_

€ Dashboard > Security Center > Settings

Settings | Continuous export

LGNA Sponsorship CY2021
[ P Search (Ctrl+)) ] ¢« B save
Settings Configure streaming export setting of Security Center data to multiple export targets.
Exporting Security Center's data also enables you to use exp es such as integs with 3rd-party SIEM and Azure Data Explorer.
M Azure Defender plans Leam More >
2 Auto provisioning
8 Email notifications Event hub  Log Analytics workspace
@ integrations Export enabled off
13 Workflow automation
Exported data types
@ Continuous export
@ Cloud connectors [ security recommendations { No selected recommendation v ]
B secure score © | overall score Control score v |
B selectan
Controls b
. Overall score
[ security alerts B control score

[ Regulatory compliance [ No selected standards v J




@ Settings | Cloud connectors -

Settings © s the process for creating cloud connectors clear and useful? O Yes O No
re plan
3 o pr g
8 eEmailn s
@ integra
{8 Workflo mation .
No cloud connectors to display
B Continy port
% Cloud connec tors b

EXAM TIP

Be familiar with feature

enablement, cost implications,
and where to find and evaluate
the results




2.2 Evaluate vulnerability scans from Azure Defender

What Is Azure Policy?

< O

Microsoft Azure

~1~ Create a resource
A Home

(&3 pashboard

= All services

% FAVORITES

= Storage accounts

# Azure Active Directory

‘. Log Analytics workspaces

G intune

0 Security Center

Policies enforce different rules (desired settings)

and effects over your resources.

Azure Policy is the service used to create,

assign, and manage policies.

Policies can automate desired configuration and

block others.

Policies can even bring existing resources

into compliance.

a https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/5

» = @

P Search resources, services, and docs (G+/)

All services > Security Center | Recommendations

Not syncing €

Enable the built-in vulnerability assessment solution on virtual machines (powered by Qualys)

A Description

Install the Qualys extension (built-in to the Azure Secunity Center standard tier) to enable the industry-leading vulner

v Remediation steps

A Affected resources

Unhealthy resources (1) Healthy resources (1) Not applicable resources (0)

O Search virtual machines

G intune App Protection B Name

©Q Azure sentinel
B virtual machines
@ App Services

‘ App Service plans
@ ey vaults

[#) Resource groups

(O% Daliry

ability assessment solution on your virtual machines.

T4  Subscription

l. umar‘u

LGNA Azure Sponsorship

Was this recommendation usefulz O Yes O no



& O 8 httpsy//portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/5 % %= @ m)

Microsoft Azure

All services >
flpcamsinses -— Security Center | Recommendations X
ﬁ‘ Home "™ Showing subscription "LGNA Azure Sponsorship’
[ Dashboard [ search (ctt+n ] « L pownload Csv report
— gy ey =
= & Regulatory compliance o Security recommendations for identity and access are now available on free subscriptions. This will impact your secure score. Learn more =
* FAVORITES
= Storage accounts ~  RESOURCE SECURITY HYGIENE
= 3 [ L Search recommendations Group by controls: o On
4 Azure Active Directory = Recommendations
Controls Potential score incre... Unhealthy resources  Resource Health
#® Log Analytics workspaces %, Compute & apps
8 V' Remediate vulnerabilities + 11% (6 points) 4 of 4 resources _
53 intune ¥, Networking
. Advanced data security should be en.. @ Completed ‘None R
© security Center &5 10T Hubs & resources
Vulnerability assessment shouid be... [N B 20f25QLservers I
G Intune App Protection S Data & storage
" Vulnerability assessment solution should be install... “ 1 of 2 virtual ma- N SE—
9 Azure Sentinel ar Identity & access
should be diated d"" © Completed n None =
B virtual machines B security solutions —
Enable the built-in ity ass... should be bya y sokution
@ app services ADVANCED CLOUD DEFENSE
‘ in your virtual should be ... n 10f 1 virtual ma.. I
App Service plans o~
% 7 Adaptive application controls > Manage access and permissions + 7% (4 points) 10f 1 resources —
Key vaults
5 @ Justin time VM access > Secure management ports + 7% (4 points) 1 of 2 resources S —
(%) Resource groups twork
: Q adsptive hardening > Apply system updates + 5% (3 points) 1 of 2 resources
& polcy - IR Fileintearity Monitoring o2 ]
& https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/5 % @ C

«

All services > Security Center | Recommendations > Vulnerabilities in your virtual machines should be remediated (powered by Qualys) >

admin
Resource Total vulnerabilities Vulnerabilities by severity
F admin 13 High 6 E—
~ Medium 6 I
Low 1 -
ory
=
N
[ P Search to filter items... i
0 Security Check Category Severity
! 100405 Microsoft Internet Explorer Security Update... Internet Explorer 0 High
91636 Microsoft Windows Security Update for Ma... Windows @ High
91645 Microsoft Edge Security Update for June 20... Windows @ High
91646 Microsoft Windows Security Update for Jun... Windows 0 High
100407 Microsoft Internet Explorer Security Update... Internet Explorer 0 High
91640 Microsoft Edge Security Update for May 20... Windows © High
105171 Windows Explorer Autoplay Not Disabled f... Security Policy & Medium



2.3 Configure Azure Defender for SQL

This service can detect
anomalous activities like:

e SQL injection attacks
e Access from an unusual location
Azure Defender  Access from unfamiliar principal or application
forSal * Brute force SQL credentials

P search resources, services, and docs (G+/)

. Dashboard > Security Center >

{7) Settings | Azure Defender plans - x

LGNA Sponsorship CY2021

IP Search (Ctri+/) I ¢ 8
Settings
T Azure Defender plans @ = ) 2 s
- . Azure Defender plan will apply to: 4 resources in this subscription
X Auto provisioning
8 Email notifications A Select Azure Defender plan by resource type Enable all
@ Integrations
Azure Defender for Resource Quantity Pricing Plan
€3 workflow automation . = —_—
Bl servers 3 servers S15/server/... © { On off )
@ Continuous export
— ("‘] App Service 3 instances $15/instanc... © (oo G
@ Cloud connectors ———
p
B AzuresQLDatabases 1 servers s15/server/.. © -» o )
S15/Server/... /
hi... v © ( Off
ﬂ SQL servers on mac 0 servers $0.015/Core/r _oni
a Open-source relationa... 0 servers S15/server/.. © / On Off
= Storage 4 storage accounts $0.02/10k tr... © ( On ff
5% Kuberetes 0 kubernetes cores S2VM core... © ( on
. Container registries 0 container registries $0.29/image \_ On
@ Key Vault 0 key vaults $0.02/10k transactions  ©On Off \
(@) Rocriirra Mananar $4/IMreso... ( ol 1) Sean



o () |8

o e Rt

+ Create a resource
A Home

Bl pashboard

= Al services

% FAVORITES

B All resources
(9) Resource groups
9 Security Center
K3 virtual machines
& sl databases
= Storage accounts
& Application gateways
@ App services
“> Function App
@ Keyvaults

@ Azure Sentinel
= Firewall Manager

«

Dashboard > SQL servers >

& azure-sql-demo %
SQLserver @ Directory: Lumagate Inc

[ 2 search (ctri+n ] «

-

® Frailover groups

23 Import/Export history

Security

| 5] Auditing

Q@ Firewalls and virtual networks

<> Private endpoint connections
rity Center

o 2 encryption

& Identity (preview)

Intelligent Performance

% Automatic tuning

#3 Recommendations

Monitoring

# Logs

=+ Create database -+ New elastic pool
A Essentials

Resource group (change)
azure-sql-demo

Status
Available

Location
West US

Subscription (change)

Subscription ID

Tags (change)
Click here to add tags

Notifications (1) Features (6)

“ Info(1) Recommendations (0 )

@ Azure Defender for SQL Free Trial

Your free trial will expire in 30 days

-+ New dedicated SQL pool (formerly SQLDW) & Importd

Server admin
pzerger

Firewalls and virtual networks
Show firewall settings

Active Directory admin
Pete Zerger

Server name



<«

-

Dashboard > SQL servers > azure-sql-demo >

Server settings
azure-sql-demo

save X Discard ) Feedback

AZURE DEFENDER FOR SQL

Azure Defender for SR costs --/server/month. It includes Viinerability Assessment
and Advanced Threat Protection. We invite you to a trial period for the first 30 days,
without charge.

VULNERABILITY ASSESSMENT SETTINGS

Subscription
LGNA Sponsorship CY2021
Select Subscription

Storage account
Select Storage account

Send scan reportsto O

Also send email notification to admins and subscription owners ©



L Search resources, services, and docs (G+/)

: Dashboard > SQL server azure-sql-demo

Ll

Server settings

azure-sqi-ge

Bl save X Discard O Freedback

VVLITENMDILIL T MO2C2o9MI0IYT 2R 1nivee
Subscription
LGNA Sponsorship CY2021

B Select Subscnption

Storage account

Penodic recurnng scans

ScanSWilT e tnggered automatically once a week. In most cases, it will be on the day
Vulnerability Assessment has been enabled and saved. A scan result summary will be sent to
the email addresses you provide

Send scan reports to

tman acaresses

Also send email notification to admins and subscription owners

ADVANCED THREAT PROTECTION SETTINGS

Advanced Threat Protection for SQL alerts emails are sent by Azure Security Center.

EXAM TIP

Know how to configure Azure
Defender for SQL and the

protections it offers.




2.4 Use the Microsoft Threat Modeling Tool

Modeling Tool

Allows software architects to
identify and mitigate potential
security issues early in the SDLC

MTMT value proposition

The tool enables software and systems architects to:

» Communicate about the security design of their systems

* Analyze those designs for potential security issues using
a proven threat modeling methodology

» Suggest and manage mitigations for security issues



@ Microsoft Threat Modeling Tool - o

MICROSOFT THREAT MODELING TOOL e

Version: 7.3.1080

hreat Model:

Template For New Models
Getting Started Guide Azure Theat Model Template(1.0033) ~ | [Browse.]

A step-by-step guide to help you get up

Create A Model

m by drawing diagram
ture important

Recently Opened Models Threat Modeling Workflow
Sample Threat Modeltm7 A 1. Select your template
2. Create your data flow diagram model. b

3. Analyze the model for potential threats.
4. Determine mitigations.

Template Workflow
Create New Template Open Template Use templates to define threats
that applications should look for.
1. Define stencils

Define categories

Define threat properties
Define threat

Share your template

Define stencils, threat types and cu

from scratch.

wawN

A T a8

=E Microsoft l Docs Documentation Learn Q&A Code Samples £ Search
Azure Product documentation v  Architecture v Learn Azure v Develop v Resources v Portal
Azure / Security / Develop ® Save (3 Feedback ¢

5 s Microsoft Threat Modeling Tool !

Secure Development . 02/16/2017 + 2 minutes toread - 4 @ ¥ @ @ @

Documentation

— The Threat Modeling Tool is a core element of the Microsoft Security Development
Lifecycle (SDL). It allows software architects to identify and mitigate potential security
> Best practions issues early, when they are relatively easy and cost-effective to resolve. As a result, it
vResourons greatly reduces the total cost of development. Also, we designed the tool with non-
> Microsoft Security Code security experts in mind, making threat modeling easier for all developers by providing
Analysis clear guidance on creating and analyzing threat models. N

v Microsoft Threat Modeling
The tool enables anyone to:

tool
Microsoft Threat Modeling ¢ Communicate about the security design of their systems
tool ¢ Analyze those designs for potential security issues using a proven methodology

¢ Suggest and manage mitigations for security issues
& Download PDF

Here are some tooling capabilities and innovations, just to name a few:



EXAM TIP

Know the purpose and process

behind the Microsoft Threat
Modeling Tool, and how to use it.

2.5 Quiz

3. Configure and Manage Security Monitoring

3.1 Create and customize alert rules using Azure Monitor

Alerting in Azure Monitor

vAlert rules

v'Action groups

v Event source *



Activity Log Categories

Administrative — For operations like create, update, and delete

Security — Related to Azure Security Center

Recommendation — From Azure Advisor

Policy - Effects and operations of Azure Policy

Autoscale - Infrastructure autoscale operations

~ o~

e v — e 2t

O

P Search resources, services, and docs (G+/)

+ Create a resource

Dashboard > Monitor - Alerts

Monitor - Alerts

Microsof

A Home )
v L Search (Ctrl+)) «
(& pashboard -
= All services @ Overview s

Subscription * © Resource group © Resource (O Time range ©
% FAVORITES E Activity log | [ LoNA Azure sponsorship | [ 45 selected v v | [ past 24 hours
i Sutsciptions | Selected subscriptions - Selected resource groups
& Azure Active Directory fid Metrics

Total alerts Smart groups (Preview) © Total alert rules Action rules (preview) ©
B AN resources ® Logs

@ Azure Sentinel QD Sservice Health

' 6 0 9 0

Since 3/2/2020, 12:22:06 PM 0% Reduction Enabled 9 Enabled 0
B Workbooks
© security Center Insights .
£
L d
+-a Logic Apps Custom Con... @ Applications Al
> Virtual networks 5 virtual Machines (preview)
G o Severity Total Alerts New Acknowledged Closed
Network security groups = Storage Accounts (preview)
@ Appicati Isevo 0 0 0 0
Application security gro... & Containers L
o fsev1 0 0 o o
®: policy 9 Networks (preview)
- Isev2 o 0 0 0
= Storage accounts & Cosmos DB (preview) -
Isevs 0 0 0 0

(%) Resource groups « More

Bevs I 0 0

@ Container registries



@ portalazure.com/#blade/Microsoft_Azure_Monitoring/NotificationGroupsBlade/queryinputs/%78" * =) ‘

T oo 90 o S—

« Dashboard > Monitor - Alerts > Manage actions > Add action group
£ X Add action group

Action group name * (O
SecOps_Mgrs Automation Runbook
Shortname* ©  Azure Function
SecMgrs
v ] Subscription * ©
LGNA Azure Sponsc

Email Azure Resource Manager Role

Email/SMS/Push/Voice

] Resource group * (G 'TSM

1 A ty Linkedin_SecOps  LogicApp

Actions Secure Webhook
Action group name Webhook Status Configure Actions

2 Email(s)

2 Email Azure Resource Manager ...

I Unique name for the acti... I I Select ap action type A I
N

Privacy Statement

rou
jroups Prici

ly gro...

@ Have 2 consistent format in emails, notifs and other p of ing source. You can enable per action by editing
details. Click on the banner to learn more o'

WPV LORGLU TN TG TVII DDA L_AEUT R IVIUT I I AU VIV IUT T Y DT UV EDIGUE/ GIET DV &

P Search resources, services, and docs (G+/)

«  Dashboard > Monitor - Alerts > Createrule  Select a resource

Create rule

Rules management

Select the resource(s) you want to monitor. Available signal types for your selection will show up on the bottom right.
Filter by subscription* © Filter by resource type (© Filter by location (©
E * RESOURCE [ LGNA Azure Sponsorship v ] I Storage accounts v ] [ All

Select the target(s) that you wish | 2 Search to filter items...

. [ s

v ¥ LGNA Azure Sponsorship

tory
w[#) cloud-shell-storage-southcentralus
A * CONDITION
u = C572238352ee487x4cTcxa73
No condition defined, click on ‘A
v [#) iol.pkilab
Add
= iolpkilabdiag
Lo v [#) kineteco_app_svc_demo
- 'Q' ACTIONS GROUPS (optional)
Action group name
jroups
No action group selected
Y- Add Selection preview available signa
= All Storage Accounts geAccounts)
@ Action rules (preview) aliows ? LGNA Azure Sponsorshi
about this functionality by ¢l v P

Create alert rule )
s I¥in



@ portalazure.com/#blade/Microsoft_Azure_Monitoring/AzureMonitoringBrowseBlade/alertsV2

P Search resources, services, and docs (G+/)

« Dashboard > Monitor - Alerts > Create rule

Create rule

Rules management

v R .

© Whenever the Activity Log has an event with Category="Administrative’, Signal name="Delete...

Add

© Azure Alerts are currently limited to either 2 metric, 11og, or 1 activity log signal per alert rule. To alert on
more signals, please create additional alert rules.

wy
'Q‘ ACTIONS GROUPS (optional)

Action group name Contain actions

SecOps Alert Notification 2 Email(s) ®
Con...

e
Jups 0 Action rules (preview) allows you to define actions at scale as well as suppress actions. Learn more x

about this functionality by clicking on this banner
gro...
3.2 Diagnostic logging and log retention using Azure Monitor
€& > C (0 @ portalazure.com/#@lumagatena.com/resource/ eventlogs

Microsoft Azure P Search resources, services, and docs (G+/) _

« Dashboard > Subscriptions > LGNA Azure Sponsorship - Activity log
=+ Create a resource LGNA Azure Sponsorship - Activity log
Subscription © Directory. Lumagate inc
A Home
[#search (cti+n ]« == editcolumns O Refresh €3 Diag settings ¥ Download as CSV Logs | X2 Pincurrent filt
[Ed pashboard e~ =
= All services © overview = [ 2 bearch ] % Quickinsights
% FAVORITES -] Activity ¢ Management Group : None Subscription : LGNA Azure Sponsorship Timespan : Last 6 hours
¥ subscriptions " Access control (AM) Event severity : All ) Y Add Filter
y ive Di LR
® Azure Active Directory ags . :
£ Diagnose and solve problems
B Al resources ) Operation name Status Time Time stamp  Subscription Eve
Monit Q Ssecurity
® oOR0r > @ Get Web App Publishing Succeeded 7 min ago Mon Mar 0... LGNA Azure Sponsorship
Security ¥ Events
0 Centay > @ Get Web App Publishing Succeeded 10 min ago Mon Mar 0.. LGNA Azure Sponsorship
$a Logic Apps Custom Con.. Billing > @ Get Web App Publishing Succeeded 22minago  Mon Mar0.. LGNA Azure Sponsorship
© Azure Sentinel ] Invoices > @ Validate Tagged Traffic Cc Succeeded S59minago  MonMar0.. LGNA Azure Sponsorship
£ i networks
s W Payment methods > @ HealthEventResolved  Resolved  2hago Mon Mar0... LGNA Azure Sponsorship
@ etwork securty groups R partner information > @ GetWeb App Publishing Succeeded 2 h ago Mon Mar0.. LGNA Azure Sponsorship
@ applicaion security gro, Settings > @ Get web App Publishing Succeeded 2 hago MonMar0... LGNA Azure Sponsorship
(& policy
> & Programmatic deployment > @ Application Insights annc Succeeded 2 h ago Mon Mar 0... LGNA Azure Sponsorship
= Storage accounts
®) Resource groups
(%) Resource groups



ey

«
=+ create a resource

A Home

[ pashboard

= All services

% FAVORITES

¢ subscriptions

& Azure Active Directory
B AN resources

@ wmonitor

© security Center

3.« Logic Apps Custom Con..
© Azure sentinel

4> Virtual networks

. Network security groups
= Storage accounts

(%) Resource groups

A Lumagate Inc - Sign-ins - Micro

€>C

Dashboard > Lumagate Inc - Audit logs
c - Audit logs

Azure Active Directory
] «

P Mobility (MOM and MAM) a

[ P Search (Ctrl+/)

¥ Password reset

M company branding
@ User settings

! properties
 Notifications settings
@ security

Monitoring
D sign-ins

& Audit

& Provisioning logs (Preview)
#® Logs

& Diagnostic settings

9 workbooks

il Usage & insights

¥ Downlcad & export Data Settings () Refresh | == Columns

Q Got feedback?

m Show dates as: Loeal ) ( Service: AN ) ( Category: AN ) (_ Activity: ANl
(*g Add filters )

Date L Service Category 1y Activity Ty Status
3/2/2020, 9:30:22 AM  Core Directory Device Update device Success
3/2/2020, 7:42:16 AM  Core Directory Device Update device Success
3/2/2020, 4:14:01 AM  Core Directory Device Update device Success
3/1/2020, 6:55:31 PM  Core Directory Device Update device Success
3/1/2020, 3:18:45PM  Core Directory ApplicationManage... Add service principal.. Success
3/1/2020, 3:18:45PM  Core Directory ApplicationManage... Update service princi... Success
3/1/2020, 3:18:45 PM  Core Directory ApplicationManage...  Update service princi... Success
3/1/2020, 2:44:10PM  Core Directory UserManagement Update user Success
3/1/2020, 2:29:33 PM  Core Directory Device Update device Success
3/1/2020, 7:04:01 AM  Core Directory UserManagement Update user Success
3/1/2020, 3:23:34 AM  Core Directory UserManagement Update user Success

A Azure Sentinel workspaces - Mic. X | 4+

@ portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/Signins

«
—+ Create a resource
A Home
[ pashboard
= All services
% FAVORITES
¥ subscriptions
& Azure Active Directory
B ANl resources
@ Monitor
© security Center
3.a Logic Apps Custom Con...
e Azure Sentinel
4> Virtual networks
. Network security groups
@ Application security gro...
= Storage accounts
(%) Resource groups

@ Container registries

Dashboard > Lumagate Inc - Sign-ins
D

[ P Search (Ctri+))

Lumagate Inc - Sign-ins
Azure Active Directory
] «

@ Mobility (MDM and MAM) a

¥ Password reset
m
@

I

Company branding
User settings
Properties

@ Notifications settings

@ security

Monitoring

D sign-ins

@ Auditlogs

& Provisioning logs (Preview)
#® Logs

& Diagnostic settings

9 Workbooks

dl Usage & insights

Troubleshooting + Support

¥ Download X Troubleshoot () Refresh

( Date:Last24 hours ) [

Show dates as: Local

Columns

Q Got feedback?

) (*g Add fiiters )

Date 4 RequestiD

3/2/2020, 1:28:43 PM
3/2/2020, 1:22:50 PM
3/2/2020, 1:19:50 PM
3/2/2020, 1:18:34 PM
3/2/2020, 1:03:33 PM
3/2/2020, 12:58:37 PM
3/2/2020, 12:56:21 PM
3/2/2020, 12:56:18 PM
3/2/2020, 12:56:15 PM
3/2/2020, 12:55:51 PM
3/2/2020, 12:55:51 PM
3/2/2020, 12:50:08 PM

3/2/2020, 12:43:50 PM

User Ty Application N
. Wes Kroesbergen Windows Sign In
Pete Zerger Microsoft App Acces...
Pete Zerger Microsoft App Acces...
Pete Zerger Azure Portal
Pete Zerger Azure Portal
. Pete Zerger Windows Sign In
Maria Theresa G. Ab...  Office Online Client ...
Maria Theresa G. Ab...  Office Online Client ...
Maria Theresa G. Ab...  Office Online Client ...

Maria Theresa G. Ab...

Maria Theresa G. Ab...

Pete Zerger
Pete Zerger

Azure Portal

Microsoft App Acces...

Office365 Shell WCS...

Office365 Shell WCS...

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success

Success



§ portalazure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/DiagnosticSettings

P Search resources, services, and docs (G+/)

« Dashboard > Lumagate Inc - Diagnostic settings > Diagnostics settings
Diagnostics settings

-

B save X Discard Delete © Provide feedback

2 Diagnostic settings name * |

Category details Destination details

g (] send to Log Analytics
[ Auditiogs (] Archive to a storage account
I Signin
oo igninLogs (] stream to an event hub

@ 11 order to export Sign-in data, your organization needs Azure AD P1 or P2
license. If you don't have a P1 or P2, start a free trial

ps

gro...

8 portalazure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/1/ - % A O

| e m— ¢ o0 o

Dashboard > Azure Sentinel workspaces > Azure Sentinel - Data connectors

Azure Sentinel - Data connectors &

Selected workspace: Ignaloganalyticeus

L,g Search (Ctrl+/) I « O Refresh
General 8 A
39 o8 al
Q@ Overview Connectors Connected Coming soon
= #® Logs

ctory & News & guides [}3 Search by name or provider J ' Azure ACthIty

Theest . PROVIDERS : All DATA TYPES : All

eat managemen 5
Connected X Microsoft (@ 6 hours ago
B incidents Slitis 2 (Connadiorname £ STATUS PROVIDER LAST LOG RECEIVED
B3 workbooks -
aws Amazon Web Services I

© Hunting = Amazon Description

m Con... B Notebooks Azure Activity Log is a subscription log that provides insight into
7' Azure Active Directory subscription-Jevel events that occur in Azure, including events from Azure

Configuration Microsoft Resource Manager operational data, service health events, write operations
groups taken on the resources in your subscription, and the status of activities
| B Data connectors EY Azure Active Directory Identity Pro performed in Azure.
ity gro... = s %

@ aneyt Last data received

&1 Playbooks - Azure Activity 03/02/20, 08:39 AM

P 2 Microsoft

% Community

£ settings Azure Advanced Threat Protection -
.22 Microsoft e inked ff)I*earni

Sentinel Connectors are configured from the Sentinel Portal
side, not from the Azure Portal Side.



Resource Logs

IP Search resources, services, and docs (G+/)

« Dashboard > App Services > kin-app-svc - Activity log
kin-app-svc - Activity log 2

AppSerice | @ Directory: Lumagate Inc

[P search cuien ]« == editcolumns O Refresh £33 Diagnostics settings & Download as CSV Logs | X Pincumrentfiters & Reset filters
@ Overview = [0 search | L) Quick Insights
=) Activity Management Group : None Subscription : LGNA Azure Sponsorship Timespan : Last 6 hours
-
| (depr... " Access control (1AM) Event severity : All Resource group : kineteco_app_svc_demo © Resource : kin-app-sve © +v Add Filter
® Tags
4 items.
£ Diagnose and solve problems
2 Operation name Status Time Time stamp  Subscription Event initiated by
Q Security
kspaces > @ Get Web App Publishing Succeeded 10minago  Mon Mar0.. LGNA Azure Sponsorship
Deployment > @ Get Web App Publishing Succeeded 13minago  MonMar0.. LGNA Azure Sponsorship
| Prote... & Quickstart > @ Get Web App Publishing Succeeded 25minago  Mon Mar0.. LGNA Azure Sponsorship
i1l Deployment slots > @ Get Web App Publishing Succeeded 2 h ago Mon Mar 0..  LGNA Azure Sponsorship

&% Deployment Center

Settings

1! Configuration

¥ Authentication / Authorizati...

snts 9 Application Insights

Activity Log
Tells us who, what, and when at
the subscription level

Azure Active Directory Logs
History of sign-in activity and audit trail of
changes made in an Azure AD tenant




Resource Log
Tells us about operations performed
within an Azure resource

Exam Tip

Know your log types, what info
they contain, and where you can
send data for retention.

3.3 Monitor security logs using Azure monitor

Collecting Security Data from VMs

0O ©

Log Analytics Security Azure
(Formerly OMS) Center Sentinel




&« O 8 httpsy//portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/24

% @ (Netancg @) -

Microsoft Azure

P Search resources, services, and docs (G+/)

+ Create a resource

A Home

(& pashboard

= All services

% FAVORITES

B8 ANl resources

% Kubernetes services
& Container registries

¥ subscriptions

@ Keyvaults

4> Virtual networks

= Storage accounts

& Azure Active Directory
#® Log Analytics workspaces
G intune

G Intune App Protection

Q@ Azure Sentinel

I virtual machines

&« O 8 httpsy/portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/24

Dashboard > Security Center | Pricing & settings >

F o Settings | Data Collection X

LGNA Azure Sponsorship

[ search (ctri+p

]«

Settings
T Pricing tier

* Data i

@ Eemail notifications
@ Threat detection

£ Workflow automation

@ Continuous export

B save

Security Center collects security data and events from your resources and services to help you prevent. detect. and respond to
threats. Le: ]

Auto Provisioning

This enables the automatic installation of the Microsoft Monitoring Agent on all the VMs in your subscription. If enabled, any new or existing
VM without an instalied ft g agent (MMA) , will have it p Learn more >

If a VM already has either SCOM or OMS agent installed locally, the Microsoft Monitoring Agent (MMA) extension will still be installed and
to the

Workspace configuration
Data collected by Security Center is stored in Log Analytics workspace(s). You can select to have data collected from Azure VMs stored in
workspace(s) created by Security Center or in an existing workspace you created. Learn more >
@ Use workspace(s) created by Security Center (default)
Connect Azure VMs to report to workspaces created by Security Center

OUumwhpm

Connect Azure VMs to report to selected user workspace Finked f}[*earning

% ¥ @ ((Netsyncing

P Search resources, services, and docs (G+/)

«
4= Create a resource
A Home
(& Dashboard
= All services
*  FAVORITES
B Al resources
9 Security Center
% Kubernetes services
& Container registries
T subscriptions
@ Key vaults
4> Virtual networks
= Storage accounts
#® Azure Active Directory
#® Log Analytics workspaces
G intune
) Intune App Protection
@ Azure Sentinel
B8 virtual machines

Dashboard > Security Center | Pricing & settings >

o Settings | Data Collection

LGNA Azure Sponsorship

[ P Search (Ctrl+/)

| «

Settings
T Pricing tier

£+ Data Collection

@ email notifications
@ Threat detection

£ Workflow automation

@ Continuous export

B save
- For data privacy considerations, please make sure your selected workspace is in your desired region.

Store additional raw data

You can store raw events, logs, and additional security data in your Log Analytics workspace. This data allows you to perform auditing,
investigation, and analysis of your threats.

Windows security events

Select the Windows security events to be collected and stored. When you change your selection from None, you start to pay for the st
events
For additional details

O All Events
All Windows security and Applocker events.

O Common
A standard set of events for auditing purposes.

() Minimal
A small set of events that might indicate potential threats. By enabling this option, you won't be able to have 2 full audit trail.

(®) None

No security or Applocker events.

A=l dTinll



& O 8 httpsy//portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/24 ¥ ¥ @ ( Notsyna

e seoo o

Dashboard > Security Center | Pricing & settings >

reate a resource H .
flRche o o Settings | Data Collection
A Home LGNA Azure Sponsorship
[Ed Dashboard [P Search (Ctrl+)) | « Save
£ Al services Settings - For data privacy considerations, please make sure your selected workspace is in your desired region.
Gl 1T Pricing tier
B Al resources - 5
o M (Deta Cofection Store additional raw data
Sec Center
URY @ Eemail notifications You can store raw events, logs, and additional security data in your Log Analytics workspace. This data allows you to perform auditi
€% Kubernetes services @ Threat detection investigation, and analysis of your threats.
& Container registries & Woriiow sulomation Windows security events
- e Select the Windows security events to be collected and stored. When you change your selection from None, you start to pay for th
i Subsciptons @ Continuous export events 9y
® Key vaults For additional details
4> Virtual networks () ANl Events
= Storage accounts All Windows security and Applockerfevents.
® Azure Active Directory O
59 Log Analytics workspaces A standard set of events for auditing purposes.
G intune () Minimal

A small set of events that might indicate potential threats. By enabling this option, you won't be able to have a full audit trail.

G Intune App Protection

©Q Azure Sentinel () None

No security or Applocker events. —
¥ virtual machines Hinked 3

Exam Tip

Know the Security Center and

Azure Sentinel integration and
config options.




3.4 Create and customize alert rules in Azure Sentinel

e oo o0 |

% All services > Azure Sentinel workspaces >
fcee et @ Azure Sentinel | Overview Documentation ¢
ﬁ Home Selected i 1-wispjhfa 5926
[ Dashboard [ search (ctri+n | « O refresh © Last 24 hours
— . v Overview
= A sevices 4~ 10.5K 785k 90 & 7N60 e e ——
xR rJ Logs Events Alerts Incidents I New (7) [ Active (0) | Closed (True Positive) (0) | Closed (False Positive) (0)
- a @& News & guides
== Storage accounts Events and alerts over time
& Azure Active Directory Threat management Events Alerts I ALERTS Recent incidents
#® Log Analytics workspaces I 0
29 & incdets 5,000 100 I Medium Anonymous IP address
G intune O Workbooks
) 4500 % OFFICEACTIVITY I Medium PREVIEW - User accessed h...
Q Security Center © Hunting 9.5K
. 4% ® I Medium Anonymous IP address
G Intune App Protection & Notebooks
3500 kel
A s I Medium Anonymous IP address
C tios
onfiguntion 3000 € 391 l Medium Anonymous IP address
B _Data connectors 2500 %
AZUREACTVITY
= “ 276 EE— »
1500 0
& Community OTHERS (3) Data li
[#) Resource grouj 1000 » ata source anomalies
il & settings 263
@ Ankim. v 500 10
tp: Azure_Security_Insig!
& O A https:/portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscription|d/ s o ¥ ¥ @ ( Notsyncing ‘

\ All services > Azure Sentinel workspaces >
fiSetnset & Azure Sentinel | Analytics X
A Home Selected { Hwispcjhfd 5926
(& pashboard | P Search (Ctrl+/) | « + create () Refresh ® enable O Disable
= All services & é 3 Rules by severity LEARN MORE
e
FU— # Logs Active rules 1High (3)] Medium (0) | Low (0) | informational (0) About analytic rules
= Storage accounts 4 @ News&guides B@ Create incidents based on Azure Securit..
@ Azure Active Directory Threat management B ] High Microsoft Security (Pr
Search 1 Severi Rule T}
1@ Log Anaipicsworkspaces M @ incidents v o
@t Severity : All Rule Type : All Tactics : All Data Sources : All Description
. B workbooks Create incidents based on al alerts generated in
: T
O security Center O Hunting SEVERITY Ty NAME 1y RULE TVPE 1y DATA souR e Seaxkty Centerfor b
) Intune App Protection & Notebooks High Create incidents based Microsoft Sec Anse siRll D sources
gl reate inc o.. B8 Microsoft Secur... CSH Amure focloT Brestiond
© Azure sentinel Configuration High Known Phosphorus grou... (D Scheduled ONS (or % Securitylert (ASC for loT) -~
B8 virtual machines @ Dit connictin High Known IRIDIUM 1P O scheduled Office 3
D g sanices & Analytics High Create incidents based o.. B8 Microsoft Secur..  Azure A @ Mo
Service o You haven't used this template yet: You
B plans A Plasbiooks High THALLIUM domains incli.. (O Scheduled DNS (Pr i v R Vo crale B okes
@ Keyvaults & Community Hinh Craata incidante hacad o 28 Micenenft Sacur Micrnen ¥
« »
s s Ches ]
& Settings < Previous 1-50 =
& policy v
e




&« O 8 htpsy//portalazure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscriptionld/ s

Microsoft Azure PMMM“Mﬁ‘I)

€ All services > Azure Sentinel workspaces > Azure Sentinel | Analytics >

i1 Cwmaruoe Analytic rule wizard - Create new rule from template
ﬁ Home Rare high reverse DNS count
(& pashboard General | Set ic | Incident settings (Preview)  Automated response  Review and create
= All services
% FAVORITES Create an analytic rule that will run on your data to detect threats.
. SIOIE0R Sotof Analytic rule details
& Azure Active Directory

Name *
#® Log Analytics workspaces Rare high reverse DNS count |
G Intune

Description
° Security Center Identifies clients with a high reverse DNS counts which could be camrying out i

% scanning activity.

% SRR AP S0k Alert is generated if the IP performing such reverse DNS lookups was not seen -
Q Azure Sentinel

Tactics
B3 virtual machines

[ o& Discovery v J
@ App services
‘ App Service plans Y

[ I Medium v_]
® Key vaults

) s g

@ policy




& O @ https://portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscriptionid/

Microsoft Azure P Search resources, services, and docs (G+/)

All services > Azure Sentinel workspaces > Azure Sentinel | Analytics >

PG Analytic rule wizard - Create new rule from template
ﬁ Home Rare high reverse DNS count

[Ed pashboard 5

— . Map the entities recognized by Azure Sentinel to the appropriate col ilable in your query
= All services results.

i This enables Azure Sentinel to recognize the entities that are part of the alerts for further analysis.

Entity type must be a string or Datetime.
= Storage accounts

Entity Type Column
& Azure Active Directory "
i#® Log Analytics workspaces o
e -- —
©Q security Center

G Intune App Protection

Q Azure Sentinel

Query scheduling
B virtual machines

Run »
& for soices query every

[ 1 I [ Days (Preview) v
B App Service plans

1ookun data from the last * @M
@ Key vaults
) nsuce e (e
@ Ppolicy

K I
Caranafunlncar ava
&« O 8 httpsy/portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscriptionld/ » ¥
Microsoft Azure P Search resources, services, and docs (G+/) & o
“ All services > Azure Sentinel workspaces > Azure Sentinel | Analytics >
1= Creata & resource Analytic rule wizard - Create new rule from template
ﬁ Home Rare high reverse DNS count
.

[E3 Dashboard General  Set rule logic | Incident sums (Preview) | Automated response  Review and create
= All services
% FAVORITES Incident settings (Preview)
- ~  Azure Sentinel alerts can be grouped together into an Incident that should be looked into.
== Storage accounts You can set whether the alerts that are triggered by this analytics rule should generate incidents.

& saure DAectory Create incidents from alerts triggered by this analytics rule

#® Log Analytics workspaces Disabled
G intune
© security Center Alert grouping
) Set how the alerts that are triggered by this analytics rule, are grouped into incidents.
G Intune App Protection Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.
Azure Sentinel
e Group related alerts, triggered by this analytics rule, into incidents
B virtual machines Enabled
@ App Services
Limit the group to alerts created within the selected time frame
‘ App Service plans 5 Hours
® Key vaults
) R grus



&« O B httpsy/portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscriptionld/ s

Microsoft Azure P Search resources, services, and docs (G+/)

All services > Azure Sentinel workspaces > Azure Sentinel | Analytics >

e St rvionkce Analytic rule wizard - Create new rule from template
ﬁ Home Rare high reverse DNS count

& pashboard Alert grouping

E= AN services Set how the alerts that are triggered by this analytics rule, are grouped into incidents.

Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.

% FAVORITES
Group related alerts, triggered by this analytics rule, into incidents

Limit the group to alerts created within the selected time frame *

»

= Storage accounts

@ Azure Active Directory

EQLogAnalytks rkspaces |5 ] [Hours
53 Intune
' Group alerts triggered by this analytics rule into a single incident by

© security center QO Grouping alerts into a single incident if all the entities match (recommended)
33 Intune App Protection O Grouping all alerts triggered by this rule into a single incident
e Azure Sentinel @ Grouping alerts into 3 single incident if the selected entities match:
B virtal hines [Selectenm-es V]
3 App Services Re-open closed matching incidents
B App Service plans [
® Key vaults
s s

&« O 8 httpsy/portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/4/subscriptionld/

Microsoft Azure P Search resources, services, and docs (G+/)

«

All services > Azure Sentinel workspaces > Azure Sentinel | Analytics >

s L reconce Analytic rule wizard - Edit existing rule
A Home Create incidents based on Azure Active Directory Identity Protection alerts

(1 Dashboard -

= All services

% FAVORITES

= storage accounts °  Analytic rule logic

& Azure Active Directory
Microsoft security service *

H#® Log Analytics workspaces I Azure Active Directory Identity Protection v
G3 intune N
o Filter by severity
Security Center
® any
G Intune App Protection O custom
e Azure Sentinel
) Include specific alerts
B virtual e Only create incidents from alerts that contain the following text in the alert name
@ App Services + Add
& App service plans
Fxclude snecific alerts
@ Key vaults
1) raea e
(C3 Policy



For the Exam

Know your tuning options for
both the scenarios demonstrated.

3.5 Configure connectors in Azure Sentinel

«

All services > Azure Sentinel workspaces >

g8 Azure Sentinel | Data connectors X

Selected workspace: ‘azure-sentinel-wkspcjhfddbqv)Sgz6'

[ search (ctri+n | « O Refresh
v Overview A 2
42 &5 A1
# Logs Connectors Connected Coming soon
= & News & guides |2 search by name or provider | ¥4 Al Vectra Detect (Preview)
Threat management Providers : All @Dau Types : All Not connected 3¢ Vectra Al ®--
Status Provider Last Log Recen
& Incidents Status T,  Connector name Ty
Description
B3 Workbooks - Al Vectra Detect (Preview) = The Al Vectra Detect connector allows users to
° L/ Vectra Al I connect Vectra Detect logs with Azure Sentinel, to
Hunting view dashboards, create custom alerts, and improve
investigation. This gives users more insight into their
& Notebooks = Akide kAudit (Preview) g 's network and imp their security
ey Alcide operation capabilities.
Configuration
B Data connectors - Amazon Web Services st dtaTeceed
Amazon
& Analytics
Azure Active Directory Seaon:
IAl Playbooks > Microsoft (e B “ 4
& Community Workbooks  Queries
Azure Active Directory Identity Protection
p— |l =
v -




All services > Azure Sentinel workspaces >

HH Azure Sentinel | Data connectors
e semumevin

[2 search (ctri+p ] « O refresh

vV Overview -

# Logs Connectors

& News & guides

Threat management
& Incidents

B3 workbooks

© Hunting

@ Notebooks
Configuration

@ Data connectors
& Analytics

IAl Playbooks

& Community

& Settings

42 25 A1
Connected

[P Search by name or provider

Status Ty

Data Types : All

Connector name Ty

&  Azure Active Directory

®© 1M min
Last Log R

ps " P P
Status Provider

D

Azure Active Directory
Microsoft [N

= va;yaummkMMyby
connecting Audit and Sign-in logs to Azure Sentinel
to gather insights around Azure Active Directory

Azure Active Directory Identity Protection
Microsoft

Azure Activity
Microsoft

Azure Ady d Threat Pr ion (Previe

Microsoft

Azure Information Protection (Preview)
Microsoft

scenarios. You can learn about app usage, condition
access policies, legacy auth relate details using our
Sign-in logs. You can get information on your Self

Service Password Reset (SSPR) usage, Azure Active

Directory Management activities like user, group, ro
app management using our Audit logs table.

Last data received
07/10/20, 02:29 PM

Related content

Open connector page

All services > Azure Sentinel workspaces >

HH Azure Sentinel | Data connectors X
Selected workspace: I wkspchidbayiSgz6
[ search (ctri+p | « O refresh
v Overview ~
B 42 &5 A1

- Logs Connectors Connected Coming soon

s »
@ News & guides [P Search by name or provider ] #  Azure Active Directory
Threat management Data Types : All Connected 3 Microsoft (O 11 minute...

Status Provider Last Log Receiv...
& Incidents Status T4 Connector name Ty = 4
B workbooks e 100
» Aanmohauy
© Hunting Microsoft )
@ Notebooks I » Azure Active Directory Identity Protection Imacs s
Microsoft
cotosner 540 |1.08.
B Data connectors I & azureuumy
& Analytics Data types
& Signinlogs 07/10/20, 0229 PM
Azure Advanced Threat Protection (Preview)

W Playbooks I B cown & Avditlogs 07/10/20,02:
& Community -
& settings



& O 8 https//portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/1/subscriptionid/ = =

P Search resources, services, and docs (G+/)

-+ Create a resource
A Home

(Ed pashboard

= All services

*  FAVORITES

B Al resources

= Storage accounts

& Azure Active Directory

«

All services > Azure Sentinel workspaces > Azure Sentinel | Data connectors >

Azure Active Directory

»  Azure Active Directory

Connected 3t Microsoft © 1 minute...
Status Provider Last Log Recew..
Description

Gain insights into Azure Active Directory by
connecting Audit and Sign-in logs to Azure Sentinel
to gather insights around Azure Active Directory
scenarnios. You can learn about app usage, conditional

Instructions  Next steps
Prerequisites

To integrate with Azure Active Directory make sure you have:

v Workspace: read and write permissions are required.

v Diagnostic Settings: required read and write permissions to AAD diagnostic settings.

s access policies, legacy auth relate details using our v Tenant Permissions: required ‘Global A " or ‘Security A " on the work s tenant.

#® Log Analytics workspaces Sign-in logs. You can get information on your Self v L vired AAD P1/P2

Service Password Reset (SSPR) usage, Azure Active os
G Intune Directory Management activities like user, group, role, T

management using our Audit table.

© security Center P "~ fogs X Configuration
G3) Intune App Protection Last data received Connect Azure Active Directory logs to Azure Sentinel

07/10/20, 02:29 PM

Select Azure Active Directory log types:

0 Azure Sentinel
Related content

X virtual machines B Azure Active Directory Sign-in logs

e App ices n 4 gzeris Azure Active Directory Audit logs
B App service plans b 22 w

Analytic rules templates
@ Kevvaults

3 https://portal.azure.com/#blade/Microsoft_Azure_Security_Insights/MainMenuBlade/1/subscriptionlid/ s ¥ %= @ ( Netsyndng ()

P Search resources, services, and docs (G+/)

\ S All services > Azure Sentinel workspaces > Azure Sentinel | Data connectors >

Azure Advanced Threat Protection (Preview)

B®  Azure Advanced Threat Protection (Prev... Instructions  Next steps
Not connected 3¢ Microsoft - N
Status Provider Last Log Receiv... Connect Azure Advanced Threat Protection to Azure Sentinel
= Description = If your tenant is running Azure ATP in Microsoft Cloud App Security, connect here to stream your Azure ATP alerts into Azure
:
Connect Azure Advanced Threat Protection to gain Sentinel
visibility into the events and user analytics. Azure Grs L
R J Theeat P dentifies, detects, and In order to integrate with Azure Threat Py alerts, use global . of security
/ helps you g d threats, P permession.

identities, and malicious insider actions directed at
your organization. Azure ATP enables SecOp analysts
and security professionals struggling to detect
advanced attacks in hybrid environments to:

[ ves. 1 have connected Azure ATP to Microsoft Cloud App Security

Azure Advanced Threat Protection Connect

* Monitor users, entity behavior, and activities with
learning-based analytics

* Protect user identities and credentials stored in
Active Directory

o Identify and investigate suspicious user activities
and advanced attacks throughout the kill chain

* Provide clear incident information on a simple
timeline for fast triage

Create incid =B ded!

Eb

Enable

Create incidents automatically from all alerts generated in lh connected service.

Deploy now >



»

All services > Azure Sentinel workspaces > Azure Sentinel | Data connectors >

Syslog

Instructions  Next steps

Not connected 3¢ Microsoft ©--

Status Provid Last Log Recew...
e 09 el Prerequisites
Description To integrate with Syslog make sure you have:
Syslog is an event logging protocol that is common to
Linux. Applications will send messages that may be v Workspace: write permission is required.

stored on the local machine or delivered to a Sysiog
collector. When the Agent for Linux is installed, it

configures the local Syslog daemon to forward Confi

messages to the agent. The agent then sends the x Aation

message to the workspace. 1. Install and onboard the agent for Linux

Lk Ao > Typically, you should install the agent on a different computer from the one on which the logs are g«
Last data rec Syslog logs are collected only from Linux agents.

- Choose where to install the agent:

Related content “ Install agent on Azure Linux Vh{y Machine

e B “o

Workbooks  Queries Select the machine to install the agent on and then click Connect.
éen Download & install agent for Azure Linux Virtual machines >
Analytic rules templates

Non-Microsoft Providers

»

All services > Azure Sentinel workspaces >

HH Azure Sentinel | Data connectors
Selected workspace: "azure-sentinel-wkspchfddbqy)5gz6'

[# search (ctri+n

V Overview
#® Logs
@ News & guides x ] [N ¥4 Al Vectra Detect (Preview)
Threat management | Notconnected 3t Vectra Al o-

Status Provider Last Loy
& Incidents Status Ty  Connector name Ty ©
B3 workbooks ‘

® Citrix Analytics (Security)
© Hunting Citrix Systems Inc. 20
@ Notebooks J
June 28 My S

Configuration Total data received
B Data connectors I
& Analytics

Data types
Al Playbooks “» CommonSecuritylog (Al Vectra Detect) --
& Community

& Settings Open connector page




All services > Azure Sentinel workspaces >

] Azure Sentinel | Data connectors
Selected workspace: ‘azure-sentinel-wkspchfddbqy)Sgz6'

[ search (ctri+n | « O Refresh
V¥ Overview A
842 &5 al
’ Logs Connectors Connected Coming soon

L @ News&guides [ .2 search by name or provider ¥4 Al Vectra Detect (Preview)

Threat management Providers : 21 selected Data Types : All Not connected 3¢ Vectra Al Q)
Status Provider L2
& Incidents Status T4  Connector name Ty
3 Workbooks \../ Citrix Systems Inc.
Hun! 2
@ Hontng ] Common Event Format (CEF) ®
& Notebooks Ary )
June 28 Niy S
Configuration CyberArk i Total duta received
I e Cyberirk Coming soon!
@ Data connectors
ExtraHop Reveal(x)
é Analytics b ExtraHop Networks b Data
ata types
Wl Playbooks “» CommonSecuritylog (Al Vectra Detect
= @ FS BIG-IP
& Community FS Networks
@ seuns
< -~ FS Networks M
2 X |
All services > Azure Sentinel workspaces > Azure Sentinel | Data connectors >
Common Event Format (CEF) >
i Common Event Format (CEF) Instructions  Next steps
Not connected 3¢ Any ©-- Select or create 3 Linux machine that Azure Sentinel will use as the proxy between your security solution and Azure Sentinel this

Status Provider Last Log Receiv... machine can be on your on-prem environment, Azure or other clouds.

= Description
Common Event Format (CEF) is an industry standard
format on top of Sysiog messages, used by many
security vendors to allow event interoperability
among diffy platf By g your CEF
logs to Azure Sentinel, you can take advantage of
search & correlation, alerting, and threat intelligence

enrichment for each log. 2. You must have elevated permissions (ﬁo) on your machine.

1.2 Install the CEF collector on the Linux machine

Install the Microsoft Monitoring Agent on your Linux machine and configure the machine to listen on the necessary port and
forward messages to your Azure Sentinel workspace. The CEF collector colects CEF messages on port 514 TCP.

1. Make sure that you have Python on your machine using the following command: python ~version.

Last data received
- Run the following command to install and apply the CEF collector:

[ sudo waet https://raw.github com/Azure/Azure-Sentinel/master/Da... |
Related content
oo 1
Workbooks  Queries 2. Forward Common Event Format (CEF) logs to Syslog agent
é3 Set your security solution to send Sysiog messages in CEF format to the proxy machine. Make sure you to send the logs to port
Analytic rules templates 514 TCP on the machine’s IP address.
3. Validat
Data received Go to log analytics e
100 Follow the instructions to validate your connectivity:

For the Exam

Know your data sources and types,
particularly Microsoft connectors and syslog.




3.6 Evaluate alerts and incidents in Azure Sentinel

,° Search resources, services, and docs (G+/)

«

+ Create a resource

Dashboard > Azure Sentinel workspaces >

<= Azure Sentinel | Incidents P
A Home Selected . -wispejhf4dbaySgz6
[ pashboard [ P Search (Ctrl+)) ] « O Refresh © Lastashours v~ & Actions
= All services General a3 33 0 ) Open incidents by severity
* W Open incidents New incidents Active incidents. [ High (0) | Medium (3) | Low (0) | Informational (0)
Q Overview
- = PREVIEW - Unusual operation pattern it
) Intune App Protection @ Logs |2 bearch by id o titie J i Incident Id: 82
@ News & guides Severity : All Status : New, Active Product name : All Medium Vv iNew Vv & Unassi..
Sevenity Status Owner
M Virtual machines Owner : All
Threat management Description
@D App services ‘ ) While may be benign it could also indicate that an
A Ty Incidentid Ty Title Ty Alerts unusual set of Key Vault operations has been
App Service plans performed compared to past historical data. Key
B workbooks DI 8 PREVIEW - Unusual operation patt... 1 Vaults typical exhibit the same behavior over time.
(%) Resource groups @ This may be a legitimate change in activity but may
o © Hunting O I 81 Activity from a Tor IP address 1 also indicate that your Key Vaul infrastructure has
- @ Notebooks I 80 Suspicious authentication act 1 besa o ”
&\ Azure AD Domain Servi... O ! ! =
. . Incident link
% HDInsight clusters Sonfloration gt ft. B
R Data Lake Storage Gen B Data connectors
Tactics
& saLservers §. Analytics -
© sal databases W Playbooks Togs
B sl managed instances & Community « |
€ Dashboard > Azure Sentinel workspaces > Azure Sentinel | Incidents >
. .
Investigation
Preview
v v
Undc \ Red
& PREVIEW - Unusual oper... | Medium 317 New & Unassigned © 711272020, 3:20:35 PM
Incident Seventy Status Owner Last incident update time

PREVIEW - Unusual..



Dashboard > Azure Sentinel workspaces > Azure Sentinel | Incidents >
Investigation X
Preview

*) undo ' Redo

& Activity from a Tor IP add...

Incident

35 New & Unassigned © 711272020, 4:18:52 AM
Owner Last incident update time

Timeline

3
©

=) Info

185220.10\195

&

Entities
Activity from a T..
G Help
Office 365
A
3 Dashboard > Azure Sentinel workspaces > Azure Sentinel | Incidents >
Investigation
Preview
'9 Undo ' Redo
& Suspicious authentication... I Medium 315 New & Unassigned © 7/11/2020, 11:12:05 AM
Incident Severity Status Owner Last incident update time
- »

%] @ Suspicious authentication activity

T

Eil

ProcessingData
{"PartitionKey™:"detection.84","ReceiveTime™:"2020-07-10T14....

Number Of Failed Authentication Attempts To Host
7

Number Of Nonexistent Accounts Used By Source To Sign In

47 [}
47
Number Of E Accounts Used By Source To Sign In I

1

Top Accounts With Failed Sign In Attempts (count)
ADMINISTRATOR (14), ADMIN (6). USER (3), ASP.NET (3), SPFA...

(O viwpoocs |

For the Exam
Get familiar with the investigation

and hunting interfaces.




3.7 Configure a playbook

-4 Create a resource
A Home

[ Dashboard

= All services

% FAVORITES

B Al resources
["']Resourugroups
© security Center
©Q Azure Sentinel
K3 virtual machines
B st servers

& sQL databases
= Storage accounts
& Application gateways
@ App services
5> Function App
@ xeyvautts

&% rirewall Manager
@ Firewals

«

»

Home > Azure Sentinel > Azure Sentinel

1y Azure Sentinel | Automation

Selected workspace: ‘azure-sentinel’

[ search (ctri+n

) «

Threat management
& Incidents

@ workbooks

© Hunting

& Notebooks

" Entity behavior
O Threat intelligence
Configuration

B Oata connectors
& Analytics

B watchlist

£ Automation

& Solutions (Preview)
& Community

& Settings

Home > Azure Sentinel > Azure Sentinel

% Azure Sentinel | Automation

Selected workspace: ‘azure-sentinel’

[ search (ctri+

Threat management
& Incidents

@ workbooks

© Hunting

@ Notebooks

&' Entity behavior
O Threat intelligence
Configuration

B Data connectors
& Analytics

8 watchlist

3 Automation

8 Solutions (Preview)
S Community

£ Settings

Automation rules (Preview)

+ Cnsv O Refresh Z edit () enable =T Moveup =% Movedown [ Remove O ¢

%0

Automation rules

]
Enabled playbooks

<1

Automation rules (Preview)  Playbooks

¢° No automation rules were found

What is it?

Automation rules allow you to centrally manage all the automation of incident handling. Automation ru
streamline automation use in Azure Sentinel and enable you to simplify complex workflows for your inc
orchestration processes.

How does it work?

Automation rules are triggered by the creation of incidents. You can set conditions to govern when acti
will run, based on the incident and entity details and on analytics rules. You can also set the order of act
and the rule’s expiration time.

What does it do for you?

afSa Automate incident Trigger playbooks for

Microsoft Providers

+ Create

Automation rule

: Bl ofiguration [‘Ei}

Refresh Z edt () Enable =T Moveup =% Movedown [E
do (@1
Enabled rules Enabled playbooks

Playbooks

16

No automation rules were found

What is it?

Automation rules allow you to ¢ ity ge all the a of incident handling. Automation rules
streamline automation use in Azure Sentinel and enable you to simplify complex workflows for your incident
orchestration processes.

How does it work?

Automation rules are triggered by the creation of incidents. You can set conditions to govern when actions
will run, based on the incident and entity details and on analytics rules. You can also set the order of actions
and the rule’s expiration time.

What does it do for you?
oSa Automate incident

- configuration

Trigger playbooks for
Microsoft Providers

()

@ remove ) Guides & Feedback



« Home >

Create a logic app

B el

Subscription * | LGNA sponsorship Y2021 v

" Resource group * [ azure-sentinel v ]
I Create new

Instance details

Logic app name * I Send-email-alert-security v I

Region * [ West US v ]

Associate with integration service D

environment ©

Integration service environment v

Enable log analytics © =

Log Analytics workspace * | Azure-sentinel v |

< Previous : Basics Next : Tags > Download a template for automation ©

<«

Home >
& Microsoft.EmptyWorkflow | Overview =
Deployment

[ search (ctri+n | « @ Delete  cancel (1) Redeploy () Refresh

& Overview © We'd love your feedback! =

& Inputs

= Outputs @ Your deployment is complete

B Template A Deployment name: MicrosoftEmptyWork...  Start time: 10/8/2021, 7:18:34 AM
Subscription: Correlation 1D
Resource group:

v Deployment details (Download)

A Nexts

N



Home > Microsoft.EmptyWorkflow > Send-email-alert-security >

Logic Apps Designer

WYLICIL @ IS 10T 1> YHIICI @ 10T 1D auucy

( created on OneDrive to FTP server
Templates
Choose a template below to create your Logic App.
Category: | All VI Sonby:[Populanty v
Blank Logic App Azure Monitor - Auto tier Azure
Metrics Alert blobs based on the
Handler last modified time.
e
S Home > Azure Sentinel > Azure Sentinel
1y Azure Sentinel | Automation
Selected workspace: "azure-sentinel
[P Search (Ctrl+)) ] « 4+ create v () Refresh Z Edit Enable =T Moveup =+ Move down Remove O Guide
Threat management | (%)
Blank playbook 8&9 rules Emblg playbooks
& Incidents
@ workbooks Automation rules (Preview)  Playbooks
© Hunting
& Notebooks

%" Entity behavior

O Threat intelligence

Configuration

B Data connectors
& Analytics

B watchlist

£ Automation

& Solutions (Preview)
& Community

£ Settings

¢° No automation rules were found

What is it?

Automation rules allow you to centrally manage all the automation of incident handling. Automation rules
streamline automation use in Azure Sentinel and enable you to simplify complex workflows for your inciden’
orchestration processes.

How does it work?

Automation rules are triggered by the creation of incidents. You can set conditions to govern when actions
will run, based on the incident and entity details and on analytics rules. You can also set the order of actions
and the rule’s expiration time.

What does it do for you?

Automate incident
configuration

Trigger playbooks for
Microsoft Providers A

&l



O Why GitHub? Team Enterprise Explore Marketplace Pricing

B Azure / Azure-Sentinel Public £} Notificati

<> Code @ Issues 60 11 Pull requests 85 (® Actions [ Projects 0 wiki @ Security |~ Insights

Playbooks /

o dicolanl Update readme.md ..

P master +  Azure-Sentinel

BB -template Update playbooks

B ADdioT-AutoCloselncidents Add screenshots

B ADd4loT-MailbyProductionLine

BB AD4loT-NewAssetServiceNowTicket

BB ADdloT-TritonDetectionAndResponse AD4loT Playt

B ADX-Health-Playbook Update README.md

] Ag!evI_Sp:derfml_Scan Updating Deploy buttons and links part 1

BB Add-IP-Entity-To-Named-Location NamedLocation-AdaptToGallery

B Advanced-SNOW-Teams-Intearation Merge pull request #3051 from teachjing/master

ttps//aithub.com/Azure/Azure-Sentinel/tree/master/Playbooks

EXAM TIP

Know how to configure playbooks

for Azure Sentinel and how to use
them in an automation rule.




3.8 Quiz

Question 1of &6

Which feature would you use in Azure to enable workflows and automation through the use of
connectors?

Cosmos DB
Azure Automation

Power Automate

@ Logic App
Correct
Playbooks in Azure Sentinel are based on Azure Logic App.

Question 2 of 6

Azure Sentinel has generated several incidents over the last 48 hours. Which button would you
select to view the details of each incident in Sentinel?

@ Investigation
Correct

Clicking the Investigation button will open the visual investigation experience.
Logs
View full details

Incident



Question 3 of 6

You want to use Sentinel to collect syslogs from a Linux machine. What must you do to enable
this?

Configure diagnostic log collection.
Enable the Azure VM connector in Azure Sentinel.
Enable 55H access for Azure Sentinel managed identity.

@ Install the agent and configure the syslog server.
Correct
The Log Analytics agent can be configured to forward syslog data to Azure Sentinel.

Next question

Question 4 of &

You are creating an incident for only high-severity alerts, but you're getting a lot of low-severity
noise. How would you prevent this from being included in the incident?

Set the query to run fewer times per day.

@ Customize your incident with rules that exclude the noise.
Correct
You would customize the alert rule settings to only generate alerts at or above the desired severity level.

Connect the incident creation to a service.

Choose a template that cuts out the noise.

Next question



Question 5 of &

Azure Manitor requires log data to be stored in which repository?

Azure storage account

® Event Hub
Incorrect

Event Grid

@ Log Analytics
Correct
Azure Moniter relies on Azure Log Analytics for data storage.

Next question

Question 6 of &

In Azure Monitor, what is a critical input for security alerts with critical information related to
possible security events?

Alert rules

@ Activity log
Correct

Azure Activity logs capture a record of actions that may contain important events related to security.

Azure storage

® Action group
Incorrect
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