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1.3 Configure security settings and auditing using Azure Policy 
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2. Configure and Manage Threat Protection 

2.1 Configure Azure Defender for Servers 

 

 



 

 



 

 



 

 



 

 



2.2 Evaluate vulnerability scans from Azure Defender 

 

 



 

 



2.3 Configure Azure Defender for SQL 

 

 



 



 



 

 



2.4 Use the Microsoft Threat Modeling Tool 

 

 



 

 



 

2.5 Quiz 

3. Configure and Manage Security Monitoring 

3.1 Create and customize alert rules using Azure Monitor 
 

 



 

 



 

 



 

3.2 Diagnostic logging and log retention using Azure Monitor 

 



 

 



 

 

Sentinel Connectors are configured from the Sentinel Portal 

side, not from the Azure Portal Side. 
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3.3 Monitor security logs using Azure monitor 

 



 

 



 

 



3.4 Create and customize alert rules in Azure Sentinel 

 

 

 

 



 



 

 



 

 



 

3.5 Configure connectors in Azure Sentinel 

 



 

 



 

 



 

Non-Microsoft Providers 

 

 



 

 

 



3.6 Evaluate alerts and incidents in Azure Sentinel 

 

 



 

 

 



3.7 Configure a playbook 
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