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Cert Prep 1: Design a Zero Trust Strategy
and Architecture

1. Build the integration points in an architecture using MRCA

Identify the integration points in an architecture using MCRA (linkedin.com)

Translate business goals into security requirements (linkedin.com)

Translate security requirements into technical capabilities (linkedin.com)

Design security for a resiliency strategy (linkedin.com)

Integrate a hybrid or multitenant environment into a security strategy (linkedin.com)

Develop a technical and governance strategy for traffic filtering and segmentation (linkedin.com)

Chapter Quiz (linkedin.com)

2. The sign a security operation strategy

Design a logging and auditing strategy to support security operations (linkedin.com)

Develop security operations to support a hybrid or multicloud environment (linkedin.com)
Design a strategy for SIEM and SOAR (linkedin.com)

Evaluate security workflows (linkedin.com)

Evaluate a security operations strategy for incident management lifecycle (linkedin.com)

Evaluate a security operations strategy for sharing technical threat intelligence (linkedin.com)

Chapter Quiz (linkedin.com)

3. Design and identity security strategy

Design a strategy for access to cloud resources (linkedin.com)

Recommend an identity store—tenants, B2B, B2C, hybrid (linkedin.com)

Recommend an authentication strategy (linkedin.com)

Recommend an authorization strategy (linkedin.com)

Design a strategy for conditional access (linkedin.com)

Design a strategy for role assignment and delegation (linkedin.com)

Design a security strategy for privileged role access to infrastructure (linkedin.com)

Design a security strategy for privileged activities (linkedin.com)

Chapter Quiz (linkedin.com)
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Cert Prep 2: Evaluate governance risk
compliance (GRC) and security operations
strategies

1. Design a regulatory compliance strategy
Interpret compliance requirements and translate into specific technical capabilities (new or existing)

Evaluate infrastructure compliance by using Microsoft Defender for Cloud (linkedin.com)

Interpret compliance scores and recommend actions to resolve issues or improve security (linkedin.com)

Design implementation of Azure Policy (linkedin.com)

Design for data residency requirements (linkedin.com)

Translate privacy requirements into requirements for security solutions (linkedin.com)

Chapter Quiz (linkedin.com)

2. Evaluate security posture and recommend risk management strategies

Evaluate security posture by using benchmarks (linkedin.com)

Evaluate security posture by using Microsoft Defender for Cloud (linkedin.com)

Evaluate security posture by using Secure Scores (linkedin.com)

Evaluate the security posture of cloud workloads (linkedin.com)

Design security for an Azure landing zone (linkedin.com)

Interpret technical threat intelligence and recommend risk mitigations (linkedin.com)

Recommend security capabilities or controls to mitigate identified risks (linkedin.com)

Chapter Quiz (linkedin.com)

Cert Prep 3: design security for
infrastructure
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https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-2-evaluate-governance-risk-compliance-grc-and-securi/recommend-security-capabilities-or-controls-to-mitigate-identified-risks?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-2-evaluate-governance-risk-compliance-grc-and-securi/quiz/urn:li:learningApiAssessment:46438367?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762

1. Design a strategy for securing server and client endpoints

Specify security baselines for server and client endpoints (linkedin.com)

Specify security requirements for servers, including multiple platforms and operating systems

Specify security requirements for mobile devices and clients, including endpoint protection,
hardening, and configuration (linkedin.com)

Specify requirements to secure Active Directory Domain Services (linkedin.com)

Design a strategy to manage secrets, keys, and certificates (linkedin.com)

Design a strategy for secure remote access (linkedin.com)

Chapter Quiz (linkedin.com)

Cert Prep 4: design a strategy for data and
applications

1. Specify security requirements for applications

Specify priorities for mitigating threats to applications (linkedin.com)

Specify a security standard for onboarding a new application (linkedin.com)

Specify a security strategy for applications and APIs (linkedin.com)

Chapter Quiz (linkedin.com)

2. Design a strategy for securing data
Specify priorities for mitigating threats to data (linkedin.com)

Design a strategy to identify and protect sensitive data (linkedin.com)

Specify an encryption standard for data at rest and in motion (linkedin.com)

Chapter Quiz (linkedin.com)

Cert Prep 5: recommend security best
practices and priorities
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https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/specify-security-baselines-for-server-and-client-endpoints?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/specify-security-requirements-for-servers-including-multiple-platforms-and-operating-systems?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/specify-security-requirements-for-mobile-devices-and-clients-including-endpoint-protection-hardening-and-confi?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/specify-security-requirements-for-mobile-devices-and-clients-including-endpoint-protection-hardening-and-confi?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/specify-requirements-to-secure-active-directory-domain-services?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/design-a-strategy-to-manage-secrets-keys-and-certificates?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/design-a-strategy-for-secure-remote-access?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-3-design-security-for-infrastructure/quiz/urn:li:learningApiAssessment:39807959?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/specify-priorities-for-mitigating-threats-to-applications?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/specify-a-security-standard-for-onboarding-a-new-application?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/specify-a-security-strategy-for-applications-and-apis?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/quiz/urn:li:learningApiAssessment:39948053?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/specify-priorities-for-mitigating-threats-to-data?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/design-a-strategy-to-identify-and-protect-sensitive-data?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/specify-an-encryption-standard-for-data-at-rest-and-in-motion?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-4-design-strategy-for-data-and-applications/quiz/urn:li:learningApiAssessment:39945347?autoplay=true&contextUrn=urn%3Ali%3AlyndaLearningPath%3A6372bd3c498ed7b3f9d55969&resume=false&u=86261762

1. Recommend security best practices by using MCRA in Azure security
benchmarks

Recommend best practices for cybersecurity capabilities and controls (linkedin.com)

Recommend best practices for protecting from insider and external attacks (linkedin.com)

Recommend best practices for Zero Trust security (linkedin.com)

Recommend best practices for Zero Trust Rapid Modernization Plan (linkedin.com)

Chapter Quiz (linkedin.com)

2. Recommend a security methodology by using the cloud adoption
framework (CAF)

Recommend a DevSecOps process (linkedin.com)

Recommend a methodology for asset protection (linkedin.com)

Recommend strategies for managing and minimizing risk (linkedin.com)

Chapter Quiz (linkedin.com)

3. Recommend a ransomware strategy by using Microsoft security best
practices

Plan for ransomware protection and extortion-based attacks (linkedin.com)

Protect assets from ransomware attacks (linkedin.com)

Recommend Microsoft ransomware best practices (linkedin.com)

Chapter Quiz (linkedin.com)

SC-900: Course 1: Core Concepts

1. Security and Compliance Concepts and Methodologies

Overview of the shared responsibility model (linkedin.com)

Understanding defense in depth (linkedin.com)

Principles of the zero trust methodology (linkedin.com)

Overview of encryption and hashing (linkedin.com)

Describe compliance concepts (linkedin.com)

Chapter Quiz (linkedin.com)

Additional References
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https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-best-practices-for-cybersecurity-capabilities-and-controls?resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-best-practices-for-protecting-from-insider-and-external-attacks?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-best-practices-for-zero-trust-security?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-best-practices-for-zero-trust-rapid-modernization-plan?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/quiz/urn:li:learningApiAssessment:46724559?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-a-devsecops-process?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-a-methodology-for-asset-protection?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-strategies-for-managing-and-minimizing-risk?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/quiz/urn:li:learningApiAssessment:46725508?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/plan-for-ransomware-protection-and-extortion-based-attacks?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/protect-assets-from-ransomware-attacks?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/recommend-microsoft-ransomware-best-practices?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-cybersecurity-architect-expert-sc-100-cert-prep-5-recommend-security-best-practices-and-priorities/quiz/urn:li:learningApiAssessment:46727524?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/overview-of-the-shared-responsibility-model?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/understanding-defense-in-depth?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/principles-of-the-zero-trust-methodology?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/overview-of-encryption-and-hashing?autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/describe-compliance-concepts?autoSkip=true&autoplay=true&resume=false&u=86261762
https://www.linkedin.com/learning/microsoft-security-compliance-and-identity-fundamentals-sc-900-cert-prep-1-core-concepts/quiz/urn:li:learningApiAssessment:37880760?autoSkip=true&autoplay=true&resume=false&u=86261762

Links
Prepare for the Microsoft Cybersecurity Architect (SC-100) Certification Exam (linkedin.com)

Getting Started with Microsoft Defender for Cloud Apps - YouTube

#Figures

Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps

Get started with Defender for Cloud Apps

| @ Dashboard
Microsoft Defender for Cloud Apps enables you to take control of your cloud environment by providii
sophisticated analytics to identify and combat cyberthreats across all your cloud services. View the qu
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2= Control v
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Discover
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https://www.linkedin.com/learning/paths/prepare-for-the-microsoft-cybersecurity-architect-sc-100-certification-exam?u=86261762
https://www.youtube.com/watch?v=FbKkh9-Iir8

Dashboard
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Discover
Cloud Discovery dashboard
Discovered apps
Discovered resources
IP addresses
Users

| Cloud app catalog

7 Create snapshot report
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Certificate of Completion
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Microsoft Cybersecurity Architect
Expert (SC-100) Cert Prep: 5 Recommend

Security Best Practices and Priorities
Course completed on May 16, 2023 at 05:18PM UTC « 1 hour 26 min

By continuing to learn, you have expanded your perspective, sharpened your
skills, and made yourself even more in demand.

D‘ms LinkedIn Learning

1000 W Maude Ave
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