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Objective 1:  Design a Zero Trust strategy and architecture 

1. Factors included in Conditional Access 
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2. Entitle Management 

 

3. The Cloud Adoption Framework (CAF) 
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4. Microsoft Sentinel – Enable relevant data connectors 

 

5. Azure Arc 

 



5 
 
 

 

6. Entitle Management 

 

7. Microsoft Cybersecurity Reference Architecture (MCRA) 
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8. Network Security Groups 

 

9. Application Insights 

 

10. Activity Logs track changes that are made to Azure resources 
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11. DMZ 

 

In this context the Hub Network is the LAN. 

12. The mean time to acknowledge (MTTA) 
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13. Designing security with resiliency in mind 

 

14. Defender for Cloud 
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15. Logging Categories 

 

16. Network Watcher 

 

(151) What is Network Watcher and How Did It Get In My Subscription! - YouTube 

https://www.youtube.com/watch?v=aiQX-sOadvQ
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17. Conditional Access 

 



11 
 
 

 

18. Workflow automation tools 

 

19. Zero Trust Rapid Modernization Plan (RaMP) components 
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20. Azure AD Privileged Identity Management includes the ability to create access reviews 

 

21. Privileged Identity Management 
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22. The mean time to remediate (MTTR) 

 

23. Access Packages 

 

24. Foundational design principles included in a Zero Trust architecture 
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25. Azure Logic Apps is a resource type that allows you to create and run workflows 

 

26. The Defender for Cloud Secure Score 
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27. Azure AD DS requires the use of Azure AD password hash synchronization with Azure 

AD Connect. 

 

28. The company security policy states that authentication for cloud services must occur 

in the cloud. 

 

29. Azure AD Pass-through Authentication 
It requires an agent in the on-premises environment to perform the authentication with the local Active 

Directory domain controllers. 



16 
 
 

 

 

30. You are designing a hub and spoke network architecture for an Azure environment. 

 

31. Access reviews enable administrators and group owners to review membership and 

privileged role activation 
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32. A firewall can act as a Layer 7 IDS 
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33. Zero Trust principles 

 

34. Report Reader 
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35. Azure Policy 

 

36. Federated Authentication 

 

Objetivo 2: Evaluate Governance Risk Compliance (GRC) technical 

strategies 
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1. Azure Policy 

 

2. Secure Score 
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3. Risk Response 

 

4. Threat intelligence in Sentinel 
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What is Microsoft Sentinel? | Microsoft Learn 

5. Azure Policy Effects 

 

Azure Policy enables you to create guardrails for your environment, including being able alter or add to a 

deployment when the request is submitted with the Modify, Append, or DeployIfNotExist policy effects. 

https://learn.microsoft.com/en-us/azure/sentinel/overview
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

6. Azure Policy 

 

Azure Policy enables you to create guardrails for your environment, including blocking deployments that 

do not meet requirements. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

7. Defender for Cloud 

 

Defender for Cloud provides a unified view of security, including reporting, recommendations, and 

compliance for an Azure subscription. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud 

8. Rapid Modernization Plan (RaMP) 

 

https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud
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Rapid Modernization Plan (RaMP) can help you define your cloud security posture and provides 

deployment paths for various layers of cloud security. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/2-postures-use-benchmarks 

9. Azure Policy Effects 

 

Azure Policy enables you to create guardrails for your environment, including being able to deny a 

deployment based on an Azure region using the Deny effect in the policy definition. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

10. Defender for Cloud uses MITTRE ATTACK framework 

 

Defender for Cloud correlates recommendations to increase your security posture and provides a 

reference to the MITRE Attack framework for these recommendations. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud 

https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/2-postures-use-benchmarks
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/2-postures-use-benchmarks
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
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Review cloud security posture in Microsoft Defender for Cloud - Microsoft Defender for Cloud | 

Microsoft Learn 

11. Workflow Automation is built into Defender for Cloud 

 

Workflow Automation is built into Defender for Cloud and allows you to create remediation logic, 

including email notifications. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/overview-page
https://learn.microsoft.com/en-us/azure/defender-for-cloud/overview-page
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads
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12. Data sovereignty 

 

Data sovereignty is part of a design solution involving where data will be stored and how the storage 

place affects the laws for that data. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/6-design-for-data-residency-requirements 

13. Azure Automation 

 

Azure Automation accounts allow you to schedule and implement patch management for virtual 

machines. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/2-interpret-compliance-requirements-their-technical-capabilities 

14. Azure Blueprints 

 

Azure Blueprints bundle together ARM templates, Azure policy definitions and assignments, and RBAC 

roles into a single solution. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/6-design-for-data-residency-requirements 

15. Azure Landing Zone 

 

An Azure landing zone (LZ) defines the subscription layout for resources according to the Well-

Architected Framework. 

https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone 

16. Defender for Cloud provides continual assessment 

 

Defender for Cloud provides continual assessment of the resources and configuration of those resources 

in a subscription. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud 

17. Operational compliance processes and the appropriate tools 

 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-

compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities 

 

 

 

https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
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