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Objective 1: Design a Zero Trust strategy and architecture

1. Factors included in Conditional Access
Question 1 of 36

[-] Question Id : SC-100-CP-1-030

Which two factors can be included when configuring a conditional access policy?

Data loss prevention

® O

Device compliance state

®

Multifactor authentication

(u]

Network security groups

Select 2 answers

You answered this question correctly. x

Explanation:
Conditional access policies can include both user and device requirements that can then grant or deny a user access to a cloud application.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/5-secure-conditional-access

2. Entitle Management

Question 2 of 36
[ Question Id : SC-100-CP-1-036

You are planning to review the membership and permissions to an access package assignment. What should you use?

O Conditional access
@ Entitlement management
o Identity Protection

O Privileged |dentity Management

You answered this question correctly.

Explanation:
Access packages are created and reviewed using entitlement manager.

Review: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/ 7-define-identity-governance-for-access-reviews-
entitlement-management



3. The Cloud Adoption Framework (CAF)

Question 3 of 36

[ Question Id : SC-100-CP-1-005

The Cloud Adoption Framework épruvides ‘best practices, tools, and documentation for using the cloud.

Possible answers : [T T

You answered this question correctly.

Explanation:
The Cloud Adoption Framework (CAF) provides best practices, tools, and documentation for using the cloud.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/4-develop-security-requirements-
based-business-goals

4. Microsoft Sentinel — Enable relevant data connectors
Question 4 of 36

[-] Question Id : SC-100-CP-1-021

You are planning to use Microsoft Sentinel for visibility, automation, and orchestration of security monitoring. You need to ensure that you can
establish visibility of third-party virtual appliances in Sentinel. What should you do?

o Create an automation rule.
o Create a playbook.
o Enable incident notifications.

@ Enable relevant data connectors.

You answered this question correctly.

Explanation:
To ensure visibility into third-party events and monitoring, the relevant data connector must be configured so that data is captured into the
underlying Log Analytics workspace.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/5-design-strategy-security-information-
event-management



5. Azure Arc

Which Azure service provides centralized management of Azure and on-premises resources?

@ Azure Arc

O Azure Active Directory
0 Azure Lighthouse

o Azure Policy

You answered this question correctly.

Explanation:
Azure Arc provides hybrid management of resources, whether they are in Azure, on premises, or in other cloud environments.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/7-design-for-hybrid-multi-tenant-
environments

6. Entitle Management

You are planning an identity strategy and need to simplify the onboarding of new user accounts. New accounts should have a bundle of appropriate
permissions based on the department they are joining. What should you use?

o Conditional access
@ Entitlement management

o Identity protection

o Privileged Identity Management

You answered this question correctly. x

Explanation:
Entitlement management includes the ability to create access packages, which can be used to bundle group and permission membership for
new and external users.

Reference: https://learn. microsoft.com/en-us/training/modules/design-identity-security-strategy/7-define-identity-governance-for-access-
reviews-entitlement-management



7. Microsoft Cybersecurity Reference Architecture (MCRA)

Which Microsoft guidance describes how security capabilities integrate with other services and applications?

o Cloud Adoption Framework (CAF)
@ Microsoft Cybersecurity Reference Architectures (MCRA)
o Well-Architected Framework

o Zero Trust Architecture

You answered this question correctly.

Explanation:
The Microsoft Cybersecurity Reference Architectures (MCRA) describes how Microsoft security capabilities integrate with Microsoft services,
including Azure and Office 365, as well as third-party applications.

Reference: https:/flearn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/3-develop-integration-points-
architecture

8. Network Security Groups

You are designing the security architecture of an Azure virtual network and subnets in a hub and spoke configuration. You need to provide Layer 4
security between subnets to restrict certain types of traffic. What should you use?

o Application security groups
o Host groups
@ Network security groups

o Proximity placement groups

You answered this question correctly. x

Explanation:
You should include network security groups between the subnets in order to filter traffic based on protocol, port, or IP address.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/8-design-technical-governance-
strategies-for-traffic-filtering-segmentation



9. Application Insights
Question 9 of 36
[ Question Id : SG-100-CP-1-017

You are planning the logging strategy for an application. You need to collect performance monitoring and custom diagnostics from the application.
Which service logs should you use?

o Activity logging
@ Application Insights

o Azure Active Directory

o Resource logging

You answered this question carrectly. x

Explanation:
Azure Application Insight allows developers to capture exceptions and custom diagnostics for an application running on Azure.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/3-design-log-audit-security-strategy

10. Activity Logs track changes that are made to Azure resources

You are planning the logging strategy for an application. You need to ensure that you can track change operations to resources deployed in your
Azure subscription. Which logs should you monitor?

@ Activity logs
o Application insight logs
o Azure Active Directory logs

o Resource logs

You answered this question correctly.

Explanation:
The Azure activity logs track changes that are made to Azure resources within a subscription at the control plane level.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/3-design-log-audit-security-strategy



11. DMZ

A DMZ 15 a type of network that exists between the Internet and a hub network to provide security segmentation between the two environments.

Possible answers : I LTI

You answered this question correctly. x

Explanation:
A DMZ or perimeter network is a type of network that exists between the Internet and a hub network that typically includes security services,
such as a firewall, to protect the hub network from Internet traffic.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/8-design-technical-governance-
strategies-for-traffic-filtering-segmentation

In this context the Hub Network is the LAN.

12. The mean time to acknowledge (MTTA)

The 1s the time between receiving an alert and a security analyst beginning their investigation.

Possible answers :

You answered this question correctly. x

Explanation:
The mean time to acknowledge (MTTA) is how a security operations team measures the time between when systems generate an alert and the
time that a security analyst begins their investigation of that alert.

Reference: https:/learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/2-understand-frameworks-processes-
procedures

13. Designing security with resiliency in mind
When designing security with resiliency in mind, which two goals should be included?
0O Isolate all business functions.
O Isolate all technical functions.
& Prevent further damage.

& Protect critical operations.

Select 2 answers

You answered this question correctly.
Explanation:
During an incident, it is important to prevent further damage to the environment and protect the critical operations of the business.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/6-design-security-for-resiliency-
strategy

10



14. Defender for Cloud

You plan to deploy on Azure an application that meets PCI compliance. As part of the solution, you need to be able to create alerts and automate
notifications based on this compliance. What should you use?

@ Defender for Cloud
o Log Analytics
o Logic Apps

o Microsoft Sentinel

You answered this question correctly.

Explanation:
Defender for Cloud enables you to monitor the security posture of your Azure subscription based on the Microsoft Cloud Security Benchmark as
well regulatory compliance standards, including those for PCI compliance.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/5-design-strategy-security-information-
event-management

15. Logging Categories

Drag the Azure logging category on the left to the correct definition on the right.

Correct Answers Matching items here:

Activity logs Change tracking for actions performed on resources deployed to Azure

Activity logs

Azure Active Directory reporting

User sign-in activities
Resource logs

Azure Active Directory reporting

Application Insights

Tracks operations that were performed by the individual Azure resource

Resource logs

Application performance monitoring service for web developers

Application Insights

You answered this question correctly.

Explanation:
Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/3-design-log-audit-security-strategy

11



16. Network Watcher

You manage a hybrid Azure/on-premises environment that is connected using a virtual private network (VPN). The VPN tunnel has failed, and you
need to diagnose the connection issues. What should you use?

0 Diagnostic logging
o Log Analytics
o Network Security Group flow logs

@ Network Watcher

You answered this question correctly. x

Explanation:
The Network Watcher service includes a tool that provides VPN connection troubleshooting. This service can be used to diagnose IPsec and
L2TP VPN tunnel connection issues.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/5-design-strategy-security-information-
event-management

(151) What is Network Watcher and How Did It Get In My Subscription! - YouTube

. L Search resources. services. and docs (G+/)

Azure services

. i - (%) s > K7 ®

Create a Virtual Resource Network Azure Active Service Health  Azure compute
resource machines groups Watcher Directory galleries

12


https://www.youtube.com/watch?v=aiQX-sOadvQ

s

) Network Watcher =

Picture in

Microsoft
| 2 bearch | « + Add €} Manageview v () Refresh & ExporttoCSV %% Open query @ Assigntags O Disable
L Subscription equals all Resource group equals all X Location equalsall X i Add filter
i & Getstarted Sk i ki l No grouping v I I == List view
Monitoring () Name +. Subscription T4 Location Ty Resource group Ty
2 ropologx.f o (0 ® NetworkWatcher_centralus Microsoft Azure Sponsorship  Central US NetworkWatcherRG
N Conneﬁ:on mmfw( (¢ ) D £ NetworkWatcher_centrakis Visual Studio Enterprise Subscr- Central US NetworkWatcherRG
0, :or:emcnon :onnor . D B NetworkWatcher_centrakus Pay-As-You-Go (MSDN) Central US NetworkWatcherRG
e Performance Monitor D '9 TR Microsoft Azure Sponsorship EastUS NetworkWatcherRG
Network diagnostic tools D ;9 NetworkWatcher_eastus Pay-As-You-Go (MSDN) EastUS NetworkWatcherRG
B 1P flow verify O 2 nNetworkwatcher_eastus2 Microsoft Azure Sponsorship ~ EastUS 2 NetworkWatcherRG
# NSG diagnostics O 2 NetworkWatcher_northeurope Microsoft Azure Sponsorship  North Europe NetworkWatcherRG
@ Next hop [ & Networkwatcher_northeurope Visual Studio Enterprise Subscr-~ North Europe NetworkWakcherRG

& Effective security rules O B Networkwatcher_southcentralus Microsoft Azure Sponsorship  South Central US NetworkWatcherRG

17. Conditional Access

Question 17 of 36
[ Question Id : SC-100-CP-1-029

provide(s) the ability to grant or deny access to cloud applications based on multiple requirements.

Possible answers :

You answered this question correctly. X

Explanation:
Conditional access allows you to create policies that specify multiple policies for the authentication process to succeed or require additional
conditions to be met to allow a user to connect.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/5-secure-conditional-access

13



18. Workflow automation tools

Drag the workflow automation tool on the left to the correct definition on the right.

Correct Answers Matching items here:
Azure Logic Apps I Provides designer-based workflow automation using connectors.
Azure Logic Apps
Microsoft Defender for Cloud I

Can trigger workflow automation based on changes to regulatory compliance.

Microsoft Sentinel
I Microsoft Defender for Cloud

Provides automation rules and playbooks to facilitate incident management and
orchestrated response.

Microsoft Sentinel

You answered this question correctly.

Explanation:
Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/6-evaluate-security-workflows

19. Zero Trust Rapid Modernization Plan (RaMP) components

You are a designing the security architecture for a hybrid environment with Azure and on-premises resources. You need to include the Zero Trust
Rapid Modernization Plan (RaMP) components in your design. What should you use?

o Cloud Adoption Framework (CAF)
@ Microsoft Cybersecurity Reference Architectures (MCRA)
o Well-Architected Framework

o Zero-Trust Architecture

You answered this question correctly.

Explanation:
The Microsoft Cybersecurity Reference Architectures includes the Rapid Modernization Plan (RaMP), which includes specifics on security
operations for a Zero Trust environment.

14



20. Azure AD Privileged Identity Management includes the ability to create access reviews

‘You are planning to review the privileged access of Azure resource roles. What should you use to create the access review?

o Conditional access
o Entitlement management
o Identity Protection

@ Privileged Identity Management

You answered this question correctly. x

Explanation:
Azure AD Privileged Identity Management includes the ability to create access reviews for Azure resource and Azure Active Directory role
assignments.

Review: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/7-define-identity-governance-for-access-reviews-
entitlement-management

21. Privileged Identity Management

You are planning a privileged identity strategy and need to ensure that privileged accounts have elevated permissions for only a specific period of
time. What should you use?

o Conditional access
o Custom attributes
o Identity Protection

@ Privileged Identity Management

You answered this question correctly. x

Explanation:
Privileged Identity Management allows you to make roles eligible for assignment and then, when they are activated, the roles are only assigned
for a configurable amount of time.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/6-design-strategy-for-role-assignment-
delegation

15



22. The mean time to remediate (MTTR)

The mean time to remediate ls the time between a security analyst beginning their investigation and when the incident is remediated

RGBT PR BT 3S . mean time to remediate,MTTR.time to remediate,time 1o resolution,mean time to resolution |

You answered this question correctly.

Explanation:

The mean time to remediate (MTTR) is the time period between when an analyst begins their investigation into an incident and when that
incident has been remediated.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/2-understand-frameworks-processes-
procedures

23. Access Packages

Aln) is a feature of entitlement management that allows you to bundle group membership and application assignments together.

Possible answers :

You answered this question correctly.

Explanation:

Access packages are a feature of entitlement management that allow you to bundle group membership and application assignments together

with policies and workflow approvals.

Reference: hitps://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/7-define-identity-governance-for-access-
reviews-entitlement-management

24. Foundational design principles included in a Zero Trust architecture
Which two foundational design principles are included in a Zero Trust architecture?
& Assume breach
0O Defensein depth
0O Multifactor authentication

& Verify explicitly

Select 2 answers

You answered this question correctly.

Explanation:

The three foundational principles of a Zero Trust architecture include are verify explicitly, use least-privilege access, and assume breach. Defense

in depth and MFA might be components of the security architecture, but they are not specifically part of Zero Trust.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/2-zero-trust-overview
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25. Azure Logic Apps is a resource type that allows you to create and run workflows

You are planning to automate the notification workflow for new Azure resource events, and you need to identify a platform for creating and running
waorkflows. What should you use?

o Defender for Cloud
Q GrephAPI

@ Logic Apps

o Sentinel

You answered this question correctly. x

Explanation:
Azure Logic Apps is a resource type that allows you to create and run workflows that you design and create.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/6-evaluate-security-workflows

26. The Defender for Cloud Secure Score

Afn) provides a numerical value of the current configuration of resources in a subscription compared against the Center for
Internet Security controls and external benchmarks.

Possible answers :

You answered this question correctly. x
Explanation:

The Defender for Cloud Secure Score measures the existing configuration of resources against the Microsoft Cloud Security Benchmark and the
Center for Internet Security controls to provide a point-in-time reference for how these resources are configured, with security in mind.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/5-design-strategy-security-information-
event-management
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27. Azure AD DS requires the use of Azure AD password hash synchronization with Azure
AD Connect.

You are planning a hybrid on-premises/Azure authentication strategy. The company plans to use Azure Active Directory Domain Services (Azure AD
DS) and synchronize it with Azure Active Directory. Which cloud authentication method should you use?

o Azure AD cloud-only users
@ Azure AD password hash synchronization
o Azure AD Pass-through Authentication

o Federated authentication

You answered this question correctly. x

Explanation:
Azure AD DS requires the use of Azure AD password hash synchronization with Azure AD Connect. This allows the Azure AD DS service to
synchronize with Azure AD.

Reference: hitps://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/4-recommend-secure-authentication-security-
authorization-strategies

28. The company security policy states that authentication for cloud services must occur
in the cloud.

You are planning a hybrid on-premises/Azure authentication strategy. The company security policy states that authentication for cloud services must
occur in the cloud. Which cloud authentication method should you use?

o Azure AD cloud-only users
@ Azure AD password hash synchronization
o Azure AD Pass-through Authentication

o Federated authentication

You answered this question correctly. x

Explanation:
To allow the authentication to stay in the cloud and not be transferred elsewhere, the password of the user account must be synchronized using
Azure AD password hash synchronization.

Reference: https:/flearn.microsoft.com/en-us/training/modules/design-identity-security-strategy/4-recommend-secure-authentication-security-
authorization-strategies

29. Azure AD Pass-through Authentication

It requires an agent in the on-premises environment to perform the authentication with the local Active
Directory domain controllers.
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You are planning a hybrid on-premises/Azure authentication strategy. The company’s security policy states that authentication must be performed in
the on-premises Active Directory environment. Which cloud authentication method should you use?

o Azure AD cloud-only users
o Azure AD password hash synchronization
@ Azure AD Pass-through Authentication

o Federated authentication

You answered this question correctly. x

Explanation:
Azure AD Pass-through Authentication requires an agent in the on-premises environment to perform the authentication with the local Active
Directory domain controllers.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/4-recommend-secure-authentication-security-
autharization-strategies

30. You are designing a hub and spoke network architecture for an Azure environment.

You are designing a hub and spoke network architecture for an Azure environment. You need to identify an available address space to use with the
virtual networks. Which two address spaces can you assign to an Azure virtual network?

®

10.10.0.0/16

169.254.0.0/16

@ O

172.16.0.0/16

o

172.50.0.0/16

Select 2 answers

You answered this question correctly. x

Explanation:
The address spaces 10.10.0.0/16 and 172.16.0.0/16 fall into the RFC 1918 address ranges for private IP addresses and can be used with Azure
virtual networks.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/8-design-technical-governance-
strategies-for-traffic-filtering-segmentation

31. Access reviews enable administrators and group owners to review membership and
privileged role activation
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An) provides a way to ensure that only accounts that need access o a resource are members of a privileged group.

Possible answers :

You answered this question correctly. X
Explanation:

An access review enables administrators and group owners to review membership and privileged role activation to ensure that users do not have
excessive permissions over time.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/7-define-identity-governance-for-access-
reviews-entitlement-management

32. Afirewall can act as a Layer 7 IDS

You are designing a hybrid Azure/on-premises network. You need to ensure that all traffic traverses an intrusion detection system (IDS). What should
you include in the design?

o Application gateway

o ExpressRoute

@ Firewall

o Virtual network gateway

You answered this question correctly. x

Explanation:
A firewall can act as a Layer 7 IDS. An application gateway only has a web application firewall and does not provide full IDS services.
ExpressRoute and virtual network gateways do not provide any IDS capabilities.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/7-design-for-hybrid-multi-tenant-
environmentsrr

20



33. Zero Trust principles

You are designing an architecture that follows the principles of Zero Trust. Drag the Zero Trust principle on the left to the correct definition on the
right.

Correct Answers Matching items here:
Verify explicitly | Authenticate and authorize based on all available data points.
Verify explicitly

Use least-privilege access |

Restrict access using just-in-time access.
Assume breach |

Use least-privilege access

Minimize segment access and blast radius.
Assume breach

You answered this question correctly. x

Explanation:
Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/2-zero-trust-overview

34. Report Reader

You need to ensure that a security analyst can read the audit activity report in Azure AD. The analyst must not have more permissions than necessary
to read the Azure AD audit logs. Which role should you assign to the analyst?

@ Report Reader
o Global Reader
O Security Administrator

o Global Administrator

You answered this question correctly. x

Explanation:
All four roles listed provide the ability to read the Azure AD audit log. However, the role that provides least privilege from those available is the
Report Reader. All other roles would also allow read and/or change access to other audit logs and security configurations.

Reference: https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/3-design-log-audit-security-strategy
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35. Azure Policy

Which Azure service provides methods to implement and manage governance, compliance reporting, security, and cost management?

o Azure Arc

o Azure Active Directory
o Azure Lighthouse

@ Azure Policy

You answered this question correctly. x

Explanation:

Azure Policy provides a way to implement and require resources to meet governance guidelines, enforce consistent deployments, and help
organizations achieve regulatory compliance.

Reference: https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/7-design-for-hybrid-multi-tenant-
environmentis

36. Federated Authentication

You are planning a hybrid authentication strategy using a third-party service for multifactor authentication. Which cloud authentication method should
you use?

o Azure AD cloud-only users
o Azure AD password hash synchronization
o Azure AD Pass-through Authentication

@ Federated authentication

You answered this question correctly. x

Explanation:
Using a third-party service would require AD FS to transfer the authentication to the other identity provider.

Reference: https://learn.microsoft.com/en-us/training/modules/design-identity-security-strategy/4-recommend-secure-authentication-security-
authorization-strategies

Objective 2: Evaluate Governance Risk Compliance (GRC) technical
strategies
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1. Azure Policy
You are implementing security for resources in an Azure subscription. You need to ensure that all virtual machines have a specific extension installed.

What should you use?

o Azure Advisor

@ Azure Policy

o Defender for Cloud

o Microsoft Sentinel

You answered this question correctly. x

Explanation:

Azure Policy enables you to create guardrails for your environment, including using the DeploylfNotExist effect type to deploy additional
components.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-
azure-policy

2. Secure Score

Which component of Defender for Cloud provides insights into a key performance indicator related to how many security recommendations have
been implemented for a subscription?

o Alerts

@ Secure Score
o Security Posture

o Workload protection

You answered this question correctly. x

Explanation:

Secure Score in Defender for Cloud provides you with a key performance indicator (KPI) related to how many recommendations have been
implemented on a subscription.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/7-
postures-use-secure-scores



3. Risk Response

When planning to mitigate risks associates with known threats, in which phase of the risk management process would you tolerate or accept a
known risk?

o Identification

o Assessment

@ Response
o Monitoring

You answered this question correctly.

Explanation:
The risk management process has four phases: identification, assessment, response, and monitoring. Taking an action, even if the action is to
accept the risk, is considered responding to the threat.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/ 6-
interpret-technical-threat-intelligence-recommend-risk-mitigations

4. Threat intelligence in Sentinel

Which tool in Microsoft Sentinel provides context, relevance, and priority to alerts?

o Analytics rules

o Hunting

@ Threat intelligence

o Workbooks

You answered this question correctly. x

Explanation:

Threat intelligence in Microsoft Sentinel provides additional information around an alert so that security advisors can come to a solution faster.
Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/6-
interpret-technical-threat-intelligence-recommend-risk-mitigations
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You are implementing security for resources in an Azure subscription. You need to ensure that each resource has a default cost center tag applied if

the resource was deployed without a cost center tag. Which two Azure Policy effects should you use?

& Append
0 Audit
0O AuditIfNotExist

& DeploylfNotExist

Select 2 answers

You answered this question correctly.

Explanation:

Azure Policy enables you to create guardrails for your environment, including being able alter or add to a deployment when the request is

submitted with the Modify, Append, or DeploylfNotExist policy effects.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/ 5-design-validate-implementation-of-

azure-policy

Azure Policy enables you to create guardrails for your environment, including being able alter or add to a
deployment when the request is submitted with the Modify, Append, or DeploylfNotExist policy effects.
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/5-design-validate-implementation-of-azure-policy

6. Azure Policy

You are implementing security for resources in an Azure subscription. You need to ensure that storage accounts cannot be deployed with HTTPS
disabled. What should you use?

o Azure Advisor
@® AzurePolicy
o Defender for Cloud

o Microsoft Sentinel

Azure Policy enables you to create guardrails for your environment, including blocking deployments that

do not meet requirements.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/5-design-validate-implementation-of-azure-policy

7. Defender for Cloud

You are implementing security for resources in an Azure subscription that are subject to SOC TSP regulatory compliance. You need to identify
recommendations and reports for the compliance of these resources. What should you use?

o Azure Advisor
o Azure Policy

@ Defender for Cloud

o Microsoft Sentinel

Defender for Cloud provides a unified view of security, including reporting, recommendations, and
compliance for an Azure subscription.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud

8. Rapid Modernization Plan (RaMP)

[-) Question Id : SC-100-CP-1-046

helps you define how to establish a cloud security posture and provides guidance for deployment paths.
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Rapid Modernization Plan (RaMP) can help you define your cloud security posture and provides
deployment paths for various layers of cloud security.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-
technical-strategies-to-manage-risk/2-postures-use-benchmarks

9. Azure Policy Effects

You are implementing security for resources in an Azure subscription. You need to ensure that Azure resource deployments using an Azure region
that has not been approved are not deployed. Which Azure Policy component should you configure?

o Array

o Assignment
@ Effect
o Location

Azure Policy enables you to create guardrails for your environment, including being able to deny a
deployment based on an Azure region using the Deny effect in the policy definition.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/5-design-validate-implementation-of-azure-policy

10. Defender for Cloud uses MITTRE ATTACK framework

Which framework does Defender for Cloud use to allow you to identify security recommendations based on specific tactics?

o Cloud Adoption Framework
@ MITRE ATTACK
(Q MITRE DEFEND

o Well-Architected Framework

Defender for Cloud correlates recommendations to increase your security posture and provides a
reference to the MITRE Attack framework for these recommendations.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-
technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
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11. Workflow Automation is built into Defender for Cloud

You need to configure an email notification when a new recommendation appears in Defender for Cloud. What should you configure?

0 Azure Functions

o Azure Monitor

o Workbooks

@ Workflow Automation

Workflow Automation is built into Defender for Cloud and allows you to create remediation logic,
including email notifications.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads
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12. Data sovereignty

éData sovereignty mandates that data is stored in and under the legal jurisdiction of the countrv or region where the data is located.

Data sovereignty is part of a design solution involving where data will be stored and how the storage
place affects the laws for that data.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/6-design-for-data-residency-requirements

13. Azure Automation

You are planning operational compliance for an organization. You need to ensure that security updates are scheduled and applied to virtual
machines. Which tool should you use?

0 Azure Advisor

o Azure Blueprints
o Azure Policy

Azure Automation accounts allow you to schedule and implement patch management for virtual
machines.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/2-interpret-compliance-requirements-their-technical-capabilities

14. Azure Blueprints

gbundle Arzure Resource Manager templates, Azure Policy, and role assignments into a single container.

Azure Blueprints bundle together ARM templates, Azure policy definitions and assignments, and RBAC
roles into a single solution.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-
strategy/6-design-for-data-residency-requirements

15. Azure Landing Zone

An Azure ?Ilandmg zone is a multi-subscription diagram of an Azure environment that plans for security and other aspects of the Well-Architected

Framework at enterprise scale.

An Azure landing zone (LZ) defines the subscription layout for resources according to the Well-

Architected Framework.
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-
technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone

16. Defender for Cloud provides continual assessment

Which tool should you use to continually assess the resources in a subscription for security configuration and vulnerability issues?

o Azure Advisor

o Azure Policy

@ Defender for Cloud
o Microsoft Sentinel

Defender for Cloud provides continual assessment of the resources and configuration of those resources
in a subscription.

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-
technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud

17. Operational compliance processes and the appropriate tools

Drag each operational compliance process to the appropriate tool to use to configure that process.

Correct Answers Matching items here:

Patch management | Azure Automation

Patch management

Policy enforcement |

Azure Policy
Environment configuration |

Policy enforcement

Resource configuration |

Azure Blueprints

Environment configuration

Desired State Configuration

Resource configuration

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-requlatory-
compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
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Objective 3- Design security for infrastructure
1. The Security Compliance Toolkit

You are defining the baseline for endpoints. You need to test and edit the Microsoft-recommended baselines for Windows clients. What should you

use?
o Azure Advisor
O Defender for Cloud
0 Microsoft Purview
@ Security Compliance Toolkit

The Security Compliance Toolkit allows you to test and edit the Microsoft-provided security baselines
and customize them for your environment.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/2-specify-security-baselines-for-server-client-endpoints

2. Key Vault Contributor

o Contributor

o Owner

o Key Vault Administrator

@ Key Vault Contributor

The Key Vault Contributor role provides management access to Key Vault but not access to the data
stored in Key Vault.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/6-design-strategy-manage-secrets-keys-certificates
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3. Shared access signatures

o Access keys

o Azure AD service principal

o Managed identity

A shared access signature (SAS) in a storage account can be set with an expiration date so that a new SAS
token is required to access the storage account.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/8-specify-security-requirements-for-storage-workloads

Create storage account

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead

X »
(US) West US 2
Standard Premium
StorageV2 (general purpose v2)

Read-access geo-redundant storage (RA-GRS)
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- trevorsullivan5

Overview

Activity log

Tags

Diagnose and solve problems
Access Control (IA

Data transfer

Settings

Open in Explorer Refresh Delete Feedback

Classic alerts in Azure Monitor is announced to retire in 2021, it is recommen: that yo

rules to retain alerting functionality with the new alerting platform. For more information,

Essentials

Standard/Hot

Primary S dary: Available Read-access g

trevorsullivan5 | Shared access signature

14 cventcs
Storage Explorer (preview)
Settings
Access keys

Geo-replication

A shared access signature (SAS) is a URI that grants restricted access rights to Azure Storage resources. You can
provide a shared access signature to clients who should not be trusted with your storage account key but whom
you wish to delegate access to certain storage account resources. By distributing a shared access signature URI
to these clients, you grant them access to a resource for a specified period of time

An account-level SAS can delegate access to multiple storage services (i.e. blob, file, queue, table). Note that
stored access policies are currently not supported for an account-level SAS
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trevorsullivan5 | Shared access signature

An account-level SAS can delegate access to multiple storage services (i.e. blob, file, queue, table). Note that
stored access policies are currently not supported for an account-level SAS
4 cventss
Storage Explorer (preview)
Settings
¥ Access keys
Geo-replication

CORS

Configuratior

09/15/2020 1:34:27 PM

9/15/2020 9:34:27 PM

(UTC-07:00 ntain Time (US & Canada)
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Allowed protos

HTTPS only HTTPS and HTTP

ynnection string

BlobEndpoint=https.//trevorsullivan5.blob.core.windows.net/;,QueueEndpoint=https://trevorsullivan5.que .

2sv=2019-12-12&ss=b&srt=colisp= 9-19T03:34:27Z&st = ( &spr=http

https://www.youtube.com/watch?v=0PX1eW1sCGg

4. Remote Connectivity Options

Drag each remote connectivity option for a Windows virtual machine on the left to the correct definition on the right.

Correct Answers Matching items here:

Azure Bastion | HTML5-based web client that uses port 443 externally |

Azure Bastion |

Just-in-time VM access |

Dynamically creates a network security group rule to allow remote desktop access with a

Traditional RDP | prompt for justification

Just-in-time VM access |

Requires an open port on a network security group to allow remote desktop access |

Traditional RDP |
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Azure Bastion uses an HTML5 connection in a web browser to remotely access the desired VM. JIT VM
access, part of Defender for Servers, dynamically creates an NSG rule and has a prompt for why you are
connecting to the VM. Traditional RDP requires port 3389 to be open in the NSG.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/7-secure-remote-access

Azure vm just in time access | azure vm jit | azure jit vm access

(& vm-pragimtech | Connect

’ na ) ) his VM, =
& o
W Activity log RDP SSH  BASTION
"R Access itrol (IAM .
Connect with RDP
6 T-“)" To connect to your virtual machine via RDP, select an P address, optionally change the port number, and download the
RDP file
f Diagnose and solve problems
IP address *
Settings Public IP address (20.55.8.53 v
8 Networking
& o Port number *
& Connect 3389
8 Disks Download RDP File
B Size
Can't connect?
@ Security
& Test your connectior
® Advisor recommendations
> Troubleshoot RDP connectivity issues
%] Extensions

@ Continuous delivery
® Availability + scaling

& Configuration
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@® vm-pragimtech | Networking X

Virtual machine
« & Attach network interface ¥ Detach network interface
B Overview . vm-pragimtechd47
B Activitylog IP configuration ©
A Access control (IAM) | ipconfig! (Primary) v
@ B @ Network Interface: vm-pragimtechd47  Effective security rules  Topology
& Diagnose and solve problems Virtual network/subnet: rg-test-vnet/default  NIC Public IP; 20.55.8.53  NIC Private IP: 10.0.04  Accelerated networking: Disabled

2 Inbound

portrules Outbound port rules  Application security groups  Load balancing
& Networking =
@ Network security group vm-pragimtech-nsg (attached to network interface: vm-pragimtechd47) _

# Connect Impacts 0 subnets, 1 network interfaces
® Disks Priority Port Protocol Source Destination Action

Home > vm-pragimtech

(¢ vm-pragimtech | Connect

Virtual machine

I A Search (Ctrl+/) I & o This VM has a just-in-time access policy. Select “Request access" before connecting.
B Overview -
B Activity log RDP  SSH  BASTION
Access control (IAM|
ke AN Connect with RDP
@ Tags You need to request access to connect to your virtual machine. Select an IP address, optionally change the port
ber, and select “Request access". L
} Diagnose and solve problems mBeS Requ R
IP address *
Settings | Public IP address (20.55.8.53) v
& Networking Port number *
& Connect [ 3389 |
8 Disks Source IP @
B size My P Other IP/IPs J

© Security
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Request access .

vm-pragimtech

Please select the ports that you would like to open per virtual machine.

Port Toggle Allowed Source IP IP Range Time range (hours)
7 vim-pragimtech
oo - o @ i) Homwse ol s
vm-pragimtech447
IP configuration ©
[ ipconfig1 (Primary) v
@ Interf: pragimtech447 Effective security rules Topology
Virtual g-test-vnet/def: NIC Public IP: 20.55.8.53 NIC Private IP: 10.0.0.4  Accelerated networking: Disabled

Inbound port rules  Outbound port rules  Application security groups Load balancing

@ Network security group vm-pragimtech-nsg (attached to k interface: vm-pragimtech447)
Impacts O subnets, 1 network interfaces
Priority Name Port Protocol Source Destination Action
1000 & SecurityCenter-JTRule_1590716750.9€0.. 3389 Any ‘ 10004  Deny

38



Home > vm-pragimtech

vm-pragimtech | Configuration

Virtual machine

[,0 Search (Ctrl+/) ] « save X Discard
B Overview = Just-in-time VM access
=] Activity log To improve security, enable a justf-time access.

Enable just-in-time

A Access control (IAM)

¢ T 0 Just-&-time VM access secures your VM's management ports and grants access on-demand, for a limited time period, to pre-
2 Di and solve probl approved IP addresses. Learn more about just-in-time access ('
Settings
2 Networking Licensing
Connect
s . | confirm | have an eligible Windows 10 license with multi-tenant hosting rights. *
& Disks
a Review multi-tenant hosting rights for Windows 10 compliance
Size

@ Security Proximity placement group
® Proximity placement group @
W R

Home > vm-pragimtech

@® vm-pragimtech | Networking
Virtual machine

« & Attach network interface 5% Detach network interface
B Overview = vm-pragimtech447
B Actiity log IP configuration ©
A2 Access control (IAM) | ipconfig1 (Primary) v
@ Togs @ r Effective security rules  Topology
& Diagnose and solve problems Virtual network/subnet: rg-test-vnet/default NIC Public IP: 20.55.8.53 NIC Private IP: 10.0.04  Accelerated networking: Disabled

Inbound i i il

portrules  Outbound port rules  Application security groups  Load balancing

R Networking =

@ Network security group vm-pragimtech-nsg (attached to network interface: vm-pragimtechd47) _
& Connect Impacts 0 subnets, 1 network interfaces
® Disks Protocol Source Destination Action
@ Security Any Any

Any © Alow 3

https://www.youtube.com/watch?v=Il-geFrA73mw&t=335s
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5. Access to Azure SQL Database using private endpoints on a virtual network

You are designing connectivity for a developer who works from various remote locations. The developer needs their device to have access to Azure
SQL Database using private endpoints on a virtual network. What should you do?

O Deploy an Azure Bastion host in the same virtual network as the private endpoint.
O Deploy a network security group and associate it with the network interface of the private endpoint.
@ Deploy a virtual network gateway and configure a point-to-site VPN.

0 Deploy a virtual network gateway and configure a site-to-site VPN.

If the developer will be in different remote locations, a P2S VPN would allow the developer to connect
securely regardless of their location. Because Azure SQL Database is using a private endpoint, it would
not be accessible to the public and must be on the network.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/7-secure-remote-access

Azure Point-to-Site VPN with Azure AD Authentication and MFA

https://www.youtube.com/watch?v=UrOWNjnXJru

Point to Site Authentication Methods

Certificate
Self-signed or from an enterprise certificate authority.

RADIUS
Integration with Windows Active Directory.

Azure AD authentication
Supports MFA

Step 1: Deploy the Gateway
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4 Create a resource New

A rome
(i Dashboard
= [0 wnet gatewst 1
= Al services
No results were found.
* FAVORTES b e vope—
PY Get l Windows Server 2016 Datacenter
Windows Virtusl Desktop Quickstarts « tutorials
@ Avp Senics Al + Machine Leaming Ubuntu Server 18.04 LTS
‘ Learn more
B Log Anadtics workspaces Blockchain Web App
& Recovery Services vauns ¥ .
+ Creme s resource Create virtual network gateway
A Home
® Resource group © WestNetworkRG (derived from virtual network's rescwrce group)
= Al services
Instance details
* FAVORTES
. Name® | WestGW1 v]
@ Windows Virtual Deskicp —— (s westus v |
@ Application insights
e Gateway type * © ® von O expresshoute
& VPN type* O (®) route-based (O Policy-based
D Log Anadytics workspaces o) | VpnGw! v |
& Recovery Senvices vains o F - v
B A resources
Virtual network * (O [ westvnver 2
© Recent Create virtusl network
T Subscriptions
@ Only virtusl networks in the currently selected subscription and region are lated.

Gateway subnet address range * (| 1013024 e — "1

P —
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Generation (0 | Generation1 v]

Virtual network * | WestyNet v |
Create virtual network

@ Only virtusl networks in the currently selected subscription and region ace listed.

e TR
Gateway subnet address range * 0 (| 101254027 ) v|

Public IP address

Step 2: Give admin consent

Dashboard > ciraltos (Default Directory) >
g3 \Enterprise applications | All applications

(Detautt Dwectory) - Azure

« 4 Newappication  ZZ Columns O Got feedback?

@ Ty cut the rew Erterprne Aps Search preven! Cick 1o enabie the previea. —»

Application Type Applications status Application visibility
[(Enterprise Appications v ] | Any v [any v |

| Fiest 50 shown, 10 search all of your applications. enter a display name or the application 1D.

Homepage URL Object 1D
Rty focahost 3000/ logn

hetp// aute com/devops

hetps/ www.microsoft com

Need the tenant ID
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Step 3: Create the P2S Connection
e

Virtual networks =
craitos (Detautt Dwectory)

4 add @ manageview v O Retesh & Bporttocsy O Asgnugs QO Feedback

Filter by name... ipton == Pay-As-You-Go (MSON) Resource group == ol X Location == all X g Add fiter
«  Showing 1to 2 of 2 records. (Nogrouping

The above is the Vnet where we created the Gateway.
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Dashboard > Virtual networks > WestVNet >
&g WestGW1 | User VPN configuration

Virtusal network gateway
| £ Search (Crrie/) | « B seve X Discard & Downioad VPN client
8 Overview B Address .
B Achylog | 172162 .|
1 % Access control (1AM)
° Tunnel type
ot FOpuMN(SﬂJ v]
& Disgnose and solve problems
Settings Authentication type

() Ansre contificate () RADIUS authentication (@) Azuee Active Directory

Configure the Client now

l Dashboard > Virtual networks > WestVNet >
g WestGW1 | User VPN configuration

m——— .

| £ Search (Ctrt+/) & see X Discard \& Dowsload VPN cient
Q Overvew | Address poot * \
B Achaykg | 172162540124 S vl
1 "0 Access control (1AM)
° Tunnel type
e | OpenVPN (SSL) v

& Disgnose and sobve problems
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Azure VPN Client Free

Wi

You can get it from the MS Store.

A virtual private network (VPN) connection gives you a more secure
connection to your network and the internet. Please create a new

ection or select an exisiting connection to continue
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VN Server

.
aAruregatrwasy "4

Server Vahdation

e e Irdamaten
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Chent Authentication




Werr's Pet

aruregateway -b1090011-13

Arwre Actrwe Dwvectony

Enable MFA

i Azure VPN | Overview

B Overview Properties
Marage

Applicatson 1D

top v
Object 1D
2
Getting Started
Mes
%5 - 1. Assign users and groups gj 2. Provision User Accounts

Astanre
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'I Dashboard > ciraltos (Default Directory) > Enterprise applications | All applications > Azure VPN | Conditional Access >

New
Condmonal access polcy

Control user access based on conditional
access policy to bring signals together, to
policies. Learn more

[M «]

Restrict VPN to a Group
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- Dashboard > ciraltos (Default Directory) > Enterprise applications | All applications >

1|1 Azure VPN | Properties

Enterpnse Apphcation

« [ swe X Discard @ Detete O Got feedback?

B Overview 3 =
in? N )
- Sua e ewuﬁmmm Jo) - -
- Name O Azure VPN
Manage
U Properties Homepage URL (0
& Ownrers Loge O
& Users and groups ) G
® Provisioning
C  Self-service
Applcation ID O
Security " ;
Object 1D O

& Conditional Access

Q Token encrypticn Visible to users? ()

Actraity
D signins

https://www.youtube.com/watch?v=UrOWNjnXJrU

6. For Linux VMs, you can deploy the Defender for Endpoint agent

You are configuring a security baseline for Linux virtual machines in Azure. You need to identify a solution to protect the VM from viruses and
malware. What should you do?

o Configure Azure Disk Encryption on the operating system disk.
o Configure a network security group on the VM network interface.
o Deploy a firewall to the same virtual network as the VM.

@ Deploy the Microsoft Defender for Endpoint agent.

For Linux VMs, you can deploy the Defender for Endpoint agent to protect the machine from viruses and
malware.
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Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/3-specify-security-baselines-for-iaas-services

7. Azure Policy

You are configuring a security baseline for Azure Kubemetes Services (AKS) in Azure. You need to extend the Gatekeeper admission controller
enforcements in AKS. What should you configure?

@ Azure Policy

O Azure Container Registry
o DaemonSet

o Vulnerability assessments

Azure Policy extends the Gatekeeper service in AKS to apply at-scale enforcements and safeguards for an
AKS cluster.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/10-specify-security-requirements-for-container-orchestration

Next- Video#: Azure Update Manager with Azure Policies
https://www.youtube.com/watch?v=DalEsoAzUoY

8. System-assigned managed identity

You deploy Azure Key Vault in your subscription and import a trusted certificate. You need to ensure that an application running in a virtual machine
can retrieve the certificate from Key Vault. The access must not allow users to retrieve the certificate. What two actions should you perform?

O Create a new application registration.

O Create a new enterprise application.

& Create a new Key Vault access policy

& Create a system-assigned managed identity.
A system-assigned managed identity should be created on the VM, and a new access policy should be
created using that same identity with the appropriate permissions.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/6-design-strategy-manage-secrets-keys-certificates
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9. App protection policy

Your organization has a bring-your-own-device policy for employees. Employees need to access Outlook using their mobile devices without enrolling
the devices. What should you do?

@ Create a new app protection policy.
o Create a new configuration policy.
o Create a new compliance policy.

o Create a device enroliment policy.

An app protection policy can protect registered applications by requiring security features on the
applications even if a device is not enrolled.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-
server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients

10. Enroll the device

o Create a new app protection policy.
o Create a new configuration policy.

o Create a new compliance policy.

@ Enroll the device.

The device of a new employee will not be enrolled. For the existing configuration and compliance
policies to apply, the device must be enrolled.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/4-specify-security-requirements-for-mobile-devices-clients
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11. Defender for Cloud

You are designing security for PaaS services in Azure. Which service provides guidance and recommendations for these services based on the Center
for Internet Security (CIS)?

O Azure App Services
@ Defender for Cloud
O Defender for Office 365

O Microsoft Sentinel

Defender for Cloud provides guidance and recommendations from the Center for Internet Security (CIS)
for various PaaS services in Azure.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/2-specify-security-baselines-for-paas-services

12. Azure disk encryption

You are configuring a security baseline for Linux virtual machines in Azure. You need to ensure that VMs are encrypted using dm-crypt. What should
you configure?

@ Azure Disk Encryption

o Azure Key Vault
o Azure Storage Account
o Defender for Cloud

Azure Disk Encryption uses dm-crypt to encrypt the operating system and data disks on a Linux VM.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/3-specify-security-baselines-for-iaas-services
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13. Security baseline

You need to create and apply a group of configuration settings for mobile devices. What should you create?

o App protection policy
o Compliance policy
o Conditional access policy

@ Security baseline

A security baseline defines the security configuration for client devices, including mobile devices.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-
endpoints/2-specify-security-baselines-for-server-client-endpoints

14. Defender for Identity

Defender for can monitor vour domain controllers and analvze the data for attacks and threats.

Defender for Identity has a sensor that can be installed on AD DS domain controllers that can capture
and parse network traffic and Windows events for attacks and threats.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-
server-client-endpoints/5-specify-requirements-active-directory-domain-services

15. Security baseline

You are configuring a security baseline for Windows virtual machines in Azure. You need to ensure that VMs are encrypted using BitLocker. What
should you configure?

@ Azure Disk Encryption
o Azure Key Vault

o Azure Storage Account
o Defender for Cloud

Azure Disk Encryption uses BitLocker to encrypt the operating system and data disks on a Windows VM.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/3-specify-security-baselines-for-iaas-services
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16. Defender for Cloud and vulnerability assessments

Defender for Cloud can provide recommendations and alerts, and it can perform é\'u].nerabllit_v assessments Efur Paa5 services such as Azure SQL Database and Azure

Container Registry.
Defender for Cloud can provide recommendations and alerts, and it can perform vulnerability
assessments for PaaS services such as Azure SQL Database and Azure Container Registry.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/2-specify-security-baselines-for-paas-services

17. Security baseline

You are configuring a security baseline for Windows virtual machines in Azure. You need to identify a solution to protect the VM from viruses and
malware. What should you do?

0 Configure Azure Disk Encryption on the operating system disk.
0 Configure a network security group on the VM network interface.
o Deploy a firewall to the same virtual network as the VM.

@ Deploy the Microsoft Antimalware for Azure VM extension.
For Windows VMs, you can deploy the Microsoft Antimalware for Azure extension to the VM to protect
the machine from viruses and malware.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-
saas-services/3-specify-security-baselines-for-iaas-services

Objective 4: Design a strategy for data and applications
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1. Azure AD B2B

You are designing identity security for an application. You need to allow access to other organizations using their identity systems. What should you
use?

@ Azure AD B2B

Q ArzurenpBC
o Managed identities

o Third-party services

You answered this question correctly. X

Explanation:

Azure AD B2B allows you to connect with other organizations and use their identity systems to configure authentication for your application.
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-
application

Azure AD B2B, also known as Azure AD Business-to-Business collaboration, is a
feature within Microsoft Entra External ID that allows organizations to securely share
resources and collaborate with external users. This means you can invite partners,
vendors, or customers to access your applications and services without needing to
create accounts within your own Azure Active Directory (Azure AD) tenant.
Here are some key benefits of using Azure AD B2B:
Simplified collaboration: External users can access your resources using their existing
credentials, eliminating the need for them to create new accounts or manage multiple
passwords.
Increased security: Azure AD B2B provides granular access controls, allowing you to
grant specific permissions to external users based on their needs. Additionally, you can
leverage multi-factor authentication (MFA) to further enhance security.
Reduced costs: By avoiding the need to create and manage additional user accounts,
Azure AD B2B can help you save time and money.
Improved user experience: External users can access your resources from any device,
anywhere in the world. They also have a single sign-on (SSO) experience, meaning
they can access all their authorized resources without having to re-enter their
credentials.
Here are some of the ways Azure AD B2B can be used:

e Share files and folders with external collaborators.

e Grant access to internal applications and services.

55



¢ Enable external users to participate in Teams meetings.

¢ Invite partners to collaborate on projects.

e Provide customer support through Azure AD B2B guest accounts.
If you are looking for a secure and efficient way to collaborate with external users, Azure
AD B2B is a great option.
Here are some additional resources you may find helpful:

e Microsoft Entra B2B collaboration overview: https://learn.microsoft.com/en-

us/entra/external-id/what-is-b2b

o What Is Microsoft Azure AD B2B?: https://learn.microsoft.com/en-us/entra/external-

id/add-users-administrator
e Azure AD, B2B, B2C Puzzled Out - What is Azure Active Directory?:
https://learn.microsoft.com/en-us/entra/external-id/hybrid-cloud-to-on-premises

External collaboration settings

S SRS

Home > SeoRod Consulting INC. | External Identities > External Identities

£33 External Identities | External collaboration settings

SeoRod Consulting INC. - Microsoft Entra ID

‘f’ Search | « & save X Discard

L5 Ovenview o Email one-time passcode for guests has been moved to All Identity Providers. =
B Cross-tenant access settings
O Guest users have limited access to properties and memberships of directory objects
& Allidentit: id . . .
\dentity proviers @ Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

@ External collaboration settings

# Diagnose and solve problems Guest invite settings

Self-service sign up Guest invite restrictions @
Learn more
[=

Custom user attributes . i o . " . .
O Anyone in the erganization can invite guest users including guests and nen-admins (most inclusive)

< All API connectars O Member users and users assigned to specific admin roles can invite guest users including guests with member permissions
1! Custom authentication extensions @ Only users assigned to specific admin roles can invite guest users
(Preview) O Mo one in the organization can invite guest users including admins (most restrictive)
E‘. User flows
Enable guest self-service sign up via user flows ()
Subscriptions Learn more

Linked subscriptions | Yes m“

Lifecycle management .
External user leave settings

A -
5 Terms of use Allow external users to remove themselves from your organization (recommended) (©

W Access reviews Learn mare
l: Yes No :
Troubleshooting + Support L T

4l New support request Collaboration restrictions

A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked. Learn more.

@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)
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External Identities | Cross-tenant access settings

Organizational settings Default settings Microsoft cloud settings

(D Modifying default settings impact all collaboration with other Microsoft Entra tenants. Click here to learn how to identify your existing inbound and autbound collaborations. 2

Default settings apply to all external Microsoft Entra tenants not listed on the organizational settings tab. These default settings can be modified but not deleted.
Learn more [

Inbound access settings

f Edit inbound defaults

Type Applies to Status

B2B collaboration External users and groups All allowed
B2B collaboration Applications All allowed
B2B direct connect External users and groups All blocked
B2E direct connect Applications All blocked
Trust settings Nj& Disabled

Outbound access settings

f Edit outbound defaults

Type Applies to Status
B2E collzboration Users and groups All allowed
B2B collzboration External applications Al allowed

External Identities | All identity providers

Home > SecRod Consulting INC. | External Identities > External Identities

=s External Identities | All identity providers -

SeoRod Consulting INC. - Microsoft Entra ID

[© search |« }- Google t Facebook + apple - Mew SAMLAVS-Fed IdP 57 Got feedback?

HE Overview

KXl cross-tenant access settings Configured identity providers
& Al identity providers MName

£82 External collaboration settings Microsoft Entra ID

#< Diagnose and solve problems microsoft Account

Self service sign up Emazil one-time passcode

[22] Custom user attributes

SAML/WS-Fed identity providers

<>  All APl connectors
[© search by domain name

! Custom authentication extensions
(Preview)

Display name Configuration
<l= User flows wou have not added a SAML/WS-Fed identity provider
subscriptions
Linked subscriptions
Lifecycle management
B2 Terms of use
E Access reviews
Troubleshooting + Support

&£ mMNew support request



What is Azure B2C?

Azure Active Directory B2C (Azure AD B2C) is a customer identity access management
(CIAM) solution offered by Microsoft. It helps organizations manage the sign-up, sign-in,
and access for external users, typically customers, partners, or consumers, to their web
and mobile applications.

Here are some key features of Azure AD B2C:

White-labeled authentication: Customize the user experience with your own branding
and colors.

Multiple sign-in options: Support social login with Facebook, Google, Twitter, etc.
Multi-factor authentication (MFA): Enhance security by requiring a second factor of
authentication.

Self-service password reset: Allow users to reset their passwords without needing
assistance from IT.

Conditional access policies: Grant access to specific users based on pre-defined
conditions.

Scalability: Support millions of users and billions of authentications per day.

Here are some of the benefits of using Azure AD B2C:

Improved user experience: A more personalized and convenient experience for your
customers.

Increased security: Enhanced security with features like MFA and conditional access.
Reduced costs: Reduced IT overhead by eliminating the need to manage user accounts
manually.

Faster time to market: Quickly launch new applications and services without needing to
build your own authentication infrastructure.

Here are some of the use cases for Azure AD B2C:

E-commerce websites: Allow customers to sign up, sign in, and manage their accounts.
Online gaming platforms: Enable players to create accounts, manage profiles, and make
purchases.

Mobile apps: Securely authenticate users and provide access to content and features.
Customer portals: Provide a self-service portal for customers to access account
information and request support.

Here are some additional resources you may find helpful:

Azure Active Directory B2C documentation: https://learn.microsoft.com/en-

us/azure/active-directory-b2c/
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o Whatis Azure Active Directory B2C?: https://learn.microsoft.com/en-

us/entra/architecture/resilience-b2c

o Azure AD B2C Pricing: https://azure.microsoft.com/en-us/pricing/details/active-directory-

external-identities/
| hope this information gives you a good overview of Azure AD B2C. Please let me
know if you have any other questions.

nome >

A Azure AD B2C »

CertToday.com

F Search ‘ « /} Troubleshoot f—lj Got feedback?
k Overview v Essentials
Manage

. This is not an Azure AD B2C directory. To create a new B2C directory & manage your consumer identities in the cloud, click the articles belo
% App registrations

Il company branding

o Learn more about Azure —|— Create an Azure AD B2C
[52] User attributes AD B2C tenant
A Users Use Azure AD B2C as your customer Start using Azure AD B2C to

identity and access management authenticate to your apps today!

R Roles and administrators X
solution today!

B Get started
Policies Get started

Security

» Authentication methods (Preview)
Activities

B Audit logs

2. VMs can use Azure Disk Encryption with customer-managed keys for encrypting data at
rest

Figure: VM Disk Encryption
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< G ()  https/portal.azure.com/# @lumagatena.com/resource/subscription A

P Search resources, services, and docs (G+/) Bl

Dashboard > Virtual machines > SYNCO1
T~ Create a resource p— o e

= Disk settings -
ﬁ Home T SYNCO1 @ Directory: Lumagate In
EL) pashboard

Ultra disk
=N Enable Ultra disk compatibility @
*  FAVORITES

B8 All resources

Encryption settings

() Resource groups s N ~
Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks. Learn more about Azure Disk
Encryption.

K virtual machines

B sQL servers Disks to encrypt ®
None v
& sQL databases ] o,
None
== Storage accounts
Os disk

@ Application gateways
OS and data disks
@ App Services

&% Firewall Manager
@ Firewalls

B Firewall Policies

4> Virtual networks

©Q Azure Sentinel

» Azure Active Directory

B accntinkibhaica il

3. Microsoft Threat Modeling Tool

You are designing identity security for an application. You need to analyze and mitigate security issues for the application. What should you use?

o Defender for Cloud
o Microsoft Sentinel
@ Microsoft Threat Modeling Tool

o OWASP Ruleset

Microsoft Threat Modeling Tool helps you design an application, analyze threats, and
mitigate any identified security issues.

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling

2- Evaluate the application design progressively
Analyze application components and connections and their relationships. Threat

modeling is a crucial engineering exercise that includes defining security requirements,
identifying and mitigating threats, and validating those mitigations. This technique can
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be used at any stage of application development or production, but it's most effective
during the design stages of a new functionality.

Popular methodologies include:

e STRIDE:

Spoofing

Tampering
Repudiation
Information Disclosure
Denial of Service
Elevation of Privilege

o O O O O O

Microsoft Security Development Lifecycle uses STRIDE and provides a tool to assist with
this process. For more information, see Microsoft Threat Modeling Tool.

e Open Web Application Security Project (OWASP) has documented a threat
modeling approach for applications.

Integrate threat modeling through automation using secure operations. Here are some
resources:

e Toolkit for Secure DevOps on Azure.
e Guidance on DevOps pipeline security by OWASP.

4. OWASP

The ?D‘.\’ASP has documented a threat modeling approach for web applications.

Possible answers :

The Open Web Application Security Project (OWASP) has documented a threat
modeling approach for web applications.

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling
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5. Service and Type of Encryption

Drag the Azure service type on the left to the correct data security action on the right.

Correct Answers Matching items here:
App Service | Reqguest encryption for client connection requests.
App Service

Database |

Require transparent data encryption 1o be enabled.
Storage account |
Database

Use Azure Storage Service Encryption for data at rest.

Storage account

6. A sensitive information type with exact data match can use existing data to train the
DLP policies.

You need to identify information that might be stored in documents that contain employee IDs. The solution must include using existing data to
inform the data loss prevention policies. What should you create?

Encryption keys

Role-based access control

@ 0O O

Sensitive information types

Exact data match

®

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-
data/3-to-identify-protect-sensitive-data

7. Azure Application Gateway

Azure Application Gateway is a region-based service that can be deployed in front of web applications to provide load balancing and web application firewall (WAF)

capabilities.

Possible answers :

Azure Application Gateway provides load balancing and WAF services at a regional
level.

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application
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8. Phases of the DevOps life cycle

Place the phases of the DevOps life cycle in the correct sequence.

Correct Answers Matching items here:

Plan | #1

Plan
Develop |

#2
Deliver |

Develop
Operate |

#3

Deliver

#4

Operate

The four phases of the DevOps life cycle are Plan, Develop, Deliver, and Operate.
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/2-specify-security-strategy-apis

9. DLP Policy components
You are creating data loss prevention policies for your organization. Which two components should you include in a policy?
O Encryption keys
O Role-based access control
& Sensitive information types
E s

Sensitivity labels

A policy can include sensitive information types, sensitivity labels, retention labels, and
trainable classifiers.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data
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10. Conditional Access App Control

Your organization uses a third-party cloud application. You need to ensure that authentication sessions are routed through Azure AD. What should
you use?

@ Conditional Access App Control
O Defender for Cloud
0 Information Protection

0 Microsoft Sentinel

Conditional Access App Control allows you to force authentication through Azure AD
Conditional Access before accessing the third-party app.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data

11. Microsoft Purview Data Map

Your organization uses Azure Data Lake, Azure Files, and Azure SQL Database. You need to identify sensitive data and automatically apply labels to
content. What should you use?

o Rights Management Connector
o Defender for Cloud
@ Microsoft Purview Data Map

o Microsoft Sentinel

You answered this question correctly. x

Explanation:
Microsoft Purview Data Map can identify sensitive information and automatically apply labeling to that information.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
Microsoft Purview Data Map: Discovering and Governing Your Enterprise Data

Microsoft Purview Data Map is a cloud-native platform that helps organizations
discover, classify, and govern data across their entire data estate, both on-premises
and in the cloud. It plays a crucial role in data governance by providing a centralized
view of your data landscape, enabling you to:

Discover data:
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Automatically scan and identify sensitive data across various data sources, including
databases, file systems, and cloud applications.

Catalog data assets with detailed information such as data lineage, ownership, and
access controls.

Identify and track data movement across your organization.

Classify data:

Apply sensitivity labels to data based on its business value and regulatory compliance
requirements.

Leverage built-in classification rules or create custom rules to meet your specific needs.
Automate data classification for improved efficiency and consistency.

Govern data:

Enforce access controls to ensure that only authorized users can access sensitive data.
Monitor data usage and activity to detect suspicious behavior or data breaches.
Implement data lifecycle management policies to ensure that data is retained and
disposed of according to legal and regulatory requirements.

Benefits of using Microsoft Purview Data Map:

Improved data visibility: Gain a comprehensive understanding of your data landscape
and identify data assets that may be hidden or forgotten.

Enhanced data security: Protect sensitive data by applying appropriate access controls
and classification labels.

Simplified data governance: Streamline your data governance processes with automated
discovery, classification, and monitoring capabilities.

Reduced compliance risk: Meet regulatory compliance requirements by ensuring that
your data is managed responsibly.

Cost optimization: Identify and eliminate unused or redundant data to reduce storage
costs.

Microsoft Purview Data Map is a valuable tool for any organization that needs to
improve its data governance practices. It helps you to discover, classify, and govern

your data effectively, leading to better data security, compliance, and cost management.
Here are some additional resources that you may find helpful:

Microsoft Purview Data Map documentation: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map

Benefits of using Microsoft Purview Data Map: https://learn.microsoft.com/en-

us/training/purview/
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e Microsoft Purview pricing: https://azure.microsoft.com/en-us/pricing/details/purview/
| hope this information gives you a good overview of Microsoft Purview Data Map.
Please let me know if you have any other questions.

Microsoft Purview Data Map Demo Videos

Here are some helpful demo videos about Microsoft Purview Data Map:
Official Microsoft Purview Videos:
e Microsoft Purview: Data Governance Made Easy
(https://m.youtube.com/watch?v=Sb9uJLtXDGo) This video provides a brief overview of

Microsoft Purview and its key features, including Data Map.
e Microsoft Purview Data Map: Discover, Classify, and Govern Your Data
(https://m.youtube.com/watch?v=27bA4KFIEKK) This video demonstrates how you can

use Purview Data Map to discover, classify, and govern your data across various
sources.

e Microsoft Purview Data Map: Quickstart #5 - Data Map and Register Sources
(https://m.youtube.com/watch?v=2080SKeB1Xq) This video provides a step-by-step

guide on how to set up Purview Data Map and register your data sources.
Additional Videos:
e Azure Purview | Map, Discover, and Find Insights Across Data Sources
(https://m.youtube.com/watch?v=27bA4KFiEKK) This video by Microsoft MVP Wolfgang
Platz provides a comprehensive overview of Azure Purview, including Data Map, data

lineage, and data catalog features.

e Learn Live - Microsoft Purview Data Governance
(https://m.youtube.com/watch?v=Sb9uJLtXDGo) This video by Microsoft MVP Thomas
Maurer goes through a live demonstration of Purview Data Governance features,

including Data Map and data lineage.
o How to explore your data estate using the Microsoft Purview data catalog
(https://m.youtube.com/watch?v=cNCehZcePug) This video by Microsoft Azure Data &

Al MVP Mark Kromer focuses on exploring your data estate using the Purview Data
Catalog, which is closely integrated with Data Map.
Other Resources:
e Microsoft Purview Data Map documentation: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map
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e Microsoft Purview Data Map quickstart: https://m.youtube.com/watch?v=2080SKeB1Xg

e Microsoft Purview Data Map best practices: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map
These resources should provide you with a good understanding of Microsoft Purview
Data Map and how it can be used to discover, classify, and govern your data.

12. STRIDE

Drag each STRIDE category on the left to the correct definition on the right.

Correct Answers Matching items here:
Spoofing | Accessing and using another user's authentication information
Spoofing
Tampering
Maliciously modifying data
Repudiation |

Tampering

Information disclosure |

Performing an action without a way to trace it
Denial of Service | Repudiation

Elevation of Privilege | Exposing information to users who do not have proper authorization

Information disclosure

Denying availability to valid users

Denial of Service

Escalating permissions to a higher level than they should be for the user

Elevation of Privilege

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-
for-applications/4-understand-application-threat-modeling

13. Mitigate SQL Injection — Azure Application Gateway

You deploy an application to an Azure app service. You need to mitigate the threat of SQL injection on the app. What should you do?

@ Deploy Azure Application Gateway
o Deploy Azure Firewall
o Configure a private endpoint on the app service

o Enable TLS on the app service
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Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application

Deploying an Azure Application Gateway

There are several ways to deploy an Azure Application Gateway, depending on your
familiarity with Azure and your desired level of automation. Here are three common
methods:
1. Azure portal:
This is the simplest method and is suitable for beginners. However, it can be time-
consuming for complex deployments.
Steps:
1. Open the Azure portal and navigate to Create a resource.
2. Search for "Application Gateway" and select it.
3. Choose the desired pricing tier (Basic, Standard, or WAF) and resource group.
4. Configure the application gateway settings, including:
o Name
o Location
o Virtual network and subnet
o Public IP address
o Frontend IP configurations
o Backend pools and backend address pools
o Routing rules and listeners
5. Review your settings and click Create.
2. Azure Resource Manager (ARM) templates:
This method is more efficient for deploying complex application gateways and allows for
greater control over the configuration. However, it requires familiarity with ARM
templates.
Steps:
1. Create an ARM template for your application gateway using a text editor or IDE.
2. Define the desired configuration in the template, including the same settings as the
Azure portal method.
3. Use the Azure CLI or PowerShell to deploy the template.
3. Infrastructure as Code (laC) tools:
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laC tools like Terraform or Bicep offer a declarative way to manage your application
gateway infrastructure. This method is ideal for automating deployments and ensuring
consistency across environments.
Steps:

1. Define the desired application gateway configuration in your IaC code.

2. Run the IaC code to deploy the application gateway.
Additional resources:

o Deploy an application gateway using the Azure portal: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/

o Deploy an application gateway using ARM templates: https://learn.microsoft.com/en-

us/azure/templates/microsoft.network/applicationgateways

e Deploy an application gateway using Terraform:
https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/applicatio
n_gateway

e Microsoft Azure Application Gateway documentation: https://learn.microsoft.com/en-

us/azure/application-gateway/

o Start with a simple configuration and gradually add complexity as needed.
o Use Azure Resource Manager templates or laC tools to automate deployments.
o Test your application gateway thoroughly before deploying it to production.
e Monitor your application gateway performance and usage.
Remember, the specific steps may vary depending on your specific needs and
environment.

Aqui te dejo algunas opciones de video demo en Youtube acerca de Azure Application
Gateway:
Espafiol:
e Microsoft Azure Application Gateway - Tutorial en Espafiol
(https://m.youtube.com/watch?v=DjNPHetdIQo)
e Configuracion paso a paso de Azure Application Gateway
(https://m.youtube.com/watch?v=8DcTdIKTM64)
e Aplicacion Gateway en Azure | Configuracion Basica
(https://m.youtube.com/watch?v=S0SumOEQAaY)
Inglés:
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Microsoft Azure Application Gateway: Load-Balancing Solution
(https://m.youtube.com/watch?v=8DcTdIKTM64)

Azure Application Gateway Demo Setup - Code Samples
(https://m.youtube.com/watch?v=DjNPHetdIQo)

Microsoft Azure Application Gateway: Discover, Classify, and Govern Your Data
(https://m.youtube.com/watch?v=DjNPHetdIQo)

Ademas de los videos, también te dejo algunos recursos adicionales que te pueden ser

utiles:

Microsoft Azure Application Gateway documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/

Deploy an application gateway using the Azure portal: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/

Deploy an application gateway using ARM templates: https://learn.microsoft.com/en-

us/azure/templates/microsoft.network/applicationgateways

Microsoft Azure Application Gateway best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/

Espero que esta informacién te sea de utilidad.

14. Microsoft Information Protection SDK

Your organization uses third-party apps and services that store sensitive data. You need to identify and apply sensitivity labels to the data stored in
these services. What should you use?

o
@)
®
o

Defender for Cloud

Microsoft Defender for Cloud Apps

Microsoft Information Protection SDK

Microsoft Sentinel

Microsoft Information Protection SDK allows you to extend sensitivity labels to third-
party apps and services.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data
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15. Principle of least privilege

Which security methodology limits the damage that a single account can do?

o Defense in depth

o Escalation of privilege
@ Principle of least privilege
o Repudiation

The principle of least privilege limits the damage that a single account can do in an
environment.

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling

16. Security strategy for Azure SQL Database

You are designing a data security strategy for Azure SQL Database. Which two actions should you include?

Ensure that Azure Disk Encryption uses keys from Azure Key Vault.

@ O

Ensure that dynamic data masking is configured for users.

u])

Ensure that Service Fabric secrets are stored in a managed hardware security module (HSM).

®

Ensure that transparent data encryption (TDE) is enabled.

TDE and dynamic data masking should both be configured for Azure SQL Database in a

security baseline.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/2-prioritize-mitigating-threats-to-data
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17. Data Classification Capability

Drag the data classification capability on the left to the correct definition on the right.

Correct Answers Matching items here:
Sensitive information type | Uses a built-in or customized regular expression with keywords, confidence levels, and
proximity.
Trainable classifiers | Sensitive information type

Data classification | Uses pattern matching to identify possible sensitive data.

- Trainable classifiers
Policies |

Items that have been identified with an appropriate sensitivity label.

Data classification

The defined behavior after data has been classified with a sensitivity label.

Policies

18. Azure Front Door

Azure Front Door provides load balancing and WAF services at a global level.
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application

19. Azure AD B2C

‘You are designing identity security for an application. You need to allow external access for users with their personal Microsoft accounts. What
should you use?

Q AzuenDB2B
@® AzuenDB2C
o Managed identities
o Third-party services

Azure AD B2C allows you to connect with external users via their personal accounts,
including Microsoft accounts.

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application

is a global service that can be deployed in front of web applications to provide load balancing and web application firewall (WAF) capabilities.
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20. Trainable Classifier

You need to identify information using examples of data that might be sensitive instead of using pattern matching. What should you use?

o A custom sensitive information type
@ A trainable classifier
o A sensitivity label

o A retention label
You can use a trainable classifier with sample data rather than using pattern matching
to identify sensitive information.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data

21. Authenticate using a managed identity

Which method provides a secure access strategy with auditing for Azure SQL Database?

@ Authenticate using a managed identity
0 Authenticate using a connection string
o Connect using a private endpoint

0 Connect using the public DNS name

Authenticating with an identity provides secure access and an audit trail for the identity.
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application
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22. A custom sensitive information type

You need to identify information that might be stored in documents that contain employee IDs. What should you create?
@ A custom sensitive information type
o A trainable classifier
o A sensitivity label

o A retention label

A custom sensitive information type allows you to identify data based on a pattern and
confidence level that you set.

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data

Objective 5: Recommend security best practices and priorities

1. Requirements for a DevSecOps process

You are designing the requirements for a DevSecOps process for your organization. What are two security requirements that you should include in the
plan and develop phase?

Application security testing

@ 0

Pre-commit hooks

®R

Threat modeling

o

Security acceptance testing

Threat modeling and pre-commit hooks should be included as part of a CI/CD
DevSecOps process for application development.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-
methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process

Pre-commit hooks are scripts that run automatically before you commit your code to a
version control system (VCS), like Git. They act as a last line of defense before your
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code goes live, helping to ensure that it meets certain coding standards and quality
criteria.
Here are some key points about pre-commit hooks:
What they do:
e Pre-commit hooks can perform various tasks, including:
o Running linters and code formatters: These tools check your code for
stylistic errors and enforce consistent formatting.
o Running unit tests: These tests verify that your code is functionally correct.
o Checking for security vulnerabilities: These tools scan your code for
potential security risks.
o Validating commit messages: These tools ensure that your commit
messages are clear and informative.
e They can be configured to run locally on your machine or on a remote CI/CD
server.
e They can be written in various scripting languages, such as Python, Ruby, and
JavaScript.
e They can be customized to meet your specific project requirements.
Benefits:
e Improved code quality: Pre-commit hooks help you identify and fix errors and
inconsistencies in your code before you commit it.
e Increased efficiency: By automating repetitive tasks like code formatting and
linting, pre-commit hooks can save you time and effort.
e Enhanced collaboration: Pre-commit hooks can help to ensure that everyone on
your team is following the same coding standards.
o Reduced risk of errors: By catching errors before they are committed, pre-commit
hooks can help to prevent bugs and security vulnerabilities.
Examples of popular pre-commit hooks:
e Black: A Python code formatter.
o Flake8: A Python linter and code checker.
o Prettier: A code formatter for various languages.
e ESLint: A JavaScript linter and code checker.
e Git hooks: A framework for managing pre-commit hooks.
How to get started:
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e There are various tools and libraries available for managing pre-commit hooks.
Some popular options include:
o pre-commit: A Python framework for managing pre-commit hooks.
o husky: A Git hook management tool.
o lint-staged: A tool for running linters on staged files.
o Start by researching and choosing a suitable pre-commit hook management tool
for your project.
o Define the desired pre-commit hook tasks and configure them in your project's
settings.
e Test your pre-commit hooks to ensure they are working correctly.
Overall, pre-commit hooks are a valuable tool for improving code quality, increasing
efficiency, and fostering collaboration within your team. By taking the time to set up and
use pre-commit hooks effectively, you can significantly enhance your development
workflow and deliver better quality software.

Threat Modeling

Threat Modeling Explained

Threat modeling is a proactive approach to identifying and mitigating security risks in
your system. It involves analyzing your system from an attacker's perspective,
considering how they might exploit vulnerabilities to achieve their goals. By identifying
these potential threats, you can take steps to prevent them from happening.
Here are some key points about threat modeling:
What it is:
e Astructured process for identifying, analyzing, and mitigating security threats in a
system.
e Helps you identify vulnerabilities, attack vectors, and potential impacts of security
breaches.
e Can be applied to various systems, including applications, websites, networks, and
software.
Benefits:
o Improved security: Proactively identifies and mitigates security risks before they can be
exploited.
e Reduced costs: Saves money by preventing security breaches and data breaches.
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e Increased compliance: Helps you comply with industry regulations and standards.
o Better decision-making: Provides insights into security risks to inform security
investments and resource allocation.
Key steps of the threat modeling process:
Define the scope: What system or application are you modeling?
Identify assets: What data or resources need protection?
Identify threats: What are the potential threats to your assets?

>N =

Identify vulnerabilities: What are the weaknesses that could allow attackers to exploit
your system?

Analyze attack vectors: How could attackers exploit vulnerabilities to reach your assets?
Evaluate risks: How likely are the threats to occur and what is the potential impact?
Mitigate risks: Implement controls to prevent or mitigate the identified threats.

© N o o

Document and maintain: Document your threat model and update it regularly as your
system evolves.
Popular threat modeling methods:
o STRIDE: Spoofing, Tampering, Repudiation, Information Disclosure, Denial-of-service,
Elevation of privilege.
o PASTA: Process, Attack Surface, Threat Actors, Security Architecture.
o Trike: Attacker Motivation, Capabilities, Targets.
Resources:
e OWASP Threat Dragon: https://www.threatdragon.com/

e Microsoft Threat Modeling Tool: https://learn.microsoft.com/en-

us/azure/security/develop/threat-modeling-tool-getting-started

e SANS Security Reading Room - Threat Modeling: https://www.sans.org/white-
papers/1646/
By understanding and implementing threat modeling practices, you can significantly
improve your security posture and protect your valuable assets from potential threats.
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2. Zero Trust

Afn) Z

approach to security is defined as part of the Microsoft Cybersecurity Reference Architecture (MCRA).

Possible answers :

You answered this question correctly.

Explanation:
A Zero Trust security approach is recommended as part of the Microsoft Cybersecurity Reference Architecture (MCRA).

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/4-recommend-for-zero-trust-security

Zero Trust: Never Trust, Always Verify

What is Zero Trust?

Zero Trust is a security framework that assumes no user or device is inherently
trustworthy, inside or outside the network. It requires continuous verification and
authorization for every access request, regardless of its origin. This approach contrasts
with the traditional perimeter-based security model, which relies on implicit trust within
the network and focuses on securing the network boundary.

Key principles of Zero Trust:

Least privilege access: Users are granted only the minimum access necessary to
perform their specific tasks.

Continuous verification: Users and devices are constantly verified and authorized using
multiple factors, including multi-factor authentication and risk-based assessments.
Micro-segmentation: The network is divided into smaller segments with limited access
controls, minimizing the impact of a breach.

Data-centric security: Sensitive data is protected wherever it resides, not just at the
network edge.

Benefits of Zero Trust:

Improved security: Reduces the risk of successful cyberattacks by minimizing the attack
surface and eliminating implicit trust.

Increased agility: Enables secure access to applications and resources from anywhere,
on any device.

Enhanced compliance: Helps meet regulatory requirements for data security and
privacy.

78



e Reduced costs: Eliminates the need for expensive perimeter security solutions.
Implementing Zero Trust:
o Identify your assets and risks: Determine what data and resources need protection and
what the potential threats are.
o Implement multi-factor authentication: Require additional factors beyond passwords for
user authentication.
e Segment your network: Divide your network into smaller zones with restricted access.
e Use a cloud-based identity platform: This provides centralized management of user
identities and access controls.
e Monitor and audit activity: Continuously monitor activity and log data for potential threats.
Resources:
e Microsoft Zero Trust guidance: https://learn.microsoft.com/en-

us/azure/security/fundamentals/zero-trust

o National Institute of Standards and Technology (NIST) Zero Trust Architecture:
https://www.cisa.gov/zero-trust-maturity-model

e Zero Trust Security Alliance: https://cloudsecurityalliance.org/zt/
Zero Trust is a critical security strategy in today's dynamic threat landscape. By
adopting a Zero Trust approach, you can significantly improve your security posture and
protect your valuable assets from unauthorized access.

3. OWASP threat modeling

You are designing the security requirements for a web application. You need to identify a sample of nontechnical questions to begin defining the
requirements. What should you use?

o Microsoft Cloud Security Benchmark (MCSB)
o Microsoft Cybersecurity Reference Architecture (MCRA)

@ OWASP threat modeling

o Microsoft Sentinel

OWASP threat modeling provides simple nontechnical questions that can help you
begin the process of defining security requirements for a web app.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-
methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process
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OWASP Threat Modeling: Proactively Securing Your Applications

Threat modeling is a crucial practice in software development, helping you identify and
mitigate potential security risks before they can be exploited by attackers. OWASP
(Open Web Application Security Project) provides a framework and methodologies
specifically tailored to web applications, making it an invaluable tool for developers and
security professionals.
What is OWASP Threat Modeling?
OWASP Threat Modeling is a structured approach to identifying, analyzing, and
mitigating security threats in web applications. It leverages methodologies like STRIDE
(Spoofing, Tampering, Repudiation, Information Disclosure, Denial-of-Service, and
Elevation of Privilege) and PASTA (Process, Attack Surface, Threat Actors, Security
Architecture) to systematically assess vulnerabilities and attack vectors.
Benefits of OWASP Threat Modeling:
o Improved security: Proactive identification and mitigation of security risks before they
can be exploited.
e Reduced costs: Saving money by preventing security breaches and data leaks.
¢ Enhanced compliance: Helping organizations comply with industry regulations and
standards.
o Better decision-making: Providing insights into security risks to inform security
investments and resource allocation.
Key Steps of OWASP Threat Modeling:
Define the scope: Identify the web application or system you are modeling.
2. ldentify assets: Recognize the data and resources that need protection within the
application.
3. Decompose the application: Break down the application into its functionality and
components for detailed analysis.
4. Identify threats: Using STRIDE or similar methodologies, brainstorm potential threats to
each identified asset.
5. Identify vulnerabilities: Analyze each component for weaknesses that could enable
attackers to exploit the identified threats.
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6. Analyze attack vectors: Determine the sequence of steps an attacker might take to
exploit vulnerabilities and access the assets.

7. Evaluate risks: Assess the likelihood of each threat occurring and its potential impact on
the assets.

8. Mitigate risks: Implement controls and countermeasures to address the identified
vulnerabilities and mitigate the associated risks.

9. Document and maintain: Document your threat model and update it regularly to reflect
changes in the application and its environment.

OWASP Resources:
o OWASP Threat Dragon: https://owasp.org/www-community/Threat Modeling

o STRIDE Methodology: https://owasp.org/www-community/Threat Modeling Process

o PASTA Methodology: hitps://owasp.org/www-pdf-archive/AppSecEU2012 PASTA.pdf

e OWASP Threat Dragon Guide: https://owasp.org/www-community/Threat Modeling
By embracing OWASP Threat Modeling, you can proactively secure your web
applications and build a more resilient and robust software ecosystem. Remember,
security is not just a feature, it's a fundamental building block of any successful
application.

4. Azure policy

You are designing the asset protection requirements for your cloud environment. You need to be able to audit and automatically remediate any
servers that do not have the Log Analytics agent installed on them. What should you use?

@ Azure Policy
o Bicep
O Resource locks

o Microsoft Sentinel

You answered this question correctly. x

Explanation:

Azure Policy allows you to create policies that audit and automatically deploy other templates if something does not already exist.
Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/ 3-
recommend-methodology-for-asset-protection

Azure Policy: Enforcing Governance and Compliance in the Cloud
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Azure Policy is a powerful tool within the Azure platform that helps organizations
enforce governance and compliance requirements for their cloud resources. It allows
administrators to define rules and conditions that govern the creation, deployment, and
operation of resources within their Azure subscriptions.

Here are some key features and benefits of Azure Policy:

Features:

o Policy definitions: These pre-built or custom rules define what is allowed and not allowed
within your Azure environment.

o Policy effects: These specify what happens when a policy rule is violated, such as
denying the creation of a resource, logging a warning, or automatically remediating the
issue.

o Policy initiatives: These group related policy definitions for easier management and
enforcement.

o Compliance assessment: Provides visibility into compliance with your defined policies
and identifies any violations.

¢ Audit logging: Tracks policy activity and resource changes to ensure accountability and
transparency.

Benefits:

o Enforces governance: Ensures resources are provisioned and configured according to
organizational standards and best practices.

¢ Improves compliance: Helps meet regulatory requirements and industry standards.

e Reduces risks: Minimizes the chances of security vulnerabilities and configuration errors.

o Automates enforcement: Automates policy enforcement, freeing up administrative time
and resources.

e Enhances consistency: Ensures consistent configuration across all resources within a
subscription.

Types of Azure Policy definitions:

e Regulatory compliance: These policies are designed to meet specific regulatory
requirements, such as PCI DSS or HIPAA.

e Resource governance: These policies enforce best practices for resource usage and
configuration.

o Security: These policies help improve security posture by restricting access and enabling
essential security features.
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o Cost management: These policies optimize resource utilization and help control cloud
spending.
Getting started with Azure Policy:
o Identify your governance and compliance requirements.
e Review the built-in Azure Policy definitions for relevant options.
e Create custom policy definitions to address specific needs.
e Assign policies to subscriptions, resource groups, or individual resources.
e Monitor policy compliance and address any violations.
Resources:
e Azure Policy documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-policy/

o List of built-in policy definitions: https://learn.microsoft.com/en-
us/azure/governance/policy/samples/
e Azure Policy best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-policy/
By implementing Azure Policy effectively, organizations can enhance their cloud
governance and compliance posture, leading to a more secure, efficient, and cost-
effective Azure environment.

5. DevSecOps: Security requirements

You are designing the requirements for a DevSecOps process for your organization. What are two security requirements that you should include in the
build and test phase?

O Application security testing
O Dependency management
& Infrastructure scanning
& Security acceptance testing
Select 2 answers
You answered this question correctly. x
Explanation:
Infrastructure scanning and security acceptance testing should be included as part of a CI/CD DevSecOps process for application development.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/ 2-
recommend-devsecops-process
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DevSecOps: Security Requirements

DevSecOps is a software development methodology that integrates security practices

throughout the entire software development lifecycle (SDLC), from planning and design

to deployment and operation. This approach aims to shift security from being an

afterthought to a core part of the development process, resulting in more secure and
reliable software.

Security requirements in DevSecOps can be broadly categorized into three main types:
1. Procedural Requirements:

Security training: All team members involved in the SDLC should receive regular security
training to stay updated on current threats and best practices.

Threat modeling: Conduct threat modeling exercises to identify potential vulnerabilities
and attack vectors early in the development process.

Security testing: Integrate automated and manual security testing tools throughout the
SDLC to identify and fix vulnerabilities.

Security code reviews: Conduct regular code reviews with a focus on security best
practices and coding standards.

Vulnerability management: Implement a process for identifying, tracking, and
remediating vulnerabilities in a timely manner.

Incident response: Develop and test an incident response plan to effectively respond to
security incidents.

2. Technical Requirements:

Secure coding practices: Developers should follow secure coding practices to minimize
the introduction of vulnerabilities into the code.

Static code analysis: Integrate static code analysis tools to identify potential security
vulnerabilities before code is deployed.

Dynamic application security testing (DAST): Conduct DAST scans to identify
vulnerabilities that can be exploited during runtime.

Software composition analysis (SCA): Identify and manage vulnerabilities in open-
source libraries and dependencies.

Infrastructure as code (laC) security: Secure your infrastructure by using laC tools and
enforcing security best practices.

Encryption: Use encryption to protect sensitive data at rest and in transit.
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o Identity and access management (IAM): Implement strong IAM controls to restrict
access to resources based on the principle of least privilege.
3. Cultural and Organizational Requirements:
o Security champions: Identify and empower security champions within the organization to
advocate for security practices.
o Security awareness: Promote a culture of security awareness among all team members.
o Shared responsibility: Define clear roles and responsibilities for security throughout the
SDLC.
e Continuous monitoring: Continuously monitor systems and applications for suspicious
activity.
e Metrics and reporting: Track security metrics and report on progress regularly.
o Automation: Automate security tasks wherever possible to improve efficiency and
consistency.
The specific security requirements for your organization will depend on various factors,
such as your industry, regulatory compliance needs, and risk tolerance. However,
implementing these general categories of security requirements can significantly
improve the security posture of your DevSecOps practices and deliver more secure
software.
Additional Resources:
e OWASP DevSecOps Verification Standard: https://owasp.org/www-project-devsecops-

verification-standard/

o NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops/publications

e Microsoft DevSecOps Guide: hitps://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/
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6. Azure AD |dentity Protection

Your organization is defining security policies for a migration to the cloud. You need to recommend a tool to use for identifying the use of stolen
account credentials. What should you use?

@ Azure AD Identity Protection
o Defender for Identity
o Defender for Office 365

o Microsoft Sentinel

You answered this question correctly. x

Explanation:
Azure AD Identity Protection provides insights for stolen account credentials.

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/3-recommend-for-protecting-from-insider-external-attacks

Azure Active Directory Identity Protection

Azure AD ldentity Protection is a comprehensive identity security solution that helps
organizations prevent, detect, and respond to identity-based threats. It utilizes machine
learning algorithms and real-time risk assessments to identify suspicious activity and
protect against compromised identities.
Key features of Azure AD Identity Protection:
Prevention:
o Conditional Access: Enforces granular access controls based on user identity, location,
device, and risk level.
o Multi-Factor Authentication (MFA): Requires an additional verification factor beyond
username and password for secure logins.
o Password Protection: Enforces strong password policies and prevents password
spraying attacks.
o |dentity Risk Detection: Analyzes user behavior and identifies anomalies that might
indicate compromised identities.
e Account Security: Protects against account takeover attempts and automatically blocks
suspicious activities.
Detection:
o Real-time Risk Assessments: Continuously evaluates user sign-in attempts and assigns
a risk level based on various factors.
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Sign-in Logs: Provides detailed information about user sign-in attempts, including
location, device, and risk level.

User Risk Profiles: Analyzes user behavior and assigns a risk score based on their
activity patterns.

Machine Learning: Utilizes advanced algorithms to detect unusual and potentially
malicious activities.

Response:

Adaptive Authentication: Automatically prompts users for MFA or blocks access based
on the assessed risk level.

Investigation Tools: Provides tools to investigate suspicious activities and identify the
root cause of security incidents.

Automated Remediation: Automatically blocks compromised accounts or takes
corrective actions based on predefined policies.

Reporting and Alerts: Generates reports and sends alerts about suspicious activities and
security incidents.

Benefits of using Azure AD ldentity Protection:

Improved security: Protects against a wide range of identity-based threats, including
phishing attacks, account takeover attempts, and password spraying.

Reduced risk of data breaches: Identifies and mitigates threats before they can lead to
data breaches and other security incidents.

Enhanced compliance: Helps organizations comply with industry regulations and data
privacy laws.

Increased user productivity: Seamless and secure access to applications and resources
without compromising security.

Reduced administrative overhead: Automates security tasks and simplifies threat
detection and response.

Getting started with Azure AD Identity Protection:

Enable Identity Protection in your Azure AD tenant.

Configure conditional access policies to enforce MFA and other access controls.
Implement strong password policies and enforce regular password changes.
Monitor user activity and investigate suspicious activity alerts.

Utilize reporting tools to gain insights into identity-related risks.

Resources:
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e Azure AD ldentity Protection documentation: https://learn.microsoft.com/en-us/defender-

for-identity/what-is

e Azure AD Conditional Access documentation: https://learn.microsoft.com/en-

us/entra/identity/conditional-access/

e Azure AD Multi-Factor Authentication documentation: https://learn.microsoft.com/en-

us/entra/identity/authentication/
By implementing Azure AD ldentity Protection, organizations can significantly enhance
their security posture and protect their valuable assets from identity-based threats.

7. Microsoft Cloud Security Benchmark (MCSB)

Your organization is defining security policies for a migration to the cloud. Which resource should you recommend to use for technical and
nontechnical security controls?

o Cloud Adoption Framework (CAF)
@ Microsoft Cloud Security Benchmark (MCSB)
o Microsoft Cybersecurity Reference Architecture (MCRA)

o Well-Architected Framework (WAF)

You answered this question correctly. x

Explanation:
Microsoft Cloud Security Benchmark (MCSB) provides both technical and nontechnical security controls to follow for best practices in the cloud.

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/2-recommend-for-cybersecurity-capabilities-controls

Microsoft Cloud Security Benchmark (MCSB)

The Microsoft Cloud Security Benchmark (MCSB) is a comprehensive guidance
document that provides best practices and recommendations for securing your
workloads, data, and services across Azure and your multi-cloud environment. It serves
as a successor to the Azure Security Benchmark (ASB), which was rebranded in
October 2022 to offer a broader scope encompassing multi-cloud security
considerations.
Key features of MCSB:

e Prescriptive best practices: Offers prescriptive guidance on securing your cloud

resources with actionable recommendations.
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Multi-cloud focus: Expands beyond Azure to address security considerations for multi-
cloud deployments.

Control mapping: Maps controls to relevant regulations and compliance requirements,
facilitating compliance efforts.

Risk-based prioritization: Categorizes controls based on their risk impact, allowing for
effective prioritization.

Continuous improvement: Regularly updated to reflect evolving technologies and
security threats.

MCSB structure:

Control categories: Organized into six main categories:

o ldentity and Access Management

o Network Security

o Data Protection

o Endpoint Security

o Infrastructure Security

o Threat Protection and Detection
Controls: Each category encompasses specific controls with detailed descriptions,
implementation guidance, and resources.
Compliance mappings: Controls are mapped to relevant compliance standards and
regulations, such as HIPAA, PCI DSS, and SOC 2.

Benefits of using MCSB:

Improved security posture: Provides a comprehensive roadmap for securing your cloud
environment and mitigating security risks.

Enhanced compliance: Helps you comply with industry regulations and data privacy
laws.

Reduced costs: Optimizes security investments by focusing on the most critical controls.
Increased agility: Enables secure and efficient cloud deployments.

Standardized approach: Offers a consistent and repeatable approach to cloud security
across your organization.

How to use MCSB:

Review the MCSB document and familiarize yourself with the controls.
Assess your current security posture against the MCSB controls.
Identify and prioritize the controls that are most relevant to your organization and risk
profile.
89



¢ Implement the prioritized controls and measure your progress.
e Monitor your cloud environment for threats and vulnerabilities.
e Regularly review and update your security posture based on the latest MCSB guidance
and evolving security threats.
Resources:
e MCSB documentation: https://learn.microsoft.com/en-

us/security/benchmark/azure/overview

e MCSB control mapping tool: https://learn.microsoft.com/en-

us/security/benchmark/azure/baselines/azure-purview-security-baseline

e MCSB quick start guide: https://learn.microsoft.com/en-us/purview/concept-elastic-data-

map
By adopting MCSB as your cloud security framework, you can significantly improve your

security posture, ensure compliance, and gain the confidence to fully leverage the
power of cloud computing.

8. DevSecOps processes

Drag the DevSecOps processes into the correct order.

Correct Answers Matching items here:

Plan and develop | #1

Plan and develop

Commit the code |

#2
Build and test |

Commit the code
Go to production |

#3
Operate | Build and test

#4

Go to production

#5
Operate

You answered this question correctly.

Explanation:
Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-
recommend-devsecops-process
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DevSecOps Processes: Integrating Security Throughout the SDLC

DevSecOps is a software development methodology that integrates security practices

throughout the entire Software Development Life Cycle (SDLC), from planning and
design to deployment and operation. This shift left-shifts security from being an
afterthought to a core part of the development process, leading to more secure and
reliable software.

Key DevSecOps Processes:

1. Planning and Design:

Security requirements definition: Identify and document security requirements for the
planned software.

Threat modeling: Analyze potential threats and vulnerabilities early in the development

process.

Secure architecture design: Design a secure architecture that mitigates identified threats

and vulnerabilities.

Secure coding guidelines: Define secure coding practices and standards for developers

to follow.

2. Development:

Static code analysis: Integrate static code analysis tools to identify potential
vulnerabilities in the code.

Dynamic application security testing (DAST): Conduct DAST scans to identify
vulnerabilities that can be exploited during runtime.

Software composition analysis (SCA): Identify and manage vulnerabilities in open-
source libraries and dependencies.

Integration security testing: Test the security of integrations between different
components of the software.

Automated security testing: Integrate security testing tools into the CI/CD pipeline for
continuous feedback.

3. Deployment and Operation:

Vulnerability scanning: Continuously scan deployed systems for vulnerabilities.
Security configuration management: Manage and enforce security configurations for
deployed systems.

Identity and access management (IAM): Implement IAM controls to restrict access to
resources based on the principle of least privilege.
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Log management and monitoring: Monitor system logs and events for suspicious activity.
Incident response: Develop and test an incident response plan to effectively respond to
security incidents.

4. Communication and Collaboration:

Security awareness training: Provide regular security training to all team members
involved in the SDLC.

Security champions: Appoint security champions to advocate for security best practices.
Security communication channels: Establish clear communication channels for reporting
security incidents and concerns.

Security metrics and reporting: Track security metrics and report on progress regularly.
Shared responsibility: Define clear roles and responsibilities for security throughout the
SDLC.

Benefits of Implementing DevSecOps Processes:

Improved security posture: Early detection and mitigation of security risks throughout the
development process.

Reduced costs: Lower costs associated with fixing vulnerabilities later in the
development cycle.

Faster time to market: By addressing security concerns early, releases can be made
faster and more consistently.

Enhanced compliance: Easier compliance with industry regulations and data privacy
laws.

Increased accountability: Security becomes a shared responsibility, leading to better
ownership and accountability.

Getting Started with DevSecOps Processes:

Assess your current security practices and identify areas for improvement.
Develop a plan for integrating security into your SDLC.

Start small and gradually implement DevSecOps practices.

Invest in training and tools to support your DevSecOps efforts.

Measure your progress and continuously improve your DevSecOps practices.

Resources:

OWASP DevSecOps Verification Standard: https://owasp.org/www-project-devsecops-

verification-standard/: https://owasp.org/www-project-devsecops-verification-standard/

NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops/publications:

https://csrc.nist.gov/projects/devsecops/publications
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e Microsoft DevSecOps Guide: hitps://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/: https://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/

By integrating DevSecOps processes into your software development lifecycle, you can
significantly improve the security of your applications and deliver reliable software that
meets your business needs.

9. DevSecOps: Security Requirements

You are designing the requirements for a DevSecOps process for your organization. What are two security requirements that you should include in the
go to production phase?

O Application security testing
& Configuration checks
O Threat modeling

& Smoke tests

Select 2 answers

You answered this question correctly. x

Explanation:
Configuration checks and smoke tests should be included as part of a CI/CD DevSecOps process for application development.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-
recommend-devsecops-process

DevSecOps: Security Requirements

DevSecOps integrates security practices into the entire software development lifecycle
(SDLC), from planning and design to deployment and operation. This approach requires
clear and comprehensive security requirements to guide development efforts and
ensure the overall security posture of the software.

Here are some key categories of security requirements in DevSecOps:

Procedural Requirements:

o Security training: All team members involved in the SDLC, including developers,
operations, and security professionals, must receive ongoing security training to stay up-
to-date on current threats and best practices.

e Threat modeling: Conduct threat modeling exercises early in the development process to

identify potential vulnerabilities and attack vectors.
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Security testing: Integrate security testing tools and methodologies throughout the
SDLC, including static code analysis, dynamic application security testing (DAST), and
software composition analysis (SCA).

Secure coding practices: Developers should follow secure coding practices and
standards to minimize the introduction of vulnerabilities into the code.

Vulnerability management: Implement a process for identifying, tracking, and
remediating vulnerabilities in a timely manner.

Incident response: Develop and test an incident response plan to effectively respond to
security incidents.

Technical Requirements:

Access control and role-based permissions: Implement access control mechanisms to
restrict access to resources based on the principle of least privilege.

Data encryption: Encrypt sensitive data at rest and in transit to protect against
unauthorized access.

Secure configuration management: Use configuration management tools to ensure
consistency and enforce security configurations across all systems and applications.
Multi-factor authentication (MFA): Implement MFA for all user accounts to enhance
security and prevent unauthorized access.

Network segmentation: Segment your network to restrict the potential impact of security
breaches.

Logging and monitoring: Implement comprehensive logging and monitoring systems to
detect suspicious activity and identify potential security incidents.

Operational Requirements:

Security incident and event management (SIEM): Implement a SIEM solution to collect
and analyze security data from various sources to identify and respond to security
incidents effectively.

Security posture management (SPM): Utilize SPM tools to continuously assess and
monitor the security posture of your systems and applications.

Vulnerability scanning and penetration testing: Conduct regular vulnerability scans and
penetration tests to identify and address vulnerabilities before they can be exploited by
attackers.

Security audits and assessments: Perform periodic security audits and assessments to
identify and address weaknesses in your security controls and processes.
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e Compliance requirements: Ensure your systems and applications comply with relevant
industry regulations and data privacy laws.
Additional Considerations:
e DevSecOps tools and platforms: Utilize DevSecOps tools and platforms to automate
security tasks and integrate security practices seamlessly into the development pipeline.
e Security champions: Appoint security champions within your organization to advocate for
security best practices and promote a culture of security awareness.
e Continuous improvement: Continuously review and update your security requirements
and practices to adapt to evolving threats and technologies.
By establishing and effectively implementing comprehensive security requirements, you
can ensure that security is woven into the fabric of your DevSecOps practices, leading
to the development of more secure and reliable software.
Here are some resources that you may find helpful:
o  OWASP DevSecOps Verification Standard: https://owasp.org/www-project-application-
security-verification-standard/
e NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops

e Microsoft DevSecOps Guide: hitps://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/

Smoke Tests

Smoke Tests: Verifying Basic Functionality

Smoke tests are preliminary tests performed to quickly confirm that the basic
functionality of a system or application works correctly. They are typically quick and
automated, focusing on verifying the system's core features and ensuring it is ready for
further testing.
Key characteristics of smoke tests:
e Minimal scope: They focus on verifying critical functionality rather than comprehensively
testing all features.
o Fast execution: They are designed to be quick and automated, taking minutes rather
than hours or days.
o Early execution: They are typically performed before more extensive testing, often as
part of the continuous integration (CI) pipeline.
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o Pass/fail criteria: They provide a simple pass/fail result, indicating whether the system is
functioning at a basic level.
Benefits of smoke testing:
o Early detection of critical issues: Identifying and addressing critical issues before
investing resources in extensive testing.
o Improved build quality: Ensuring that builds are stable and ready for further testing,
leading to more efficient development cycles.
e Reduced testing time: Focusing on essential functionality saves time and resources
compared to comprehensive testing.
o Proactive problem identification: Proactively identifying potential problems before they
manifest as larger issues.
¢ Increased confidence: Providing confidence that the system is ready for further testing
and potential deployment.
Use cases for smoke tests:
o After code changes: To ensure that new code hasn't introduced regressions or broken
existing functionality.
o Before manual testing: To save time and resources by focusing manual testing on areas
with a higher risk of problems.
o After deployments: To verify that the system has deployed successfully and is
functioning as expected.
Examples of smoke tests:
e Web application: Checking that the homepage loads correctly, verifying user login
functionality, and confirming basic navigation.
e Mobile app: Ensuring the app launches successfully, testing basic features like touch
input and gestures, and verifying data persistence.
e APl endpoint: Sending basic requests to the API and verifying the response status codes
and data format.
Best practices for smoke testing:
¢ Automate smoke tests: Utilize automation tools to run smoke tests consistently and
efficiently.
o Focus on critical functionality: Prioritize tests that cover the core features of the system.
o Keep tests simple and concise: Avoid complex test cases that add unnecessary time and
complexity.
e Use clear pass/fail criteria: Establish clear criteria for determining test success or failure.
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o Integrate smoke tests into the Cl pipeline: Run smoke tests automatically as part of the
build process.
o Review and update smoke tests regularly: Ensure smoke tests are relevant and reflect
changes in the system functionality.
By incorporating smoke testing into your development process, you can improve the
quality and efficiency of your testing efforts, detect critical issues early, and ensure a
stable and reliable system for your users.

10. Privileged Identity Management

You are designing an authorization strategy for an organization. You need to protect privileged accounts that can access security events and
notifications. Administrators must provide justification when accessing these tools. What should you use?

o Conditional Access
o Role-based access control
o Privileged access workstations

@ Privileged Identity Management

You answered this question correctly. x

Explanation:
Privileged Identity Management allows you to protect elevated access and can require justification when activating elevated roles.

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/2-recommend-for-cybersecurity-capabilities-controls

Azure Privileged Identity Management (PIM)

Azure Privileged Identity Management (PIM) helps organizations manage, control, and
monitor privileged access to Azure resources. It provides a comprehensive solution for
minimizing the risks associated with granting excessive and unnecessary administrative
access.
Key benefits of Azure PIM:
Enhanced security:
e Reduces the attack surface: Limits the number of users with permanent privileged
access, minimizing the potential impact of compromised accounts.
e Provides time-based or approval-based access: Enables just-in-time access for specific
tasks, reducing the risk of privilege misuse.
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Enforces multi-factor authentication (MFA) for privileged access: Adds an extra layer of
security to prevent unauthorized access.

Improved control and auditability:

Centralizes management of privileged roles: Offers a single platform to manage all
privileged identities and access assignments.

Provides detailed audit logs: Enables tracking and monitoring of privileged access
activities for compliance and security investigations.

Supports role-based access control (RBAC): Allows granular control over access to
specific resources and operations.

Increased agility and efficiency:

Streamlines the process for granting and revoking access: Enables on-demand access
for authorized users without manual intervention.

Automates routine tasks: Reduces manual administrative overhead and improves
operational efficiency.

Supports integration with existing tools and processes: Integrates seamlessly with other
Azure security solutions and identity management systems.

Key features of Azure PIM:

Azure AD roles and Azure resources: Enables managing privileged access to Azure AD
roles and Azure resources, such as virtual machines, storage accounts, and databases.
Time-based access: Allows granting access for a specific duration, minimizing the time
window for potential misuse.

Approval-based access: Requires approval from designated reviewers before granting
access, adding an extra layer of control.

Emergency access: Enables temporary access for urgent situations with automatic
expiration.

Reports and monitoring: Provides detailed insights into privileged access activity and
trends.

Getting started with Azure PIM:

Enable Azure PIM in your Azure subscription.

Identify and assign Azure AD roles and resource roles.

Configure time-based or approval-based access for privileged roles.
Enable MFA for privileged identities.

Monitor access activity and investigate suspicious events.

Resources:
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e Azure PIM documentation: https://learn.microsoft.com/en-us/training/modules/azure-ad-

privileged-identity-management/

e Azure PIM quick start guide: https://learn.microsoft.com/en-us/entra/id-

governance/privileged-identity-management/pim-how-to-add-role-to-user

e Azure PIM best practices: https://learn.microsoft.com/en-us/entralid-

governance/privileged-identity-management/pim-how-to-activate-role
By implementing Azure PIM, organizations can significantly improve their security

posture, ensure compliance with regulations, and gain better control over privileged
access to their Azure resources.

11. Defender for Identity

You are designing security for an organization. You need to identify a way to monitor brute-force attempts such as password sprays. What should you
use?

o Defender for Cloud

@ Defender for Identity

o Defender for Information Protection

o Defender for Microsoft 365

You answered this question correctly. x

Explanation:
Defender for Identity includes the ability to monitor account access attempts, including password spray attempts.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/3-
protect-assets-from-ransomware-attacks

Defender for Identity: Enhanced Security for Your Hybrid Identity Landscape

Microsoft Defender for Identity is a cloud-based security solution designed to protect

your hybrid identity environment, including on-premises Active Directory and cloud

identities. It provides advanced threat detection and response capabilities to help you

identify and mitigate security risks associated with compromised identities.

Key Features:

o Identity-based threat detection and response: Utilizes advanced machine learning and

analytics to identify anomalous user behavior and suspicious activities, such as lateral
movement, privilege escalation attempts, and password spraying attacks.
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Automated investigation and remediation: Automates investigation workflows and
provides recommendations for remediating identified threats, reducing the time and
resources required to respond to security incidents.

Real-time visibility and monitoring: Offers a centralized dashboard for monitoring user
activity, identifying suspicious events, and investigating potential threats in real-time.
Risk-based prioritization: Prioritizes alerts based on their potential risk level, enabling
security teams to focus their efforts on the most critical threats.

Integration with other security solutions: Integrates with other Microsoft security
solutions, such as Azure Sentinel and Microsoft Defender for Cloud, providing a
comprehensive view of your security posture and a coordinated response to threats.

Benefits:

Enhanced security posture: Proactively identifies and mitigates identity-based threats
before they can cause significant damage.

Reduced risk of data breaches: Protects your sensitive data from unauthorized access
by compromised identities.

Improved compliance: Helps organizations comply with industry regulations and data
privacy laws related to identity security.

Increased operational efficiency: Automates security tasks and reduces the workload on
security teams.

Better decision-making: Provides actionable insights into identity-related risks to inform
security decisions.

Use Cases:

Protecting privileged accounts: Monitor and control access to privileged accounts to
prevent misuse and unauthorized access.

Detecting and responding to insider threats: Identify anomalous user behavior that might
indicate malicious insider activity.

Responding to password spraying attacks: Detect and block attempts to crack user
passwords using automated tools.

Investigating suspicious activity: Analyze user activity logs to identify potential security
incidents and investigate the root cause.

Meeting compliance requirements: Demonstrate compliance with industry regulations
and data privacy laws by implementing appropriate identity security controls.

Getting Started:

Enable Defender for Identity in your Microsoft Defender for Cloud workspace.
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e Connect your on-premises Active Directory environment to Defender for Identity.
o Configure threat detection rules and alerts.
e Monitor user activity and investigate suspicious events.
o Utilize the provided tools and insights to respond to identified threats.
Resources:
o Defender for Identity documentation: https://learn.microsoft.com/en-us/defender-for-

identity/what-is

o Defender for Identity quick start guide: https://learn.microsoft.com/en-us/defender-for-

identity/deploy-defender-identity

o Defender for Identity best practices: htips://learn.microsoft.com/en-

us/azure/sentinel/best-practices
By implementing Defender for Identity, organizations can significantly improve their
identity security posture and gain a comprehensive view of their hybrid identity
environment. This can help them proactively detect and respond to identity-based
threats, protect sensitive data, and meet compliance requirements.

12. Attack surface reduction rules

You are designing security for an organization. You need to block common attack techniques such as advanced macro activity and process injection.

What should you use?

o Azure Policy
@ Attack surface reduction rules
o Defender for Cloud

o Defender for Cloud Apps

You answered this question correctly. x

Explanation:
Attack surface reduction rules can help protect an endpoint against common attack techniques.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/4-
recommend-microsoft-ransomware
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Attack Surface Reduction Rules: Protecting Your Endpoints

Attack surface reduction rules (ASR) are a powerful security feature within Microsoft
Defender for Endpoint that helps administrators proactively reduce the attack surface
and mitigate potential security risks on endpoints. These rules can be configured to
restrict specific functionalities, block malicious behaviors, and limit interactions with
potentially unsafe resources.

Key features of ASR:

Predefined rules: ASR offers a set of predefined rules that address common attack
vectors, such as blocking executable files from specific locations or preventing the
execution of scripts.

Custom rules: Organizations can create custom rules tailored to their specific security
needs and risk profile.

Granular control: ASR allows for granular control over rule application, enabling
administrators to target specific groups of users or devices.

Auditing and reporting: ASR provides detailed audit logs and reports on rule activity,
enabling administrators to track the effectiveness of these rules and identify potential
security incidents.

Benefits of using ASR:

Reduced attack surface: Limits the attack surface available for malicious actors, making
it more difficult for them to exploit vulnerabilities.

Improved security posture: Proactively mitigates potential security risks and reduces the
likelihood of successful attacks.

Enhanced compliance: Helps organizations comply with industry regulations and data
privacy laws that require specific security controls.

Reduced operational overhead: Automates security tasks and simplifies the process of
implementing security controls.

Improved visibility and control: Provides greater visibility into endpoint activity and
enables administrators to take corrective action when necessary.

Use cases for ASR:

Blocking untrusted applications: Prevent the execution of untrusted or potentially harmful
applications from running on endpoints.
Restricting access to specific locations: Block access to websites, folders, or drives that

might contain malicious content.
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e Preventing script execution: Limit the execution of scripts, such as PowerShell scripts, to
help mitigate script-based attacks.
o Disabling unnecessary functionalities: Disable features or functionalities that are not
essential for user productivity but can be exploited by attackers.
e Protecting sensitive data: Restrict access to sensitive data and resources to minimize
the potential impact of data breaches.
Getting started with ASR:
e Enable ASR in Microsoft Defender for Endpoint.
o Review and configure the predefined rules.
e Create custom rules if needed.
e Assign rules to specific groups of users or devices.
e Monitor ASR activity and investigate suspicious events.
Resources:
e Attack Surface Reduction Rules documentation: https://learn.microsoft.com/en-

us/microsoft-365/security/defender-endpoint/attack-surface-reduction?view=0365-

worldwide

o Attack Surface Reduction Rules best practices:
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-
surface-reduction?view=0365-worldwide

¢ Microsoft Defender for Endpoint documentation:
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=0365-

worldwide

By implementing Attack Surface Reduction Rules effectively, organizations can
significantly improve their endpoint security posture and proactively mitigate potential
threats before they can cause harm.

13. Designing security with a focus on protecting an organization from ransomware.
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You are designing security with a focus on protecting an organization from ransomware. What are two methods of preventing attackers from getting
in?

& Endpoint security
O Data protection

& Remote acc

O Secure backups

Select 2 answers

You answered this question correctly. x

Explanation:
Endpoint security and remote access security are two key methods of preventing attackers from getting in and accessing an organization's
system.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/1-
introduction

Designing Security with a Focus on Protecting an Organization from Ransomware

Ransomware is a serious and evolving threat that can have devastating consequences
for organizations. To effectively protect against ransomware attacks, it's crucial to
design security with this specific threat in mind. Here are some key principles for
designing security with a focus on protecting against ransomware:

Defense in Depth:

e Implement a layered security approach: Employ multiple security controls at different
layers of the IT infrastructure, including network, endpoint, application, and data layers.

e Focus on prevention: Prioritize preventing ransomware infections in the first place by
strengthening perimeter defenses, hardening systems, and implementing security
awareness training for employees.

o Implement data backups and recovery solutions: Ensure regular backups of critical data
are stored offline and encrypted. Develop and test a comprehensive incident response
plan for efficient recovery in case of an attack.

Least Privilege:

e Grant users access based on the principle of least privilege: Users should only have the
minimum access necessary to perform their job duties. This minimizes the potential
impact of compromised accounts.

o Implement multi-factor authentication (MFA): Require MFA for all user accounts,
including privileged accounts. This adds an extra layer of security and makes it harder

for attackers to gain access.
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Network Security:

Segment your network: Divide your network into smaller segments to limit the lateral
movement of attackers if they compromise a system.

Filter network traffic: Implement network security controls to block access to malicious
websites and prevent unauthorized data exfiltration.

Monitor network activity: Continuously monitor network traffic for suspicious activity that
might indicate a ransomware attack.

Endpoint Security:

Deploy endpoint security solutions: Utilize endpoint detection and response (EDR)
solutions to detect and respond to ransomware attacks on individual devices.

Keep systems updated: Apply security patches and updates promptly to close
vulnerabilities that attackers could exploit.

Restrict software installation: Implement policies to control which applications users can
install on their devices.

Disable unnecessary features and functionalities: Disable features and functionalities
that are not essential for user productivity but can be exploited by attackers.

Data Security:

Encrypt sensitive data: Encrypt sensitive data at rest and in transit to protect it from
unauthorized access.

Implement data loss prevention (DLP): Use DLP tools to prevent unauthorized data
exfiltration.

Monitor data access: Monitor access to sensitive data to detect suspicious activity.

Security Awareness and Training:

Provide regular security awareness training to employees: Educate employees about
ransomware threats and best practices for protecting against them.

Phishing simulations: Conduct phishing simulations to test employee awareness and
identify areas for improvement.

Incident reporting: Encourage employees to report suspicious activity immediately to the
security team.

Continuous Improvement:

Regularly assess your security posture: Conduct periodic security assessments to
identify vulnerabilities and weaknesses in your defenses.
Test your incident response plan: Regularly test your incident response plan to ensure it

is effective in responding to ransomware attacks.
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o Stay informed about evolving threats: Continuously update your security posture and
awareness training to keep up with the latest ransomware threats and techniques.
By implementing these security principles and adopting a proactive approach to
ransomware protection, organizations can significantly reduce the risk of falling victim to
a ransomware attack and minimize the potential damage if an attack occurs.

14. Defender for Identity

Your organization is defining security policies for a migration to the cloud. You need to recommend a tool to use for identifying privileged accounts
that might be compromised. What should you use?

o Azure AD ldentity Protection
@ Defender for Identity
o Defender for Office 365

o Microsoft Sentinel

You answered this question correctly. x

Explanation:
Defender for Identity includes tools to identify whether a privileged account has been compromised.

Reference: https:/flearn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/3-recommend-for-protecting-from-insider-external-attacks

15. What are two security requirements that you should include in the operate phase of
DevSecOps process?
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You are designing the requirements for a DevSecOps process for your organization. What are two security requirements that you should include in
operate phase?

O Application security testing
& Penetration testing
& Threatintelligence

O Smoke tests

Select 2 answers

You answered this question correctly.

Explanation:
Penetration testing and threat intelligence should be included as part of a Cl/CD DevSecOps process for application development.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-
recommend-devsecops-process

16. The three principles of a Zero Trust approach to security

What are the three principles of a Zero Trust approach to security?

@ Assume compromise
@ Implement the principle of least privilege

O Network segmentation

@ Verify explicitly

107



17. Two methods of preventing attackers from escalating privileges?

You are designing security with a focus on protecting an organization from ransomware. What are two methods of preventing attackers from
escalating privileges?

O Data protection
& Detection and response
O Endpoint security

& Privileged access strategy

Select 2 answers

You answered this question correctly. x

Explanation:

Detection and response and a privileged access strategy both fall in the category of preventing attackers from escalating their privileges if they
are able to gain access to a system.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/1-
introduction

18. MITTRE ATT&CK Framework

Your organization is defining security policies for a migration to the cloud. Which resource should you recommend to use to help in planning detailed
security control planning like threat detection coverage?

o Cloud Adoption Framework (CAF)
(® MITRE ATT&CK Framework
o Microsoft Cybersecurity Reference Architecture (MCRA)

o Well-Architected Framework (WAF)

You answered this question correctly. x

Explanation:
The MITRE ATT&CK Framework provides a detailed list of security controls and attack vectors that can be used for planning.

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/3-recommend-for-protecting-from-insider-external-attacks

The MITRE ATT&CK framework is a knowledge base of adversary tactics, techniques,
and procedures (TTPs) used in cyberattacks. It is a valuable resource for security
professionals to understand how attackers operate and to develop effective defenses.

Opens in a new windowlwww.trellix.com

MITRE ATT&CK framework
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The MITRE ATT&CK framework is organized into three high-level phases:

Pre-attack: This phase includes activities that attackers perform before they have
gained access to a system or network, such as reconnaissance and vulnerability
scanning.
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" Opens in a new window 'l stinet.pl

Preattack phase in MITRE ATT&CK framework

Execution: This phase includes activities that attackers perform after they have
gained access to a system or network, such as lateral movement, privilege
escalation, and data exfiltration.

ty ATT&CK Framework and Lock

The ATTE&CK framework
1.1Initial access
2.Execution
3.Persistence
4.Privilege escalation
5. Defense evasion

and and control
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Execution phase in MITRE ATT&CK framework

Defense evasion: This phase includes activities that attackers perform to evade
detection and analysis, such as clearing logs and disabling security tools.
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Defense evasion phase in MITRE ATT&CK framework

Within each phase, the MITRE ATT&CK framework is further divided into tactics,
techniques, and procedures. Tactics are broad categories of activities that attackers
perform, such as reconnaissance or privilege escalation. Techniques are specific
methods that attackers use to perform a tactic, such as using a phishing email to steal
credentials or exploiting a vulnerability to gain remote access to a system. Procedures
are step-by-step instructions for performing a technique.

The MITRE ATT&CK framework is constantly being updated to reflect new TTPs that
are being used by attackers. It is a valuable resource for security professionals to stay
up-to-date on the latest threats and to develop effective defenses.

Here are some of the benefits of using the MITRE ATT&CK framework:

« Improved understanding of attacker behavior: The MITRE ATT&CK framework
provides a comprehensive view of how attackers operate, from reconnaissance
to data exfiltration. This understanding can help security professionals to develop
more effective defenses.

« Improved threat detection and response: The MITRE ATT&CK framework can be
used to identify and prioritize threats. This can help security teams to respond to
incidents more quickly and effectively.

« Improved security posture: The MITRE ATT&CK framework can be used to
identify security gaps and vulnerabilities. This can help organizations to improve
their overall security posture.
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19. Azure AD Application Proxy

You are designing security for a legacy web app that does not directly support Azure AD authentication. You need to ensure that users can access the
application by using Azure AD for authentication. What should you use?

(® Azure AD Application Proxy
O Azure Bastion
O Application Gateway

0 Azure Front Door

You answered this question correctly. x

Explanation:
Azure AD Application Proxy allows you to forward authentication requests to Azure AD even if the legacy application does not directly support or
integrate with Azure AD.

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/4-
recommend-microsoft-ransomware

Azure AD Application Proxy: Securely Access On-Premises Apps from the Cloud

Azure AD Application Proxy provides a secure and centralized way for users to access
on-premises applications remotely through the Azure cloud. It eliminates the need for
complex VPN configurations and provides a seamless user experience.
Key features of Azure AD Application Proxy:
e Secure access: Applications are accessed through the Azure cloud, removing the need
to expose them directly to the internet.
e Single sign-on (SSO): Users can sign in to applications with their Azure AD credentials,
eliminating the need for separate logins.
e Multi-factor authentication (MFA): Supports MFA for added security.
e Pre-authentication: Allows administrators to control who can access applications before
authentication.
o Conditional access: Enables granular control over access to applications based on
various conditions, such as user location, device type, and risk level.
e Reporting and monitoring: Provides detailed reports and logs to track application usage
and identify potential security incidents.
Benefits of using Azure AD Application Proxy:
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Improved security: By eliminating the need to expose applications directly to the internet,
Azure AD Application Proxy reduces the attack surface and minimizes the risk of
unauthorized access.

Enhanced user experience: Users can access applications from anywhere with an
internet connection, without the need for VPNs.

Reduced administrative overhead: Azure AD Application Proxy simplifies the process of
managing and securing on-premises applications.

Increased compliance: Supports compliance with industry regulations and data privacy
laws.

Centralized management: Provides a single platform for managing access to all on-
premises applications.

Use cases for Azure AD Application Proxy:

Remote access for employees: Enables employees to access on-premises applications
from remote locations or home offices.

Partner access: Provides secure access to on-premises applications for partners and
vendors.

Legacy application access: Allows users to access older applications that are not
internet-ready.

Mergers and acquisitions: Simplifies the process of integrating applications after mergers
and acquisitions.

Getting started with Azure AD Application Proxy:

Enable Azure AD Application Proxy in your Azure subscription.

Configure your on-premises application connectors.

Publish your on-premises applications to Azure AD.

Assign users and groups access to published applications.

Test access to applications and configure conditional access policies (optional).

Resources:

Azure AD Application Proxy documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-ad-application-proxy/

Azure AD Application Proxy quick start guide: https://learn.microsoft.com/en-

us/entral/identity/app-proxy/application-proxy-add-on-premises-application

Azure AD Application Proxy best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-ad-application-proxy/
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By implementing Azure AD Application Proxy, organizations can securely and easily
grant their users remote access to on-premises applications, enhancing user
productivity and improving security posture.

Azure Front Door

Azure Front Door: A Modern Cloud CDN for Global Application Delivery

Azure Front Door is a modern cloud content delivery network (CDN) service offered by
Microsoft Azure. It provides fast, reliable, and secure delivery of your web applications,
static content, and APIs to users around the world.

Key features of Azure Front Door:

Global network of edge locations: Leverages a geographically distributed network of
edge locations to deliver content closer to users, minimizing latency and improving
performance.

High availability: Offers high availability and redundancy to ensure continuous uptime
and service delivery.

Automatic load balancing: Routes traffic automatically across available edge locations to
optimize performance and prevent overloading individual servers.

Web application firewall (WAF): Provides built-in protection against common web
application attacks, such as SQL injection and cross-site scripting (XSS).

URL routing and rewrite: Allows you to customize URL paths and redirect traffic based
on specific rules.

Traffic management: Enables you to manage traffic based on various factors, such as
user location, time of day, and origin.

Detailed analytics and reporting: Provides insights into traffic patterns, performance
metrics, and security events.

Benefits of using Azure Front Door:

Improved performance: Delivers content faster to users around the world, resulting in
improved user experience and reduced bounce rates.

Reduced costs: Offloads traffic from your origin servers, leading to cost savings on
infrastructure and bandwidth.

Increased scalability: Easily scales to accommodate spikes in traffic without impacting
performance.
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o Enhanced security: Protects your applications from web attacks with built-in WAF
capabilities.
o Simplified deployment and management: Offers a user-friendly interface and integration
with other Azure services.
Use cases for Azure Front Door:
o Delivering static content: Images, videos, JavaScript files, and other static content can
be cached at edge locations for faster loading times.
e Hosting web applications: Web applications can be served through Azure Front Door to
improve performance and scalability.
e Protecting applications from DDoS attacks: Azure Front Door can absorb large volumes
of attack traffic, protecting your applications from downtime.
e Serving APlIs: APIs can be exposed through Azure Front Door to ensure fast and reliable
access for developers.
o Delivering global content: Content can be localized and delivered to users in different
regions with the appropriate language and cultural settings.
Getting started with Azure Front Door:
e Create an Azure Front Door profile in your Azure subscription.
o Configure your origin servers and define routing rules.
o Enable additional features such as WAF and routing policies (optional).
e Monitor performance metrics and analyze traffic patterns.
Resources:
e Azure Front Door documentation: https://learn.microsoft.com/en-us/azure/frontdoor/

e Azure Front Door quick start guide: https://learn.microsoft.com/en-

us/training/modules/intro-to-azure-front-door/

e Azure Front Door best practices: htips://learn.microsoft.com/en-us/azure/web-

application-firewall/afds/waf-front-door-best-practices
By implementing Azure Front Door, organizations can significantly improve the

performance, scalability, and security of their global web applications and content
delivery. This can lead to a better user experience, increased business agility, and
improved cost efficiency.
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20. Zero Trust Rapid Modernization Plan (RaMP)

You are designing the security requirements for an organization. You need to accelerate and prioritize the security solution. What should you use

0 Cloud Adoption Framework

O Microsoft Cloud Security Benchmark

o Well Architected Framework

@ Zero Trust Rapid Modernization Plan (RaMP)

You answered this question correctly. x

Explanation:
The Zero Trust RaMP is included with the Microsoft Cybersecurity Reference Architecture to help prioritize and accelerate a security
modernization.

Reference: https://learn.microsoft.com/en-us/training/modules/use-microsoft-cybersecurity-reference-architecture-azure-security-
benchmarks/5-recommend-for-zero-trust-rapid-modernization-plan

Zero Trust Rapid Modernization Plan (RaMP)

The Zero Trust Rapid Modernization Plan (RaMP) is a Microsoft-developed initiative
designed to help organizations quickly and efficiently implement key layers of protection
aligned with Zero Trust principles. It offers a practical and actionable approach to
modernize security and IT infrastructure by focusing on specific initiatives rather than
detailed configuration steps for various technologies.

Key benefits of RaMP:

Faster implementation: Compared to traditional deployment methodologies, RaMP
enables faster adoption of Zero Trust principles by focusing on essential initiatives and
providing pre-defined implementation paths.

Reduced complexity: By streamlining the implementation process and offering pre-
configured solutions, RaMP minimizes the complexity associated with Zero Trust
adoption.

Improved security posture: Implementing key Zero Trust principles through RaMP
strengthens the overall security posture of your organization by reducing risk and
improving access controls.

Increased efficiency: By focusing on specific initiatives and leveraging pre-defined
solutions, RaMP allows organizations to achieve Zero Trust goals with greater efficiency

and resource optimization.
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Aligned with best practices: RaMP incorporates best practices and recommendations for
Zero Trust implementation, ensuring alignment with industry standards and leading
security frameworks.

RaMP Initiatives:

Identity and Access Management: This initiative focuses on securing user identities and
implementing multi-factor authentication (MFA) to ensure only authorized users access
resources.

Endpoint Security: This initiative aims to harden endpoints and implement endpoint
detection and response (EDR) solutions to protect against malware and other threats.
Application Security: This initiative focuses on securing applications and APls through
access control mechanisms, vulnerability management, and web application firewalls
(WAFs).

Network Security: This initiative aims to segment your network and implement intrusion
detection/prevention systems (IDS/IPS) to restrict lateral movement and minimize attack
surfaces.

Data Security: This initiative focuses on protecting sensitive data through encryption,
data loss prevention (DLP), and robust access controls.

Implementation approach:

1.

Assess your current security posture: Evaluate your existing security controls and
identify gaps in alignment with Zero Trust principles.

2. Prioritize RaMP initiatives: Based on your assessment, prioritize the RaMP initiatives
that offer the most significant impact and address critical security gaps.

3. Leverage pre-defined solutions: Utilize pre-configured solutions and templates available
within RaMP to simplify deployment and reduce configuration complexity.

4. Customize and adapt: While leveraging pre-defined solutions, adapt them to your
specific organizational context and security requirements.

5. Measure and monitor progress: Continuously monitor the effectiveness of your RaMP
implementation and adjust your approach as needed to ensure ongoing improvement.

Resources:

Zero Trust Rapid Modernization Plan (RaMP) overview: https://learn.microsoft.com/en-

us/security/zero-trust//zero-trust-ramp-overview

Zero Trust Rapid Modernization Plan (RaMP) technical guidance:
https://github.com/NZMSA
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Microsoft Zero Trust documentation: https://learn.microsoft.com/en-us/security/zero-

trust/
By adopting the Zero Trust Rapid Modernization Plan, organizations can accelerate

their journey towards a more secure and resilient IT environment aligned with Zero
Trust principles. This can lead to significant security improvements, increased
operational efficiency, and improved user experience.

References
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