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Objective 1:  Design a Zero Trust strategy and architecture 

1. Factors included in Conditional Access 

 

2. Entitle Management 
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3. The Cloud Adoption Framework (CAF) 

 

4. Microsoft Sentinel – Enable relevant data connectors 
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5. Azure Arc 

 

6. Entitle Management 
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7. Microsoft Cybersecurity Reference Architecture (MCRA) 

 

8. Network Security Groups 
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9. Application Insights 

 

10. Activity Logs track changes that are made to Azure resources 
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11. DMZ 

 

In this context the Hub Network is the LAN. 

12. The mean time to acknowledge (MTTA) 

 

13. Designing security with resiliency in mind 
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14. Defender for Cloud 

 

15. Logging Categories 
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16. Network Watcher 

 

(151) What is Network Watcher and How Did It Get In My Subscription! - YouTube 

 

https://www.youtube.com/watch?v=aiQX-sOadvQ
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17. Conditional Access 
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18. Workflow automation tools 

 

19. Zero Trust Rapid Modernization Plan (RaMP) components 
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20. Azure AD Privileged Identity Management includes the ability to create access reviews 

 

21. Privileged Identity Management 
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22. The mean time to remediate (MTTR) 

 

23. Access Packages 

 

24. Foundational design principles included in a Zero Trust architecture 
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25. Azure Logic Apps is a resource type that allows you to create and run workflows 

 

26. The Defender for Cloud Secure Score 
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27. Azure AD DS requires the use of Azure AD password hash synchronization with Azure 

AD Connect. 

 

28. The company security policy states that authentication for cloud services must occur 

in the cloud. 

 

29. Azure AD Pass-through Authentication 
It requires an agent in the on-premises environment to perform the authentication with the local Active 

Directory domain controllers. 
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30. You are designing a hub and spoke network architecture for an Azure environment. 

 

31. Access reviews enable administrators and group owners to review membership and 

privileged role activation 
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32. A firewall can act as a Layer 7 IDS 
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33. Zero Trust principles 

 

34. Report Reader 
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35. Azure Policy 

 

36. Federated Authentication 

 

Objective 2: Evaluate Governance Risk Compliance (GRC) technical 

strategies 
 



23 
 
 
 

 

1. Azure Policy 

 

2. Secure Score 
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3. Risk Response 

 

4. Threat intelligence in Sentinel 
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What is Microsoft Sentinel? | Microsoft Learn 

5. Azure Policy Effects 

 

Azure Policy enables you to create guardrails for your environment, including being able alter or add to a 

deployment when the request is submitted with the Modify, Append, or DeployIfNotExist policy effects. 

https://learn.microsoft.com/en-us/azure/sentinel/overview
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

6. Azure Policy 

 

Azure Policy enables you to create guardrails for your environment, including blocking deployments that 

do not meet requirements. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

7. Defender for Cloud 

 

Defender for Cloud provides a unified view of security, including reporting, recommendations, and 

compliance for an Azure subscription. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud 

8. Rapid Modernization Plan (RaMP) 

 

https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/3-evaluate-infrastructure-compliance-use-microsoft-defender-for-cloud
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Rapid Modernization Plan (RaMP) can help you define your cloud security posture and provides 

deployment paths for various layers of cloud security. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/2-postures-use-benchmarks 

9. Azure Policy Effects 

 

Azure Policy enables you to create guardrails for your environment, including being able to deny a 

deployment based on an Azure region using the Deny effect in the policy definition. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/5-design-validate-implementation-of-azure-policy 

10. Defender for Cloud uses MITTRE ATTACK framework 

 

Defender for Cloud correlates recommendations to increase your security posture and provides a 

reference to the MITRE Attack framework for these recommendations. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud 

https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/2-postures-use-benchmarks
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/2-postures-use-benchmarks
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
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Review cloud security posture in Microsoft Defender for Cloud - Microsoft Defender for Cloud | 

Microsoft Learn 

11. Workflow Automation is built into Defender for Cloud 

 

Workflow Automation is built into Defender for Cloud and allows you to create remediation logic, 

including email notifications. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/overview-page
https://learn.microsoft.com/en-us/azure/defender-for-cloud/overview-page
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/4-hygiene-of-cloud-workloads


29 
 
 
 

 

12. Data sovereignty 

 

Data sovereignty is part of a design solution involving where data will be stored and how the storage 

place affects the laws for that data. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/6-design-for-data-residency-requirements 

13. Azure Automation 

 

Azure Automation accounts allow you to schedule and implement patch management for virtual 

machines. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/2-interpret-compliance-requirements-their-technical-capabilities 

14. Azure Blueprints 

 

Azure Blueprints bundle together ARM templates, Azure policy definitions and assignments, and RBAC 

roles into a single solution. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-

strategy/6-design-for-data-residency-requirements 

15. Azure Landing Zone 

 

An Azure landing zone (LZ) defines the subscription layout for resources according to the Well-

Architected Framework. 

https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/6-design-for-data-residency-requirements
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Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone 

16. Defender for Cloud provides continual assessment 

 

Defender for Cloud provides continual assessment of the resources and configuration of those resources 

in a subscription. 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-

technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud 

17. Operational compliance processes and the appropriate tools 

 

Reference: https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-

compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities 

https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/5-design-security-for-azure-landing-zone
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/3-postures-use-microsoft-defender-for-cloud
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/2-interpret-compliance-requirements-their-technical-capabilities
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Objective 3 - Design security for infrastructure 

1. The Security Compliance Toolkit 

 

 

The Security Compliance Toolkit allows you to test and edit the Microsoft-provided security baselines 

and customize them for your environment. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/2-specify-security-baselines-for-server-client-endpoints 

2. Key Vault Contributor 

 

The Key Vault Contributor role provides management access to Key Vault but not access to the data 

stored in Key Vault. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/6-design-strategy-manage-secrets-keys-certificates 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/2-specify-security-baselines-for-server-client-endpoints
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/2-specify-security-baselines-for-server-client-endpoints
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/6-design-strategy-manage-secrets-keys-certificates
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/6-design-strategy-manage-secrets-keys-certificates
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3. Shared access signatures 

 

A shared access signature (SAS) in a storage account can be set with an expiration date so that a new SAS 

token is required to access the storage account. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/8-specify-security-requirements-for-storage-workloads 

 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/8-specify-security-requirements-for-storage-workloads
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/8-specify-security-requirements-for-storage-workloads
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https://www.youtube.com/watch?v=0PX1eW1sCGg 

 

 

4. Remote Connectivity Options 

 

https://www.youtube.com/watch?v=0PX1eW1sCGg
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Azure Bastion uses an HTML5 connection in a web browser to remotely access the desired VM. JIT VM 

access, part of Defender for Servers, dynamically creates an NSG rule and has a prompt for why you are 

connecting to the VM. Traditional RDP requires port 3389 to be open in the NSG. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/7-secure-remote-access 

 

Azure vm just in time access | azure vm jit | azure jit vm access 

 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/7-secure-remote-access
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/7-secure-remote-access
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https://www.youtube.com/watch?v=l-geFrA73mw&t=335s 

 

https://www.youtube.com/watch?v=l-geFrA73mw&t=335s
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5. Access to Azure SQL Database using private endpoints on a virtual network 

 

If the developer will be in different remote locations, a P2S VPN would allow the developer to connect 

securely regardless of their location. Because Azure SQL Database is using a private endpoint, it would 

not be accessible to the public and must be on the network. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/7-secure-remote-access 

Azure Point-to-Site VPN with Azure AD Authentication and MFA 

https://www.youtube.com/watch?v=Ur0WNjnXJrU 

 

Step 1: Deploy the Gateway 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/7-secure-remote-access
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/7-secure-remote-access
https://www.youtube.com/watch?v=Ur0WNjnXJrU
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Step 2: Give admin consent 

 

Need the tenant ID 
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Step 3: Create the P2S Connection 

 

The above is the Vnet where we created the Gateway. 
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Configure the Client now 
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You can get it from the MS Store. 
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Enable MFA 
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Restrict VPN to a Group 
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https://www.youtube.com/watch?v=Ur0WNjnXJrU 

 

6. For Linux VMs, you can deploy the Defender for Endpoint agent 

 

 

For Linux VMs, you can deploy the Defender for Endpoint agent to protect the machine from viruses and 

malware. 

https://www.youtube.com/watch?v=Ur0WNjnXJrU
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Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/3-specify-security-baselines-for-iaas-services 

7. Azure Policy 

 

Azure Policy extends the Gatekeeper service in AKS to apply at-scale enforcements and safeguards for an 

AKS cluster. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/10-specify-security-requirements-for-container-orchestration 

Next - Video#: Azure Update Manager with Azure Policies 
https://www.youtube.com/watch?v=Da1EsoAzUoY 

 

8. System-assigned managed identity 

 

A system-assigned managed identity should be created on the VM, and a new access policy should be 

created using that same identity with the appropriate permissions. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/6-design-strategy-manage-secrets-keys-certificates 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/10-specify-security-requirements-for-container-orchestration
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/10-specify-security-requirements-for-container-orchestration
https://www.youtube.com/watch?v=Da1EsoAzUoY
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/6-design-strategy-manage-secrets-keys-certificates
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/6-design-strategy-manage-secrets-keys-certificates
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9. App protection policy 

 

An app protection policy can protect registered applications by requiring security features on the 

applications even if a device is not enrolled. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-

server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients 

10. Enroll the device 

 

The device of a new employee will not be enrolled. For the existing configuration and compliance 

policies to apply, the device must be enrolled. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/4-specify-security-requirements-for-mobile-devices-clients 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/4-specify-security-requirements-for-mobile-devices-clients
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11. Defender for Cloud 

 

Defender for Cloud provides guidance and recommendations from the Center for Internet Security (CIS) 

for various PaaS services in Azure. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/2-specify-security-baselines-for-paas-services 

12. Azure disk encryption 

 

Azure Disk Encryption uses dm-crypt to encrypt the operating system and data disks on a Linux VM. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/3-specify-security-baselines-for-iaas-services 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/2-specify-security-baselines-for-paas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/2-specify-security-baselines-for-paas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
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13. Security baseline 

 

A security baseline defines the security configuration for client devices, including mobile devices. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-

endpoints/2-specify-security-baselines-for-server-client-endpoints 

14. Defender for Identity 

 

Defender for Identity has a sensor that can be installed on AD DS domain controllers that can capture 

and parse network traffic and Windows events for attacks and threats. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-

server-client-endpoints/5-specify-requirements-active-directory-domain-services 

15. Security baseline 

 

Azure Disk Encryption uses BitLocker to encrypt the operating system and data disks on a Windows VM. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/3-specify-security-baselines-for-iaas-services 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/2-specify-security-baselines-for-server-client-endpoints
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/2-specify-security-baselines-for-server-client-endpoints
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/5-specify-requirements-active-directory-domain-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-server-client-endpoints/5-specify-requirements-active-directory-domain-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
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16. Defender for Cloud and vulnerability assessments 
 

 

Defender for Cloud can provide recommendations and alerts, and it can perform vulnerability 

assessments for PaaS services such as Azure SQL Database and Azure Container Registry. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/2-specify-security-baselines-for-paas-services 

17. Security baseline 
 

 

For Windows VMs, you can deploy the Microsoft Antimalware for Azure extension to the VM to protect 

the machine from viruses and malware. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-

saas-services/3-specify-security-baselines-for-iaas-services 

Objective 4: Design a strategy for data and applications 
 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/2-specify-security-baselines-for-paas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/2-specify-security-baselines-for-paas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-secure-paas-iaas-saas-services/3-specify-security-baselines-for-iaas-services
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1. Azure AD B2B 

 

Azure AD B2B, also known as Azure AD Business-to-Business collaboration, is a 

feature within Microsoft Entra External ID that allows organizations to securely share 

resources and collaborate with external users. This means you can invite partners, 

vendors, or customers to access your applications and services without needing to 

create accounts within your own Azure Active Directory (Azure AD) tenant. 

Here are some key benefits of using Azure AD B2B: 

Simplified collaboration: External users can access your resources using their existing 

credentials, eliminating the need for them to create new accounts or manage multiple 

passwords. 

Increased security: Azure AD B2B provides granular access controls, allowing you to 

grant specific permissions to external users based on their needs. Additionally, you can 

leverage multi-factor authentication (MFA) to further enhance security. 

Reduced costs: By avoiding the need to create and manage additional user accounts, 

Azure AD B2B can help you save time and money. 

Improved user experience: External users can access your resources from any device, 

anywhere in the world. They also have a single sign-on (SSO) experience, meaning 

they can access all their authorized resources without having to re-enter their 

credentials. 

Here are some of the ways Azure AD B2B can be used: 

• Share files and folders with external collaborators. 

• Grant access to internal applications and services. 
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• Enable external users to participate in Teams meetings. 

• Invite partners to collaborate on projects. 

• Provide customer support through Azure AD B2B guest accounts. 

If you are looking for a secure and efficient way to collaborate with external users, Azure 

AD B2B is a great option. 

Here are some additional resources you may find helpful: 

• Microsoft Entra B2B collaboration overview: https://learn.microsoft.com/en-

us/entra/external-id/what-is-b2b 

• What Is Microsoft Azure AD B2B?: https://learn.microsoft.com/en-us/entra/external-

id/add-users-administrator 

• Azure AD, B2B, B2C Puzzled Out - What is Azure Active Directory?: 

https://learn.microsoft.com/en-us/entra/external-id/hybrid-cloud-to-on-premises 
 

External collaboration settings 

 

https://learn.microsoft.com/en-us/entra/external-id/what-is-b2b
https://learn.microsoft.com/en-us/entra/external-id/what-is-b2b
https://learn.microsoft.com/en-us/entra/external-id/add-users-administrator
https://learn.microsoft.com/en-us/entra/external-id/add-users-administrator
https://learn.microsoft.com/en-us/entra/external-id/hybrid-cloud-to-on-premises
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External Identities | Cross-tenant access settings 

 

External Identities | All identity providers 
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What is Azure B2C? 

Azure Active Directory B2C (Azure AD B2C) is a customer identity access management 

(CIAM) solution offered by Microsoft. It helps organizations manage the sign-up, sign-in, 

and access for external users, typically customers, partners, or consumers, to their web 

and mobile applications. 

Here are some key features of Azure AD B2C: 

• White-labeled authentication: Customize the user experience with your own branding 

and colors. 

• Multiple sign-in options: Support social login with Facebook, Google, Twitter, etc. 

• Multi-factor authentication (MFA): Enhance security by requiring a second factor of 

authentication. 

• Self-service password reset: Allow users to reset their passwords without needing 

assistance from IT. 

• Conditional access policies: Grant access to specific users based on pre-defined 

conditions. 

• Scalability: Support millions of users and billions of authentications per day. 

Here are some of the benefits of using Azure AD B2C: 

• Improved user experience: A more personalized and convenient experience for your 

customers. 

• Increased security: Enhanced security with features like MFA and conditional access. 

• Reduced costs: Reduced IT overhead by eliminating the need to manage user accounts 

manually. 

• Faster time to market: Quickly launch new applications and services without needing to 

build your own authentication infrastructure. 

Here are some of the use cases for Azure AD B2C: 

• E-commerce websites: Allow customers to sign up, sign in, and manage their accounts. 

• Online gaming platforms: Enable players to create accounts, manage profiles, and make 

purchases. 

• Mobile apps: Securely authenticate users and provide access to content and features. 

• Customer portals: Provide a self-service portal for customers to access account 

information and request support. 

Here are some additional resources you may find helpful: 

• Azure Active Directory B2C documentation: https://learn.microsoft.com/en-

us/azure/active-directory-b2c/ 

https://learn.microsoft.com/en-us/azure/active-directory-b2c/
https://learn.microsoft.com/en-us/azure/active-directory-b2c/
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• What is Azure Active Directory B2C?: https://learn.microsoft.com/en-

us/entra/architecture/resilience-b2c 

• Azure AD B2C Pricing: https://azure.microsoft.com/en-us/pricing/details/active-directory-

external-identities/ 

I hope this information gives you a good overview of Azure AD B2C. Please let me 

know if you have any other questions. 
 

 

2. VMs can use Azure Disk Encryption with customer-managed keys for encrypting data at 

rest 
 

Figure: VM Disk Encryption 

https://learn.microsoft.com/en-us/entra/architecture/resilience-b2c
https://learn.microsoft.com/en-us/entra/architecture/resilience-b2c
https://azure.microsoft.com/en-us/pricing/details/active-directory-external-identities/
https://azure.microsoft.com/en-us/pricing/details/active-directory-external-identities/
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3. Microsoft Threat Modeling Tool 

 

Microsoft Threat Modeling Tool helps you design an application, analyze threats, and 
mitigate any identified security issues. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling 
 
 

2- Evaluate the application design progressively 

Analyze application components and connections and their relationships. Threat 

modeling is a crucial engineering exercise that includes defining security requirements, 

identifying and mitigating threats, and validating those mitigations. This technique can 

https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
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be used at any stage of application development or production, but it's most effective 

during the design stages of a new functionality. 

Popular methodologies include: 

• STRIDE: 

o Spoofing 

o Tampering 

o Repudiation 

o Information Disclosure 

o Denial of Service 

o Elevation of Privilege 

Microsoft Security Development Lifecycle uses STRIDE and provides a tool to assist with 

this process. For more information, see Microsoft Threat Modeling Tool. 

• Open Web Application Security Project (OWASP) has documented a threat 

modeling approach for applications. 

Integrate threat modeling through automation using secure operations. Here are some 

resources: 

• Toolkit for Secure DevOps on Azure. 

• Guidance on DevOps pipeline security by OWASP. 

 

4. OWASP 

 

The Open Web Application Security Project (OWASP) has documented a threat 
modeling approach for web applications. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling 
 
 

https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-threats
https://www.microsoft.com/securityengineering/sdl/threatmodeling
https://owasp.org/www-community/Threat_Modeling_Process
https://azsk.azurewebsites.net/
https://owasp.org/www-project-devsecops-guideline/
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
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5. Service and Type of Encryption 

 

6. A sensitive information type with exact data match can use existing data to train the 

DLP policies. 

 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-

data/3-to-identify-protect-sensitive-data 

7. Azure Application Gateway 

 

Azure Application Gateway provides load balancing and WAF services at a regional 
level. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application 
 
 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
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8. Phases of the DevOps life cycle 

 

The four phases of the DevOps life cycle are Plan, Develop, Deliver, and Operate. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/2-specify-security-strategy-apis 
 
 

9. DLP Policy components 

 

A policy can include sensitive information types, sensitivity labels, retention labels, and 
trainable classifiers. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data 
 
 

https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/2-specify-security-strategy-apis
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/2-specify-security-strategy-apis
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
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10. Conditional Access App Control 

 

Conditional Access App Control allows you to force authentication through Azure AD 
Conditional Access before accessing the third-party app. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data 
 
 

11. Microsoft Purview Data Map 

 

Microsoft Purview Data Map: Discovering and Governing Your Enterprise Data 

Microsoft Purview Data Map is a cloud-native platform that helps organizations 

discover, classify, and govern data across their entire data estate, both on-premises 

and in the cloud. It plays a crucial role in data governance by providing a centralized 

view of your data landscape, enabling you to: 

Discover data: 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
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• Automatically scan and identify sensitive data across various data sources, including 

databases, file systems, and cloud applications. 

• Catalog data assets with detailed information such as data lineage, ownership, and 

access controls. 

• Identify and track data movement across your organization. 

Classify data: 

• Apply sensitivity labels to data based on its business value and regulatory compliance 

requirements. 

• Leverage built-in classification rules or create custom rules to meet your specific needs. 

• Automate data classification for improved efficiency and consistency. 

Govern data: 

• Enforce access controls to ensure that only authorized users can access sensitive data. 

• Monitor data usage and activity to detect suspicious behavior or data breaches. 

• Implement data lifecycle management policies to ensure that data is retained and 

disposed of according to legal and regulatory requirements. 

Benefits of using Microsoft Purview Data Map: 

• Improved data visibility: Gain a comprehensive understanding of your data landscape 

and identify data assets that may be hidden or forgotten. 

• Enhanced data security: Protect sensitive data by applying appropriate access controls 

and classification labels. 

• Simplified data governance: Streamline your data governance processes with automated 

discovery, classification, and monitoring capabilities. 

• Reduced compliance risk: Meet regulatory compliance requirements by ensuring that 

your data is managed responsibly. 

• Cost optimization: Identify and eliminate unused or redundant data to reduce storage 

costs. 

Microsoft Purview Data Map is a valuable tool for any organization that needs to 

improve its data governance practices. It helps you to discover, classify, and govern 

your data effectively, leading to better data security, compliance, and cost management. 

Here are some additional resources that you may find helpful: 

• Microsoft Purview Data Map documentation: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map 

• Benefits of using Microsoft Purview Data Map: https://learn.microsoft.com/en-

us/training/purview/ 

https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/training/purview/
https://learn.microsoft.com/en-us/training/purview/
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• Microsoft Purview pricing: https://azure.microsoft.com/en-us/pricing/details/purview/ 

I hope this information gives you a good overview of Microsoft Purview Data Map. 

Please let me know if you have any other questions. 
 

Microsoft Purview Data Map Demo Videos 

Here are some helpful demo videos about Microsoft Purview Data Map: 

Official Microsoft Purview Videos: 

• Microsoft Purview: Data Governance Made Easy 

(https://m.youtube.com/watch?v=Sb9uJLtXDGo) This video provides a brief overview of 

Microsoft Purview and its key features, including Data Map. 

• Microsoft Purview Data Map: Discover, Classify, and Govern Your Data 

(https://m.youtube.com/watch?v=27bA4KFiEKk) This video demonstrates how you can 

use Purview Data Map to discover, classify, and govern your data across various 

sources. 

• Microsoft Purview Data Map: Quickstart #5 - Data Map and Register Sources 

(https://m.youtube.com/watch?v=2O8oSKeB1Xg) This video provides a step-by-step 

guide on how to set up Purview Data Map and register your data sources. 

Additional Videos: 

• Azure Purview | Map, Discover, and Find Insights Across Data Sources 

(https://m.youtube.com/watch?v=27bA4KFiEKk) This video by Microsoft MVP Wolfgang 

Platz provides a comprehensive overview of Azure Purview, including Data Map, data 

lineage, and data catalog features. 

• Learn Live - Microsoft Purview Data Governance 

(https://m.youtube.com/watch?v=Sb9uJLtXDGo) This video by Microsoft MVP Thomas 

Maurer goes through a live demonstration of Purview Data Governance features, 

including Data Map and data lineage. 

• How to explore your data estate using the Microsoft Purview data catalog 

(https://m.youtube.com/watch?v=cNCehZcePug) This video by Microsoft Azure Data & 

AI MVP Mark Kromer focuses on exploring your data estate using the Purview Data 

Catalog, which is closely integrated with Data Map. 

Other Resources: 

• Microsoft Purview Data Map documentation: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map 

https://azure.microsoft.com/en-us/pricing/details/purview/
https://m.youtube.com/watch?v=Sb9uJLtXDGo
https://m.youtube.com/watch?v=27bA4KFiEKk
https://m.youtube.com/watch?v=2O8oSKeB1Xg
https://m.youtube.com/watch?v=27bA4KFiEKk
https://m.youtube.com/watch?v=Sb9uJLtXDGo
https://m.youtube.com/watch?v=cNCehZcePug
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map


67 
 
 
 

 

• Microsoft Purview Data Map quickstart: https://m.youtube.com/watch?v=2O8oSKeB1Xg 

• Microsoft Purview Data Map best practices: https://learn.microsoft.com/en-

us/purview/concept-elastic-data-map 

These resources should provide you with a good understanding of Microsoft Purview 

Data Map and how it can be used to discover, classify, and govern your data. 
 

12. STRIDE 

 

Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-

for-applications/4-understand-application-threat-modeling 

13. Mitigate SQL Injection – Azure Application Gateway 

 

https://m.youtube.com/watch?v=2O8oSKeB1Xg
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
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Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-

requirements-for-applications/5-standard-for-onboarding-new-application 
 

Deploying an Azure Application Gateway 

There are several ways to deploy an Azure Application Gateway, depending on your 

familiarity with Azure and your desired level of automation. Here are three common 

methods: 

1. Azure portal: 

This is the simplest method and is suitable for beginners. However, it can be time-

consuming for complex deployments. 

Steps: 

1. Open the Azure portal and navigate to Create a resource. 

2. Search for "Application Gateway" and select it. 

3. Choose the desired pricing tier (Basic, Standard, or WAF) and resource group. 

4. Configure the application gateway settings, including:  

o Name 

o Location 

o Virtual network and subnet 

o Public IP address 

o Frontend IP configurations 

o Backend pools and backend address pools 

o Routing rules and listeners 

5. Review your settings and click Create. 

2. Azure Resource Manager (ARM) templates: 

This method is more efficient for deploying complex application gateways and allows for 

greater control over the configuration. However, it requires familiarity with ARM 

templates. 

Steps: 

1. Create an ARM template for your application gateway using a text editor or IDE. 

2. Define the desired configuration in the template, including the same settings as the 

Azure portal method. 

3. Use the Azure CLI or PowerShell to deploy the template. 

3. Infrastructure as Code (IaC) tools: 

https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
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IaC tools like Terraform or Bicep offer a declarative way to manage your application 

gateway infrastructure. This method is ideal for automating deployments and ensuring 

consistency across environments. 

Steps: 

1. Define the desired application gateway configuration in your IaC code. 

2. Run the IaC code to deploy the application gateway. 

Additional resources: 

• Deploy an application gateway using the Azure portal: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/ 

• Deploy an application gateway using ARM templates: https://learn.microsoft.com/en-

us/azure/templates/microsoft.network/applicationgateways 

• Deploy an application gateway using Terraform: 

https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/applicatio

n_gateway 

• Microsoft Azure Application Gateway documentation: https://learn.microsoft.com/en-

us/azure/application-gateway/ 

Tips: 

• Start with a simple configuration and gradually add complexity as needed. 

• Use Azure Resource Manager templates or IaC tools to automate deployments. 

• Test your application gateway thoroughly before deploying it to production. 

• Monitor your application gateway performance and usage. 

Remember, the specific steps may vary depending on your specific needs and 

environment. 

 

Aquí te dejo algunas opciones de video demo en Youtube acerca de Azure Application 

Gateway: 

Español: 

• Microsoft Azure Application Gateway - Tutorial en Español 

(https://m.youtube.com/watch?v=DjNPHetdlQo) 

• Configuración paso a paso de Azure Application Gateway 

(https://m.youtube.com/watch?v=8DcTdIKTM64) 

• Aplicación Gateway en Azure | Configuración Básica 

(https://m.youtube.com/watch?v=S0SumOE0AaY) 

Inglés: 

https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/azure/templates/microsoft.network/applicationgateways
https://learn.microsoft.com/en-us/azure/templates/microsoft.network/applicationgateways
https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/application_gateway
https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/application_gateway
https://learn.microsoft.com/en-us/azure/application-gateway/
https://learn.microsoft.com/en-us/azure/application-gateway/
https://m.youtube.com/watch?v=DjNPHetdlQo
https://m.youtube.com/watch?v=8DcTdIKTM64
https://m.youtube.com/watch?v=S0SumOE0AaY
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• Microsoft Azure Application Gateway: Load-Balancing Solution 

(https://m.youtube.com/watch?v=8DcTdIKTM64) 

• Azure Application Gateway Demo Setup - Code Samples 

(https://m.youtube.com/watch?v=DjNPHetdlQo) 

• Microsoft Azure Application Gateway: Discover, Classify, and Govern Your Data 

(https://m.youtube.com/watch?v=DjNPHetdlQo) 

Además de los videos, también te dejo algunos recursos adicionales que te pueden ser 

útiles: 

• Microsoft Azure Application Gateway documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/ 

• Deploy an application gateway using the Azure portal: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/ 

• Deploy an application gateway using ARM templates: https://learn.microsoft.com/en-

us/azure/templates/microsoft.network/applicationgateways 

• Microsoft Azure Application Gateway best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-application-gateway/ 

Espero que esta información te sea de utilidad. 

 

14. Microsoft Information Protection SDK 

 

Microsoft Information Protection SDK allows you to extend sensitivity labels to third-
party apps and services. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data 
 
 

https://m.youtube.com/watch?v=8DcTdIKTM64
https://m.youtube.com/watch?v=DjNPHetdlQo
https://m.youtube.com/watch?v=DjNPHetdlQo
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/azure/templates/microsoft.network/applicationgateways
https://learn.microsoft.com/en-us/azure/templates/microsoft.network/applicationgateways
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
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15. Principle of least privilege 

 

The principle of least privilege limits the damage that a single account can do in an 
environment. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/4-understand-application-threat-modeling 
 
 

16. Security strategy for Azure SQL Database 

 

TDE and dynamic data masking should both be configured for Azure SQL Database in a 
security baseline. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/2-prioritize-mitigating-threats-to-data 
 
 

https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/4-understand-application-threat-modeling
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/2-prioritize-mitigating-threats-to-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/2-prioritize-mitigating-threats-to-data
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17. Data Classification Capability 

 

18. Azure Front Door 

 

Azure Front Door provides load balancing and WAF services at a global level. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application 
 
 

19. Azure AD B2C 

 

Azure AD B2C allows you to connect with external users via their personal accounts, 
including Microsoft accounts. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application 
 
 

https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
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20. Trainable Classifier 

 

You can use a trainable classifier with sample data rather than using pattern matching 
to identify sensitive information. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data 
 
 

21. Authenticate using a managed identity 

 

Authenticating with an identity provides secure access and an audit trail for the identity. 
Reference: https://learn.microsoft.com/en-us/training/modules/specify-security-
requirements-for-applications/5-standard-for-onboarding-new-application 
 
 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application
https://learn.microsoft.com/en-us/training/modules/specify-security-requirements-for-applications/5-standard-for-onboarding-new-application


74 
 
 
 

 

22. A custom sensitive information type 

 

A custom sensitive information type allows you to identify data based on a pattern and 
confidence level that you set. 

Reference: https://learn.microsoft.com/en-us/training/modules/design-strategy-for-
securing-data/3-to-identify-protect-sensitive-data 
 
 

Objective 5: Recommend security best practices and priorities 
 

1. Requirements for a DevSecOps process 

 

Threat modeling and pre-commit hooks should be included as part of a CI/CD 
DevSecOps process for application development. 
Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-
methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process 
 
 

Pre-commit hooks are scripts that run automatically before you commit your code to a 

version control system (VCS), like Git. They act as a last line of defense before your 

https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/design-strategy-for-securing-data/3-to-identify-protect-sensitive-data
https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process
https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process
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code goes live, helping to ensure that it meets certain coding standards and quality 

criteria. 

Here are some key points about pre-commit hooks: 

What they do: 

• Pre-commit hooks can perform various tasks, including:  

o Running linters and code formatters: These tools check your code for 

stylistic errors and enforce consistent formatting. 

o Running unit tests: These tests verify that your code is functionally correct. 

o Checking for security vulnerabilities: These tools scan your code for 

potential security risks. 

o Validating commit messages: These tools ensure that your commit 

messages are clear and informative. 

• They can be configured to run locally on your machine or on a remote CI/CD 

server. 

• They can be written in various scripting languages, such as Python, Ruby, and 

JavaScript. 

• They can be customized to meet your specific project requirements. 

Benefits: 

• Improved code quality: Pre-commit hooks help you identify and fix errors and 

inconsistencies in your code before you commit it. 

• Increased efficiency: By automating repetitive tasks like code formatting and 

linting, pre-commit hooks can save you time and effort. 

• Enhanced collaboration: Pre-commit hooks can help to ensure that everyone on 

your team is following the same coding standards. 

• Reduced risk of errors: By catching errors before they are committed, pre-commit 

hooks can help to prevent bugs and security vulnerabilities. 

Examples of popular pre-commit hooks: 

• Black: A Python code formatter. 

• Flake8: A Python linter and code checker. 

• Prettier: A code formatter for various languages. 

• ESLint: A JavaScript linter and code checker. 

• Git hooks: A framework for managing pre-commit hooks. 

How to get started: 
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• There are various tools and libraries available for managing pre-commit hooks. 

Some popular options include:  

o pre-commit: A Python framework for managing pre-commit hooks. 

o husky: A Git hook management tool. 

o lint-staged: A tool for running linters on staged files. 

• Start by researching and choosing a suitable pre-commit hook management tool 

for your project. 

• Define the desired pre-commit hook tasks and configure them in your project's 

settings. 

• Test your pre-commit hooks to ensure they are working correctly. 

Overall, pre-commit hooks are a valuable tool for improving code quality, increasing 

efficiency, and fostering collaboration within your team. By taking the time to set up and 

use pre-commit hooks effectively, you can significantly enhance your development 

workflow and deliver better quality software. 
 

Threat Modeling 

Threat Modeling Explained 

Threat modeling is a proactive approach to identifying and mitigating security risks in 

your system. It involves analyzing your system from an attacker's perspective, 

considering how they might exploit vulnerabilities to achieve their goals. By identifying 

these potential threats, you can take steps to prevent them from happening. 

Here are some key points about threat modeling: 

What it is: 

• A structured process for identifying, analyzing, and mitigating security threats in a 

system. 

• Helps you identify vulnerabilities, attack vectors, and potential impacts of security 

breaches. 

• Can be applied to various systems, including applications, websites, networks, and 

software. 

Benefits: 

• Improved security: Proactively identifies and mitigates security risks before they can be 

exploited. 

• Reduced costs: Saves money by preventing security breaches and data breaches. 
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• Increased compliance: Helps you comply with industry regulations and standards. 

• Better decision-making: Provides insights into security risks to inform security 

investments and resource allocation. 

Key steps of the threat modeling process: 

1. Define the scope: What system or application are you modeling? 

2. Identify assets: What data or resources need protection? 

3. Identify threats: What are the potential threats to your assets? 

4. Identify vulnerabilities: What are the weaknesses that could allow attackers to exploit 

your system? 

5. Analyze attack vectors: How could attackers exploit vulnerabilities to reach your assets? 

6. Evaluate risks: How likely are the threats to occur and what is the potential impact? 

7. Mitigate risks: Implement controls to prevent or mitigate the identified threats. 

8. Document and maintain: Document your threat model and update it regularly as your 

system evolves. 

Popular threat modeling methods: 

• STRIDE: Spoofing, Tampering, Repudiation, Information Disclosure, Denial-of-service, 

Elevation of privilege. 

• PASTA: Process, Attack Surface, Threat Actors, Security Architecture. 

• Trike: Attacker Motivation, Capabilities, Targets. 

Resources: 

• OWASP Threat Dragon: https://www.threatdragon.com/ 

• Microsoft Threat Modeling Tool: https://learn.microsoft.com/en-

us/azure/security/develop/threat-modeling-tool-getting-started 

• SANS Security Reading Room - Threat Modeling: https://www.sans.org/white-

papers/1646/ 

By understanding and implementing threat modeling practices, you can significantly 

improve your security posture and protect your valuable assets from potential threats. 
 

https://www.threatdragon.com/
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-getting-started
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-getting-started
https://www.sans.org/white-papers/1646/
https://www.sans.org/white-papers/1646/
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2. Zero Trust 

 

 

Zero Trust: Never Trust, Always Verify 

What is Zero Trust? 

 

Zero Trust is a security framework that assumes no user or device is inherently 

trustworthy, inside or outside the network. It requires continuous verification and 

authorization for every access request, regardless of its origin. This approach contrasts 

with the traditional perimeter-based security model, which relies on implicit trust within 

the network and focuses on securing the network boundary. 

Key principles of Zero Trust: 

• Least privilege access: Users are granted only the minimum access necessary to 

perform their specific tasks. 

• Continuous verification: Users and devices are constantly verified and authorized using 

multiple factors, including multi-factor authentication and risk-based assessments. 

• Micro-segmentation: The network is divided into smaller segments with limited access 

controls, minimizing the impact of a breach. 

• Data-centric security: Sensitive data is protected wherever it resides, not just at the 

network edge. 

Benefits of Zero Trust: 

• Improved security: Reduces the risk of successful cyberattacks by minimizing the attack 

surface and eliminating implicit trust. 

• Increased agility: Enables secure access to applications and resources from anywhere, 

on any device. 

• Enhanced compliance: Helps meet regulatory requirements for data security and 

privacy. 
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• Reduced costs: Eliminates the need for expensive perimeter security solutions. 

Implementing Zero Trust: 

• Identify your assets and risks: Determine what data and resources need protection and 

what the potential threats are. 

• Implement multi-factor authentication: Require additional factors beyond passwords for 

user authentication. 

• Segment your network: Divide your network into smaller zones with restricted access. 

• Use a cloud-based identity platform: This provides centralized management of user 

identities and access controls. 

• Monitor and audit activity: Continuously monitor activity and log data for potential threats. 

Resources: 

• Microsoft Zero Trust guidance: https://learn.microsoft.com/en-

us/azure/security/fundamentals/zero-trust 

• National Institute of Standards and Technology (NIST) Zero Trust Architecture: 

https://www.cisa.gov/zero-trust-maturity-model 

• Zero Trust Security Alliance: https://cloudsecurityalliance.org/zt/ 

Zero Trust is a critical security strategy in today's dynamic threat landscape. By 

adopting a Zero Trust approach, you can significantly improve your security posture and 

protect your valuable assets from unauthorized access. 
 

3. OWASP threat modeling 

 

OWASP threat modeling provides simple nontechnical questions that can help you 
begin the process of defining security requirements for a web app. 

Reference: https://learn.microsoft.com/en-us/training/modules/recommend-secure-
methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process 

https://learn.microsoft.com/en-us/azure/security/fundamentals/zero-trust
https://learn.microsoft.com/en-us/azure/security/fundamentals/zero-trust
https://www.cisa.gov/zero-trust-maturity-model
https://cloudsecurityalliance.org/zt/
https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process
https://learn.microsoft.com/en-us/training/modules/recommend-secure-methodology-using-cloud-adoption-framework-caf/2-recommend-devsecops-process
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OWASP Threat Modeling: Proactively Securing Your Applications 

Threat modeling is a crucial practice in software development, helping you identify and 

mitigate potential security risks before they can be exploited by attackers. OWASP 

(Open Web Application Security Project) provides a framework and methodologies 

specifically tailored to web applications, making it an invaluable tool for developers and 

security professionals. 

What is OWASP Threat Modeling? 

OWASP Threat Modeling is a structured approach to identifying, analyzing, and 

mitigating security threats in web applications. It leverages methodologies like STRIDE 

(Spoofing, Tampering, Repudiation, Information Disclosure, Denial-of-Service, and 

Elevation of Privilege) and PASTA (Process, Attack Surface, Threat Actors, Security 

Architecture) to systematically assess vulnerabilities and attack vectors. 

Benefits of OWASP Threat Modeling: 

• Improved security: Proactive identification and mitigation of security risks before they 

can be exploited. 

• Reduced costs: Saving money by preventing security breaches and data leaks. 

• Enhanced compliance: Helping organizations comply with industry regulations and 

standards. 

• Better decision-making: Providing insights into security risks to inform security 

investments and resource allocation. 

Key Steps of OWASP Threat Modeling: 

1. Define the scope: Identify the web application or system you are modeling. 

2. Identify assets: Recognize the data and resources that need protection within the 

application. 

3. Decompose the application: Break down the application into its functionality and 

components for detailed analysis. 

4. Identify threats: Using STRIDE or similar methodologies, brainstorm potential threats to 

each identified asset. 

5. Identify vulnerabilities: Analyze each component for weaknesses that could enable 

attackers to exploit the identified threats. 
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6. Analyze attack vectors: Determine the sequence of steps an attacker might take to 

exploit vulnerabilities and access the assets. 

7. Evaluate risks: Assess the likelihood of each threat occurring and its potential impact on 

the assets. 

8. Mitigate risks: Implement controls and countermeasures to address the identified 

vulnerabilities and mitigate the associated risks. 

9. Document and maintain: Document your threat model and update it regularly to reflect 

changes in the application and its environment. 

OWASP Resources: 

• OWASP Threat Dragon: https://owasp.org/www-community/Threat_Modeling 

• STRIDE Methodology: https://owasp.org/www-community/Threat_Modeling_Process 

• PASTA Methodology: https://owasp.org/www-pdf-archive/AppSecEU2012_PASTA.pdf 

• OWASP Threat Dragon Guide: https://owasp.org/www-community/Threat_Modeling 

By embracing OWASP Threat Modeling, you can proactively secure your web 

applications and build a more resilient and robust software ecosystem. Remember, 

security is not just a feature, it's a fundamental building block of any successful 

application. 
 

4. Azure policy 

 

Azure Policy: Enforcing Governance and Compliance in the Cloud 

https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling_Process
https://owasp.org/www-pdf-archive/AppSecEU2012_PASTA.pdf
https://owasp.org/www-community/Threat_Modeling
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Azure Policy is a powerful tool within the Azure platform that helps organizations 

enforce governance and compliance requirements for their cloud resources. It allows 

administrators to define rules and conditions that govern the creation, deployment, and 

operation of resources within their Azure subscriptions. 

Here are some key features and benefits of Azure Policy: 

Features: 

• Policy definitions: These pre-built or custom rules define what is allowed and not allowed 

within your Azure environment. 

• Policy effects: These specify what happens when a policy rule is violated, such as 

denying the creation of a resource, logging a warning, or automatically remediating the 

issue. 

• Policy initiatives: These group related policy definitions for easier management and 

enforcement. 

• Compliance assessment: Provides visibility into compliance with your defined policies 

and identifies any violations. 

• Audit logging: Tracks policy activity and resource changes to ensure accountability and 

transparency. 

Benefits: 

• Enforces governance: Ensures resources are provisioned and configured according to 

organizational standards and best practices. 

• Improves compliance: Helps meet regulatory requirements and industry standards. 

• Reduces risks: Minimizes the chances of security vulnerabilities and configuration errors. 

• Automates enforcement: Automates policy enforcement, freeing up administrative time 

and resources. 

• Enhances consistency: Ensures consistent configuration across all resources within a 

subscription. 

Types of Azure Policy definitions: 

• Regulatory compliance: These policies are designed to meet specific regulatory 

requirements, such as PCI DSS or HIPAA. 

• Resource governance: These policies enforce best practices for resource usage and 

configuration. 

• Security: These policies help improve security posture by restricting access and enabling 

essential security features. 
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• Cost management: These policies optimize resource utilization and help control cloud 

spending. 

Getting started with Azure Policy: 

• Identify your governance and compliance requirements. 

• Review the built-in Azure Policy definitions for relevant options. 

• Create custom policy definitions to address specific needs. 

• Assign policies to subscriptions, resource groups, or individual resources. 

• Monitor policy compliance and address any violations. 

Resources: 

• Azure Policy documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-policy/ 

• List of built-in policy definitions: https://learn.microsoft.com/en-

us/azure/governance/policy/samples/ 

• Azure Policy best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-policy/ 

By implementing Azure Policy effectively, organizations can enhance their cloud 

governance and compliance posture, leading to a more secure, efficient, and cost-

effective Azure environment. 
 

5. DevSecOps: Security requirements 
 

 

https://learn.microsoft.com/en-us/training/modules/configure-azure-policy/
https://learn.microsoft.com/en-us/training/modules/configure-azure-policy/
https://learn.microsoft.com/en-us/azure/governance/policy/samples/
https://learn.microsoft.com/en-us/azure/governance/policy/samples/
https://learn.microsoft.com/en-us/training/modules/configure-azure-policy/
https://learn.microsoft.com/en-us/training/modules/configure-azure-policy/
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DevSecOps: Security Requirements 

DevSecOps is a software development methodology that integrates security practices 

throughout the entire software development lifecycle (SDLC), from planning and design 

to deployment and operation. This approach aims to shift security from being an 

afterthought to a core part of the development process, resulting in more secure and 

reliable software. 

Security requirements in DevSecOps can be broadly categorized into three main types: 

1. Procedural Requirements: 

• Security training: All team members involved in the SDLC should receive regular security 

training to stay updated on current threats and best practices. 

• Threat modeling: Conduct threat modeling exercises to identify potential vulnerabilities 

and attack vectors early in the development process. 

• Security testing: Integrate automated and manual security testing tools throughout the 

SDLC to identify and fix vulnerabilities. 

• Security code reviews: Conduct regular code reviews with a focus on security best 

practices and coding standards. 

• Vulnerability management: Implement a process for identifying, tracking, and 

remediating vulnerabilities in a timely manner. 

• Incident response: Develop and test an incident response plan to effectively respond to 

security incidents. 

2. Technical Requirements: 

• Secure coding practices: Developers should follow secure coding practices to minimize 

the introduction of vulnerabilities into the code. 

• Static code analysis: Integrate static code analysis tools to identify potential security 

vulnerabilities before code is deployed. 

• Dynamic application security testing (DAST): Conduct DAST scans to identify 

vulnerabilities that can be exploited during runtime. 

• Software composition analysis (SCA): Identify and manage vulnerabilities in open-

source libraries and dependencies. 

• Infrastructure as code (IaC) security: Secure your infrastructure by using IaC tools and 

enforcing security best practices. 

• Encryption: Use encryption to protect sensitive data at rest and in transit. 
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• Identity and access management (IAM): Implement strong IAM controls to restrict 

access to resources based on the principle of least privilege. 

3. Cultural and Organizational Requirements: 

• Security champions: Identify and empower security champions within the organization to 

advocate for security practices. 

• Security awareness: Promote a culture of security awareness among all team members. 

• Shared responsibility: Define clear roles and responsibilities for security throughout the 

SDLC. 

• Continuous monitoring: Continuously monitor systems and applications for suspicious 

activity. 

• Metrics and reporting: Track security metrics and report on progress regularly. 

• Automation: Automate security tasks wherever possible to improve efficiency and 

consistency. 

The specific security requirements for your organization will depend on various factors, 

such as your industry, regulatory compliance needs, and risk tolerance. However, 

implementing these general categories of security requirements can significantly 

improve the security posture of your DevSecOps practices and deliver more secure 

software. 

Additional Resources: 

• OWASP DevSecOps Verification Standard: https://owasp.org/www-project-devsecops-

verification-standard/ 

• NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops/publications 

• Microsoft DevSecOps Guide: https://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/ 
 

https://owasp.org/www-project-devsecops-verification-standard/
https://owasp.org/www-project-devsecops-verification-standard/
https://csrc.nist.gov/projects/devsecops/publications
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
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6. Azure AD Identity Protection 

 

Azure Active Directory Identity Protection 

Azure AD Identity Protection is a comprehensive identity security solution that helps 

organizations prevent, detect, and respond to identity-based threats. It utilizes machine 

learning algorithms and real-time risk assessments to identify suspicious activity and 

protect against compromised identities. 

Key features of Azure AD Identity Protection: 

Prevention: 

• Conditional Access: Enforces granular access controls based on user identity, location, 

device, and risk level. 

• Multi-Factor Authentication (MFA): Requires an additional verification factor beyond 

username and password for secure logins. 

• Password Protection: Enforces strong password policies and prevents password 

spraying attacks. 

• Identity Risk Detection: Analyzes user behavior and identifies anomalies that might 

indicate compromised identities. 

• Account Security: Protects against account takeover attempts and automatically blocks 

suspicious activities. 

Detection: 

• Real-time Risk Assessments: Continuously evaluates user sign-in attempts and assigns 

a risk level based on various factors. 
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• Sign-in Logs: Provides detailed information about user sign-in attempts, including 

location, device, and risk level. 

• User Risk Profiles: Analyzes user behavior and assigns a risk score based on their 

activity patterns. 

• Machine Learning: Utilizes advanced algorithms to detect unusual and potentially 

malicious activities. 

Response: 

• Adaptive Authentication: Automatically prompts users for MFA or blocks access based 

on the assessed risk level. 

• Investigation Tools: Provides tools to investigate suspicious activities and identify the 

root cause of security incidents. 

• Automated Remediation: Automatically blocks compromised accounts or takes 

corrective actions based on predefined policies. 

• Reporting and Alerts: Generates reports and sends alerts about suspicious activities and 

security incidents. 

Benefits of using Azure AD Identity Protection: 

• Improved security: Protects against a wide range of identity-based threats, including 

phishing attacks, account takeover attempts, and password spraying. 

• Reduced risk of data breaches: Identifies and mitigates threats before they can lead to 

data breaches and other security incidents. 

• Enhanced compliance: Helps organizations comply with industry regulations and data 

privacy laws. 

• Increased user productivity: Seamless and secure access to applications and resources 

without compromising security. 

• Reduced administrative overhead: Automates security tasks and simplifies threat 

detection and response. 

Getting started with Azure AD Identity Protection: 

• Enable Identity Protection in your Azure AD tenant. 

• Configure conditional access policies to enforce MFA and other access controls. 

• Implement strong password policies and enforce regular password changes. 

• Monitor user activity and investigate suspicious activity alerts. 

• Utilize reporting tools to gain insights into identity-related risks. 

Resources: 
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• Azure AD Identity Protection documentation: https://learn.microsoft.com/en-us/defender-

for-identity/what-is 

• Azure AD Conditional Access documentation: https://learn.microsoft.com/en-

us/entra/identity/conditional-access/ 

• Azure AD Multi-Factor Authentication documentation: https://learn.microsoft.com/en-

us/entra/identity/authentication/ 

By implementing Azure AD Identity Protection, organizations can significantly enhance 

their security posture and protect their valuable assets from identity-based threats. 
 

7. Microsoft Cloud Security Benchmark (MCSB) 

 

Microsoft Cloud Security Benchmark (MCSB) 

The Microsoft Cloud Security Benchmark (MCSB) is a comprehensive guidance 

document that provides best practices and recommendations for securing your 

workloads, data, and services across Azure and your multi-cloud environment. It serves 

as a successor to the Azure Security Benchmark (ASB), which was rebranded in 

October 2022 to offer a broader scope encompassing multi-cloud security 

considerations. 

Key features of MCSB: 

• Prescriptive best practices: Offers prescriptive guidance on securing your cloud 

resources with actionable recommendations. 

https://learn.microsoft.com/en-us/defender-for-identity/what-is
https://learn.microsoft.com/en-us/defender-for-identity/what-is
https://learn.microsoft.com/en-us/entra/identity/conditional-access/
https://learn.microsoft.com/en-us/entra/identity/conditional-access/
https://learn.microsoft.com/en-us/entra/identity/authentication/
https://learn.microsoft.com/en-us/entra/identity/authentication/
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• Multi-cloud focus: Expands beyond Azure to address security considerations for multi-

cloud deployments. 

• Control mapping: Maps controls to relevant regulations and compliance requirements, 

facilitating compliance efforts. 

• Risk-based prioritization: Categorizes controls based on their risk impact, allowing for 

effective prioritization. 

• Continuous improvement: Regularly updated to reflect evolving technologies and 

security threats. 

MCSB structure: 

• Control categories: Organized into six main categories:  

o Identity and Access Management 

o Network Security 

o Data Protection 

o Endpoint Security 

o Infrastructure Security 

o Threat Protection and Detection 

• Controls: Each category encompasses specific controls with detailed descriptions, 

implementation guidance, and resources. 

• Compliance mappings: Controls are mapped to relevant compliance standards and 

regulations, such as HIPAA, PCI DSS, and SOC 2. 

Benefits of using MCSB: 

• Improved security posture: Provides a comprehensive roadmap for securing your cloud 

environment and mitigating security risks. 

• Enhanced compliance: Helps you comply with industry regulations and data privacy 

laws. 

• Reduced costs: Optimizes security investments by focusing on the most critical controls. 

• Increased agility: Enables secure and efficient cloud deployments. 

• Standardized approach: Offers a consistent and repeatable approach to cloud security 

across your organization. 

How to use MCSB: 

• Review the MCSB document and familiarize yourself with the controls. 

• Assess your current security posture against the MCSB controls. 

• Identify and prioritize the controls that are most relevant to your organization and risk 

profile. 
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• Implement the prioritized controls and measure your progress. 

• Monitor your cloud environment for threats and vulnerabilities. 

• Regularly review and update your security posture based on the latest MCSB guidance 

and evolving security threats. 

Resources: 

• MCSB documentation: https://learn.microsoft.com/en-

us/security/benchmark/azure/overview 

• MCSB control mapping tool: https://learn.microsoft.com/en-

us/security/benchmark/azure/baselines/azure-purview-security-baseline 

• MCSB quick start guide: https://learn.microsoft.com/en-us/purview/concept-elastic-data-

map 

By adopting MCSB as your cloud security framework, you can significantly improve your 

security posture, ensure compliance, and gain the confidence to fully leverage the 

power of cloud computing. 
 

8. DevSecOps processes 

 

https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/azure-purview-security-baseline
https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/azure-purview-security-baseline
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
https://learn.microsoft.com/en-us/purview/concept-elastic-data-map
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DevSecOps Processes: Integrating Security Throughout the SDLC 

DevSecOps is a software development methodology that integrates security practices 

throughout the entire Software Development Life Cycle (SDLC), from planning and 

design to deployment and operation. This shift left-shifts security from being an 

afterthought to a core part of the development process, leading to more secure and 

reliable software. 

Key DevSecOps Processes: 

1. Planning and Design: 

• Security requirements definition: Identify and document security requirements for the 

planned software. 

• Threat modeling: Analyze potential threats and vulnerabilities early in the development 

process. 

• Secure architecture design: Design a secure architecture that mitigates identified threats 

and vulnerabilities. 

• Secure coding guidelines: Define secure coding practices and standards for developers 

to follow. 

2. Development: 

• Static code analysis: Integrate static code analysis tools to identify potential 

vulnerabilities in the code. 

• Dynamic application security testing (DAST): Conduct DAST scans to identify 

vulnerabilities that can be exploited during runtime. 

• Software composition analysis (SCA): Identify and manage vulnerabilities in open-

source libraries and dependencies. 

• Integration security testing: Test the security of integrations between different 

components of the software. 

• Automated security testing: Integrate security testing tools into the CI/CD pipeline for 

continuous feedback. 

3. Deployment and Operation: 

• Vulnerability scanning: Continuously scan deployed systems for vulnerabilities. 

• Security configuration management: Manage and enforce security configurations for 

deployed systems. 

• Identity and access management (IAM): Implement IAM controls to restrict access to 

resources based on the principle of least privilege. 
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• Log management and monitoring: Monitor system logs and events for suspicious activity. 

• Incident response: Develop and test an incident response plan to effectively respond to 

security incidents. 

4. Communication and Collaboration: 

• Security awareness training: Provide regular security training to all team members 

involved in the SDLC. 

• Security champions: Appoint security champions to advocate for security best practices. 

• Security communication channels: Establish clear communication channels for reporting 

security incidents and concerns. 

• Security metrics and reporting: Track security metrics and report on progress regularly. 

• Shared responsibility: Define clear roles and responsibilities for security throughout the 

SDLC. 

Benefits of Implementing DevSecOps Processes: 

• Improved security posture: Early detection and mitigation of security risks throughout the 

development process. 

• Reduced costs: Lower costs associated with fixing vulnerabilities later in the 

development cycle. 

• Faster time to market: By addressing security concerns early, releases can be made 

faster and more consistently. 

• Enhanced compliance: Easier compliance with industry regulations and data privacy 

laws. 

• Increased accountability: Security becomes a shared responsibility, leading to better 

ownership and accountability. 

Getting Started with DevSecOps Processes: 

• Assess your current security practices and identify areas for improvement. 

• Develop a plan for integrating security into your SDLC. 

• Start small and gradually implement DevSecOps practices. 

• Invest in training and tools to support your DevSecOps efforts. 

• Measure your progress and continuously improve your DevSecOps practices. 

Resources: 

• OWASP DevSecOps Verification Standard: https://owasp.org/www-project-devsecops-

verification-standard/: https://owasp.org/www-project-devsecops-verification-standard/ 

• NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops/publications: 

https://csrc.nist.gov/projects/devsecops/publications 

https://owasp.org/www-project-devsecops-verification-standard/
https://owasp.org/www-project-devsecops-verification-standard/
https://owasp.org/www-project-devsecops-verification-standard/
https://csrc.nist.gov/projects/devsecops/publications
https://csrc.nist.gov/projects/devsecops/publications
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• Microsoft DevSecOps Guide: https://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/: https://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/ 

By integrating DevSecOps processes into your software development lifecycle, you can 

significantly improve the security of your applications and deliver reliable software that 

meets your business needs. 
 

9. DevSecOps: Security Requirements 

 

 

DevSecOps: Security Requirements 

DevSecOps integrates security practices into the entire software development lifecycle 

(SDLC), from planning and design to deployment and operation. This approach requires 

clear and comprehensive security requirements to guide development efforts and 

ensure the overall security posture of the software. 

Here are some key categories of security requirements in DevSecOps: 

Procedural Requirements: 

• Security training: All team members involved in the SDLC, including developers, 

operations, and security professionals, must receive ongoing security training to stay up-

to-date on current threats and best practices. 

• Threat modeling: Conduct threat modeling exercises early in the development process to 

identify potential vulnerabilities and attack vectors. 

https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
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• Security testing: Integrate security testing tools and methodologies throughout the 

SDLC, including static code analysis, dynamic application security testing (DAST), and 

software composition analysis (SCA). 

• Secure coding practices: Developers should follow secure coding practices and 

standards to minimize the introduction of vulnerabilities into the code. 

• Vulnerability management: Implement a process for identifying, tracking, and 

remediating vulnerabilities in a timely manner. 

• Incident response: Develop and test an incident response plan to effectively respond to 

security incidents. 

Technical Requirements: 

• Access control and role-based permissions: Implement access control mechanisms to 

restrict access to resources based on the principle of least privilege. 

• Data encryption: Encrypt sensitive data at rest and in transit to protect against 

unauthorized access. 

• Secure configuration management: Use configuration management tools to ensure 

consistency and enforce security configurations across all systems and applications. 

• Multi-factor authentication (MFA): Implement MFA for all user accounts to enhance 

security and prevent unauthorized access. 

• Network segmentation: Segment your network to restrict the potential impact of security 

breaches. 

• Logging and monitoring: Implement comprehensive logging and monitoring systems to 

detect suspicious activity and identify potential security incidents. 

Operational Requirements: 

• Security incident and event management (SIEM): Implement a SIEM solution to collect 

and analyze security data from various sources to identify and respond to security 

incidents effectively. 

• Security posture management (SPM): Utilize SPM tools to continuously assess and 

monitor the security posture of your systems and applications. 

• Vulnerability scanning and penetration testing: Conduct regular vulnerability scans and 

penetration tests to identify and address vulnerabilities before they can be exploited by 

attackers. 

• Security audits and assessments: Perform periodic security audits and assessments to 

identify and address weaknesses in your security controls and processes. 
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• Compliance requirements: Ensure your systems and applications comply with relevant 

industry regulations and data privacy laws. 

Additional Considerations: 

• DevSecOps tools and platforms: Utilize DevSecOps tools and platforms to automate 

security tasks and integrate security practices seamlessly into the development pipeline. 

• Security champions: Appoint security champions within your organization to advocate for 

security best practices and promote a culture of security awareness. 

• Continuous improvement: Continuously review and update your security requirements 

and practices to adapt to evolving threats and technologies. 

By establishing and effectively implementing comprehensive security requirements, you 

can ensure that security is woven into the fabric of your DevSecOps practices, leading 

to the development of more secure and reliable software. 

Here are some resources that you may find helpful: 

• OWASP DevSecOps Verification Standard: https://owasp.org/www-project-application-

security-verification-standard/ 

• NIST DevSecOps Framework: https://csrc.nist.gov/projects/devsecops 

• Microsoft DevSecOps Guide: https://learn.microsoft.com/en-

us/training/modules/introduction-to-secure-devops/ 
 

Smoke Tests 

Smoke Tests: Verifying Basic Functionality 

Smoke tests are preliminary tests performed to quickly confirm that the basic 

functionality of a system or application works correctly. They are typically quick and 

automated, focusing on verifying the system's core features and ensuring it is ready for 

further testing. 

Key characteristics of smoke tests: 

• Minimal scope: They focus on verifying critical functionality rather than comprehensively 

testing all features. 

• Fast execution: They are designed to be quick and automated, taking minutes rather 

than hours or days. 

• Early execution: They are typically performed before more extensive testing, often as 

part of the continuous integration (CI) pipeline. 

https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://csrc.nist.gov/projects/devsecops
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
https://learn.microsoft.com/en-us/training/modules/introduction-to-secure-devops/
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• Pass/fail criteria: They provide a simple pass/fail result, indicating whether the system is 

functioning at a basic level. 

Benefits of smoke testing: 

• Early detection of critical issues: Identifying and addressing critical issues before 

investing resources in extensive testing. 

• Improved build quality: Ensuring that builds are stable and ready for further testing, 

leading to more efficient development cycles. 

• Reduced testing time: Focusing on essential functionality saves time and resources 

compared to comprehensive testing. 

• Proactive problem identification: Proactively identifying potential problems before they 

manifest as larger issues. 

• Increased confidence: Providing confidence that the system is ready for further testing 

and potential deployment. 

Use cases for smoke tests: 

• After code changes: To ensure that new code hasn't introduced regressions or broken 

existing functionality. 

• Before manual testing: To save time and resources by focusing manual testing on areas 

with a higher risk of problems. 

• After deployments: To verify that the system has deployed successfully and is 

functioning as expected. 

Examples of smoke tests: 

• Web application: Checking that the homepage loads correctly, verifying user login 

functionality, and confirming basic navigation. 

• Mobile app: Ensuring the app launches successfully, testing basic features like touch 

input and gestures, and verifying data persistence. 

• API endpoint: Sending basic requests to the API and verifying the response status codes 

and data format. 

Best practices for smoke testing: 

• Automate smoke tests: Utilize automation tools to run smoke tests consistently and 

efficiently. 

• Focus on critical functionality: Prioritize tests that cover the core features of the system. 

• Keep tests simple and concise: Avoid complex test cases that add unnecessary time and 

complexity. 

• Use clear pass/fail criteria: Establish clear criteria for determining test success or failure. 
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• Integrate smoke tests into the CI pipeline: Run smoke tests automatically as part of the 

build process. 

• Review and update smoke tests regularly: Ensure smoke tests are relevant and reflect 

changes in the system functionality. 

By incorporating smoke testing into your development process, you can improve the 

quality and efficiency of your testing efforts, detect critical issues early, and ensure a 

stable and reliable system for your users. 
 

10. Privileged Identity Management 

 

Azure Privileged Identity Management (PIM) 

Azure Privileged Identity Management (PIM) helps organizations manage, control, and 

monitor privileged access to Azure resources. It provides a comprehensive solution for 

minimizing the risks associated with granting excessive and unnecessary administrative 

access. 

Key benefits of Azure PIM: 

Enhanced security: 

• Reduces the attack surface: Limits the number of users with permanent privileged 

access, minimizing the potential impact of compromised accounts. 

• Provides time-based or approval-based access: Enables just-in-time access for specific 

tasks, reducing the risk of privilege misuse. 
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• Enforces multi-factor authentication (MFA) for privileged access: Adds an extra layer of 

security to prevent unauthorized access. 

Improved control and auditability: 

• Centralizes management of privileged roles: Offers a single platform to manage all 

privileged identities and access assignments. 

• Provides detailed audit logs: Enables tracking and monitoring of privileged access 

activities for compliance and security investigations. 

• Supports role-based access control (RBAC): Allows granular control over access to 

specific resources and operations. 

Increased agility and efficiency: 

• Streamlines the process for granting and revoking access: Enables on-demand access 

for authorized users without manual intervention. 

• Automates routine tasks: Reduces manual administrative overhead and improves 

operational efficiency. 

• Supports integration with existing tools and processes: Integrates seamlessly with other 

Azure security solutions and identity management systems. 

Key features of Azure PIM: 

• Azure AD roles and Azure resources: Enables managing privileged access to Azure AD 

roles and Azure resources, such as virtual machines, storage accounts, and databases. 

• Time-based access: Allows granting access for a specific duration, minimizing the time 

window for potential misuse. 

• Approval-based access: Requires approval from designated reviewers before granting 

access, adding an extra layer of control. 

• Emergency access: Enables temporary access for urgent situations with automatic 

expiration. 

• Reports and monitoring: Provides detailed insights into privileged access activity and 

trends. 

Getting started with Azure PIM: 

• Enable Azure PIM in your Azure subscription. 

• Identify and assign Azure AD roles and resource roles. 

• Configure time-based or approval-based access for privileged roles. 

• Enable MFA for privileged identities. 

• Monitor access activity and investigate suspicious events. 

Resources: 
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• Azure PIM documentation: https://learn.microsoft.com/en-us/training/modules/azure-ad-

privileged-identity-management/ 

• Azure PIM quick start guide: https://learn.microsoft.com/en-us/entra/id-

governance/privileged-identity-management/pim-how-to-add-role-to-user 

• Azure PIM best practices: https://learn.microsoft.com/en-us/entra/id-

governance/privileged-identity-management/pim-how-to-activate-role 

By implementing Azure PIM, organizations can significantly improve their security 

posture, ensure compliance with regulations, and gain better control over privileged 

access to their Azure resources. 
 

11. Defender for Identity 

 

Defender for Identity: Enhanced Security for Your Hybrid Identity Landscape 

Microsoft Defender for Identity is a cloud-based security solution designed to protect 

your hybrid identity environment, including on-premises Active Directory and cloud 

identities. It provides advanced threat detection and response capabilities to help you 

identify and mitigate security risks associated with compromised identities. 

Key Features: 

• Identity-based threat detection and response: Utilizes advanced machine learning and 

analytics to identify anomalous user behavior and suspicious activities, such as lateral 

movement, privilege escalation attempts, and password spraying attacks. 

https://learn.microsoft.com/en-us/training/modules/azure-ad-privileged-identity-management/
https://learn.microsoft.com/en-us/training/modules/azure-ad-privileged-identity-management/
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-add-role-to-user
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-add-role-to-user
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-activate-role
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-activate-role
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• Automated investigation and remediation: Automates investigation workflows and 

provides recommendations for remediating identified threats, reducing the time and 

resources required to respond to security incidents. 

• Real-time visibility and monitoring: Offers a centralized dashboard for monitoring user 

activity, identifying suspicious events, and investigating potential threats in real-time. 

• Risk-based prioritization: Prioritizes alerts based on their potential risk level, enabling 

security teams to focus their efforts on the most critical threats. 

• Integration with other security solutions: Integrates with other Microsoft security 

solutions, such as Azure Sentinel and Microsoft Defender for Cloud, providing a 

comprehensive view of your security posture and a coordinated response to threats. 

Benefits: 

• Enhanced security posture: Proactively identifies and mitigates identity-based threats 

before they can cause significant damage. 

• Reduced risk of data breaches: Protects your sensitive data from unauthorized access 

by compromised identities. 

• Improved compliance: Helps organizations comply with industry regulations and data 

privacy laws related to identity security. 

• Increased operational efficiency: Automates security tasks and reduces the workload on 

security teams. 

• Better decision-making: Provides actionable insights into identity-related risks to inform 

security decisions. 

Use Cases: 

• Protecting privileged accounts: Monitor and control access to privileged accounts to 

prevent misuse and unauthorized access. 

• Detecting and responding to insider threats: Identify anomalous user behavior that might 

indicate malicious insider activity. 

• Responding to password spraying attacks: Detect and block attempts to crack user 

passwords using automated tools. 

• Investigating suspicious activity: Analyze user activity logs to identify potential security 

incidents and investigate the root cause. 

• Meeting compliance requirements: Demonstrate compliance with industry regulations 

and data privacy laws by implementing appropriate identity security controls. 

Getting Started: 

• Enable Defender for Identity in your Microsoft Defender for Cloud workspace. 
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• Connect your on-premises Active Directory environment to Defender for Identity. 

• Configure threat detection rules and alerts. 

• Monitor user activity and investigate suspicious events. 

• Utilize the provided tools and insights to respond to identified threats. 

Resources: 

• Defender for Identity documentation: https://learn.microsoft.com/en-us/defender-for-

identity/what-is 

• Defender for Identity quick start guide: https://learn.microsoft.com/en-us/defender-for-

identity/deploy-defender-identity 

• Defender for Identity best practices: https://learn.microsoft.com/en-

us/azure/sentinel/best-practices 

By implementing Defender for Identity, organizations can significantly improve their 

identity security posture and gain a comprehensive view of their hybrid identity 

environment. This can help them proactively detect and respond to identity-based 

threats, protect sensitive data, and meet compliance requirements. 
 

12. Attack surface reduction rules 

 

 

 

 

https://learn.microsoft.com/en-us/defender-for-identity/what-is
https://learn.microsoft.com/en-us/defender-for-identity/what-is
https://learn.microsoft.com/en-us/defender-for-identity/deploy-defender-identity
https://learn.microsoft.com/en-us/defender-for-identity/deploy-defender-identity
https://learn.microsoft.com/en-us/azure/sentinel/best-practices
https://learn.microsoft.com/en-us/azure/sentinel/best-practices


102 
 
 
 

 

Attack Surface Reduction Rules: Protecting Your Endpoints 

Attack surface reduction rules (ASR) are a powerful security feature within Microsoft 

Defender for Endpoint that helps administrators proactively reduce the attack surface 

and mitigate potential security risks on endpoints. These rules can be configured to 

restrict specific functionalities, block malicious behaviors, and limit interactions with 

potentially unsafe resources. 

Key features of ASR: 

• Predefined rules: ASR offers a set of predefined rules that address common attack 

vectors, such as blocking executable files from specific locations or preventing the 

execution of scripts. 

• Custom rules: Organizations can create custom rules tailored to their specific security 

needs and risk profile. 

• Granular control: ASR allows for granular control over rule application, enabling 

administrators to target specific groups of users or devices. 

• Auditing and reporting: ASR provides detailed audit logs and reports on rule activity, 

enabling administrators to track the effectiveness of these rules and identify potential 

security incidents. 

Benefits of using ASR: 

• Reduced attack surface: Limits the attack surface available for malicious actors, making 

it more difficult for them to exploit vulnerabilities. 

• Improved security posture: Proactively mitigates potential security risks and reduces the 

likelihood of successful attacks. 

• Enhanced compliance: Helps organizations comply with industry regulations and data 

privacy laws that require specific security controls. 

• Reduced operational overhead: Automates security tasks and simplifies the process of 

implementing security controls. 

• Improved visibility and control: Provides greater visibility into endpoint activity and 

enables administrators to take corrective action when necessary. 

Use cases for ASR: 

• Blocking untrusted applications: Prevent the execution of untrusted or potentially harmful 

applications from running on endpoints. 

• Restricting access to specific locations: Block access to websites, folders, or drives that 

might contain malicious content. 
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• Preventing script execution: Limit the execution of scripts, such as PowerShell scripts, to 

help mitigate script-based attacks. 

• Disabling unnecessary functionalities: Disable features or functionalities that are not 

essential for user productivity but can be exploited by attackers. 

• Protecting sensitive data: Restrict access to sensitive data and resources to minimize 

the potential impact of data breaches. 

Getting started with ASR: 

• Enable ASR in Microsoft Defender for Endpoint. 

• Review and configure the predefined rules. 

• Create custom rules if needed. 

• Assign rules to specific groups of users or devices. 

• Monitor ASR activity and investigate suspicious events. 

Resources: 

• Attack Surface Reduction Rules documentation: https://learn.microsoft.com/en-

us/microsoft-365/security/defender-endpoint/attack-surface-reduction?view=o365-

worldwide 

• Attack Surface Reduction Rules best practices: 

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-

surface-reduction?view=o365-worldwide 

• Microsoft Defender for Endpoint documentation: 

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=o365-

worldwide 

By implementing Attack Surface Reduction Rules effectively, organizations can 

significantly improve their endpoint security posture and proactively mitigate potential 

threats before they can cause harm. 
 

13. Designing security with a focus on protecting an organization from ransomware. 
 

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/?view=o365-worldwide
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Designing Security with a Focus on Protecting an Organization from Ransomware 

Ransomware is a serious and evolving threat that can have devastating consequences 

for organizations. To effectively protect against ransomware attacks, it's crucial to 

design security with this specific threat in mind. Here are some key principles for 

designing security with a focus on protecting against ransomware: 

Defense in Depth: 

• Implement a layered security approach: Employ multiple security controls at different 

layers of the IT infrastructure, including network, endpoint, application, and data layers. 

• Focus on prevention: Prioritize preventing ransomware infections in the first place by 

strengthening perimeter defenses, hardening systems, and implementing security 

awareness training for employees. 

• Implement data backups and recovery solutions: Ensure regular backups of critical data 

are stored offline and encrypted. Develop and test a comprehensive incident response 

plan for efficient recovery in case of an attack. 

Least Privilege: 

• Grant users access based on the principle of least privilege: Users should only have the 

minimum access necessary to perform their job duties. This minimizes the potential 

impact of compromised accounts. 

• Implement multi-factor authentication (MFA): Require MFA for all user accounts, 

including privileged accounts. This adds an extra layer of security and makes it harder 

for attackers to gain access. 
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Network Security: 

• Segment your network: Divide your network into smaller segments to limit the lateral 

movement of attackers if they compromise a system. 

• Filter network traffic: Implement network security controls to block access to malicious 

websites and prevent unauthorized data exfiltration. 

• Monitor network activity: Continuously monitor network traffic for suspicious activity that 

might indicate a ransomware attack. 

Endpoint Security: 

• Deploy endpoint security solutions: Utilize endpoint detection and response (EDR) 

solutions to detect and respond to ransomware attacks on individual devices. 

• Keep systems updated: Apply security patches and updates promptly to close 

vulnerabilities that attackers could exploit. 

• Restrict software installation: Implement policies to control which applications users can 

install on their devices. 

• Disable unnecessary features and functionalities: Disable features and functionalities 

that are not essential for user productivity but can be exploited by attackers. 

Data Security: 

• Encrypt sensitive data: Encrypt sensitive data at rest and in transit to protect it from 

unauthorized access. 

• Implement data loss prevention (DLP): Use DLP tools to prevent unauthorized data 

exfiltration. 

• Monitor data access: Monitor access to sensitive data to detect suspicious activity. 

Security Awareness and Training: 

• Provide regular security awareness training to employees: Educate employees about 

ransomware threats and best practices for protecting against them. 

• Phishing simulations: Conduct phishing simulations to test employee awareness and 

identify areas for improvement. 

• Incident reporting: Encourage employees to report suspicious activity immediately to the 

security team. 

Continuous Improvement: 

• Regularly assess your security posture: Conduct periodic security assessments to 

identify vulnerabilities and weaknesses in your defenses. 

• Test your incident response plan: Regularly test your incident response plan to ensure it 

is effective in responding to ransomware attacks. 



106 
 
 
 

 

• Stay informed about evolving threats: Continuously update your security posture and 

awareness training to keep up with the latest ransomware threats and techniques. 

By implementing these security principles and adopting a proactive approach to 

ransomware protection, organizations can significantly reduce the risk of falling victim to 

a ransomware attack and minimize the potential damage if an attack occurs. 
 

14. Defender for Identity 

 

15. What are two security requirements that you should include in the operate phase of 

DevSecOps process? 
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16. The three principles of a Zero Trust approach to security 
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17. Two methods of preventing attackers from escalating privileges? 

 

18. MITTRE ATT&CK Framework 

 

The MITRE ATT&CK framework is a knowledge base of adversary tactics, techniques, 
and procedures (TTPs) used in cyberattacks. It is a valuable resource for security 
professionals to understand how attackers operate and to develop effective defenses.  

Opens in a new window www.trellix.com 

 

MITRE ATT&CK framework 

https://www.trellix.com/security-awareness/cybersecurity/what-is-mitre-attack-framework/
https://www.trellix.com/security-awareness/cybersecurity/what-is-mitre-attack-framework/
https://www.trellix.com/security-awareness/cybersecurity/what-is-mitre-attack-framework/
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The MITRE ATT&CK framework is organized into three high-level phases: 

• Pre-attack: This phase includes activities that attackers perform before they have 
gained access to a system or network, such as reconnaissance and vulnerability 
scanning. 

Opens in a new window stinet.pl 

Preattack phase in MITRE ATT&CK framework 

• Execution: This phase includes activities that attackers perform after they have 
gained access to a system or network, such as lateral movement, privilege 
escalation, and data exfiltration. 

Opens in a new window
www.sentinelone.com 

Execution phase in MITRE ATT&CK framework 

• Defense evasion: This phase includes activities that attackers perform to evade 
detection and analysis, such as clearing logs and disabling security tools. 

https://stinet.pl/en/what-is-mitre-attck/
https://stinet.pl/en/what-is-mitre-attck/
https://www.sentinelone.com/cybersecurity-101/mitre-attack-framework/
https://www.sentinelone.com/cybersecurity-101/mitre-attack-framework/
https://www.sentinelone.com/cybersecurity-101/mitre-attack-framework/
https://stinet.pl/en/what-is-mitre-attck/
https://www.sentinelone.com/cybersecurity-101/mitre-attack-framework/
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Opens in a new window
www.blackberry.com 

Defense evasion phase in MITRE ATT&CK framework 

Within each phase, the MITRE ATT&CK framework is further divided into tactics, 
techniques, and procedures. Tactics are broad categories of activities that attackers 
perform, such as reconnaissance or privilege escalation. Techniques are specific 
methods that attackers use to perform a tactic, such as using a phishing email to steal 
credentials or exploiting a vulnerability to gain remote access to a system. Procedures 
are step-by-step instructions for performing a technique. 

The MITRE ATT&CK framework is constantly being updated to reflect new TTPs that 
are being used by attackers. It is a valuable resource for security professionals to stay 
up-to-date on the latest threats and to develop effective defenses. 

Here are some of the benefits of using the MITRE ATT&CK framework: 

• Improved understanding of attacker behavior: The MITRE ATT&CK framework 
provides a comprehensive view of how attackers operate, from reconnaissance 
to data exfiltration. This understanding can help security professionals to develop 
more effective defenses. 

• Improved threat detection and response: The MITRE ATT&CK framework can be 
used to identify and prioritize threats. This can help security teams to respond to 
incidents more quickly and effectively. 

• Improved security posture: The MITRE ATT&CK framework can be used to 
identify security gaps and vulnerabilities. This can help organizations to improve 
their overall security posture. 

 

 

https://www.blackberry.com/us/en/solutions/endpoint-security/mitre-attack
https://www.blackberry.com/us/en/solutions/endpoint-security/mitre-attack
https://www.blackberry.com/us/en/solutions/endpoint-security/mitre-attack
https://www.blackberry.com/us/en/solutions/endpoint-security/mitre-attack
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19. Azure AD Application Proxy 

 

Azure AD Application Proxy: Securely Access On-Premises Apps from the Cloud 

Azure AD Application Proxy provides a secure and centralized way for users to access 

on-premises applications remotely through the Azure cloud. It eliminates the need for 

complex VPN configurations and provides a seamless user experience. 

Key features of Azure AD Application Proxy: 

• Secure access: Applications are accessed through the Azure cloud, removing the need 

to expose them directly to the internet. 

• Single sign-on (SSO): Users can sign in to applications with their Azure AD credentials, 

eliminating the need for separate logins. 

• Multi-factor authentication (MFA): Supports MFA for added security. 

• Pre-authentication: Allows administrators to control who can access applications before 

authentication. 

• Conditional access: Enables granular control over access to applications based on 

various conditions, such as user location, device type, and risk level. 

• Reporting and monitoring: Provides detailed reports and logs to track application usage 

and identify potential security incidents. 

Benefits of using Azure AD Application Proxy: 
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• Improved security: By eliminating the need to expose applications directly to the internet, 

Azure AD Application Proxy reduces the attack surface and minimizes the risk of 

unauthorized access. 

• Enhanced user experience: Users can access applications from anywhere with an 

internet connection, without the need for VPNs. 

• Reduced administrative overhead: Azure AD Application Proxy simplifies the process of 

managing and securing on-premises applications. 

• Increased compliance: Supports compliance with industry regulations and data privacy 

laws. 

• Centralized management: Provides a single platform for managing access to all on-

premises applications. 

Use cases for Azure AD Application Proxy: 

• Remote access for employees: Enables employees to access on-premises applications 

from remote locations or home offices. 

• Partner access: Provides secure access to on-premises applications for partners and 

vendors. 

• Legacy application access: Allows users to access older applications that are not 

internet-ready. 

• Mergers and acquisitions: Simplifies the process of integrating applications after mergers 

and acquisitions. 

Getting started with Azure AD Application Proxy: 

• Enable Azure AD Application Proxy in your Azure subscription. 

• Configure your on-premises application connectors. 

• Publish your on-premises applications to Azure AD. 

• Assign users and groups access to published applications. 

• Test access to applications and configure conditional access policies (optional). 

Resources: 

• Azure AD Application Proxy documentation: https://learn.microsoft.com/en-

us/training/modules/configure-azure-ad-application-proxy/ 

• Azure AD Application Proxy quick start guide: https://learn.microsoft.com/en-

us/entra/identity/app-proxy/application-proxy-add-on-premises-application 

• Azure AD Application Proxy best practices: https://learn.microsoft.com/en-

us/training/modules/configure-azure-ad-application-proxy/ 

https://learn.microsoft.com/en-us/training/modules/configure-azure-ad-application-proxy/
https://learn.microsoft.com/en-us/training/modules/configure-azure-ad-application-proxy/
https://learn.microsoft.com/en-us/entra/identity/app-proxy/application-proxy-add-on-premises-application
https://learn.microsoft.com/en-us/entra/identity/app-proxy/application-proxy-add-on-premises-application
https://learn.microsoft.com/en-us/training/modules/configure-azure-ad-application-proxy/
https://learn.microsoft.com/en-us/training/modules/configure-azure-ad-application-proxy/
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By implementing Azure AD Application Proxy, organizations can securely and easily 

grant their users remote access to on-premises applications, enhancing user 

productivity and improving security posture. 
 

Azure Front Door 

Azure Front Door: A Modern Cloud CDN for Global Application Delivery 

Azure Front Door is a modern cloud content delivery network (CDN) service offered by 

Microsoft Azure. It provides fast, reliable, and secure delivery of your web applications, 

static content, and APIs to users around the world. 

Key features of Azure Front Door: 

• Global network of edge locations: Leverages a geographically distributed network of 

edge locations to deliver content closer to users, minimizing latency and improving 

performance. 

• High availability: Offers high availability and redundancy to ensure continuous uptime 

and service delivery. 

• Automatic load balancing: Routes traffic automatically across available edge locations to 

optimize performance and prevent overloading individual servers. 

• Web application firewall (WAF): Provides built-in protection against common web 

application attacks, such as SQL injection and cross-site scripting (XSS). 

• URL routing and rewrite: Allows you to customize URL paths and redirect traffic based 

on specific rules. 

• Traffic management: Enables you to manage traffic based on various factors, such as 

user location, time of day, and origin. 

• Detailed analytics and reporting: Provides insights into traffic patterns, performance 

metrics, and security events. 

Benefits of using Azure Front Door: 

• Improved performance: Delivers content faster to users around the world, resulting in 

improved user experience and reduced bounce rates. 

• Reduced costs: Offloads traffic from your origin servers, leading to cost savings on 

infrastructure and bandwidth. 

• Increased scalability: Easily scales to accommodate spikes in traffic without impacting 

performance. 
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• Enhanced security: Protects your applications from web attacks with built-in WAF 

capabilities. 

• Simplified deployment and management: Offers a user-friendly interface and integration 

with other Azure services. 

Use cases for Azure Front Door: 

• Delivering static content: Images, videos, JavaScript files, and other static content can 

be cached at edge locations for faster loading times. 

• Hosting web applications: Web applications can be served through Azure Front Door to 

improve performance and scalability. 

• Protecting applications from DDoS attacks: Azure Front Door can absorb large volumes 

of attack traffic, protecting your applications from downtime. 

• Serving APIs: APIs can be exposed through Azure Front Door to ensure fast and reliable 

access for developers. 

• Delivering global content: Content can be localized and delivered to users in different 

regions with the appropriate language and cultural settings. 

Getting started with Azure Front Door: 

• Create an Azure Front Door profile in your Azure subscription. 

• Configure your origin servers and define routing rules. 

• Enable additional features such as WAF and routing policies (optional). 

• Monitor performance metrics and analyze traffic patterns. 

Resources: 

• Azure Front Door documentation: https://learn.microsoft.com/en-us/azure/frontdoor/ 

• Azure Front Door quick start guide: https://learn.microsoft.com/en-

us/training/modules/intro-to-azure-front-door/ 

• Azure Front Door best practices: https://learn.microsoft.com/en-us/azure/web-

application-firewall/afds/waf-front-door-best-practices 

By implementing Azure Front Door, organizations can significantly improve the 

performance, scalability, and security of their global web applications and content 

delivery. This can lead to a better user experience, increased business agility, and 

improved cost efficiency. 
 

 

 

https://learn.microsoft.com/en-us/azure/frontdoor/
https://learn.microsoft.com/en-us/training/modules/intro-to-azure-front-door/
https://learn.microsoft.com/en-us/training/modules/intro-to-azure-front-door/
https://learn.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-best-practices
https://learn.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-best-practices
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20. Zero Trust Rapid Modernization Plan (RaMP) 

 

Zero Trust Rapid Modernization Plan (RaMP) 

The Zero Trust Rapid Modernization Plan (RaMP) is a Microsoft-developed initiative 

designed to help organizations quickly and efficiently implement key layers of protection 

aligned with Zero Trust principles. It offers a practical and actionable approach to 

modernize security and IT infrastructure by focusing on specific initiatives rather than 

detailed configuration steps for various technologies. 

Key benefits of RaMP: 

• Faster implementation: Compared to traditional deployment methodologies, RaMP 

enables faster adoption of Zero Trust principles by focusing on essential initiatives and 

providing pre-defined implementation paths. 

• Reduced complexity: By streamlining the implementation process and offering pre-

configured solutions, RaMP minimizes the complexity associated with Zero Trust 

adoption. 

• Improved security posture: Implementing key Zero Trust principles through RaMP 

strengthens the overall security posture of your organization by reducing risk and 

improving access controls. 

• Increased efficiency: By focusing on specific initiatives and leveraging pre-defined 

solutions, RaMP allows organizations to achieve Zero Trust goals with greater efficiency 

and resource optimization. 
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• Aligned with best practices: RaMP incorporates best practices and recommendations for 

Zero Trust implementation, ensuring alignment with industry standards and leading 

security frameworks. 

RaMP Initiatives: 

• Identity and Access Management: This initiative focuses on securing user identities and 

implementing multi-factor authentication (MFA) to ensure only authorized users access 

resources. 

• Endpoint Security: This initiative aims to harden endpoints and implement endpoint 

detection and response (EDR) solutions to protect against malware and other threats. 

• Application Security: This initiative focuses on securing applications and APIs through 

access control mechanisms, vulnerability management, and web application firewalls 

(WAFs). 

• Network Security: This initiative aims to segment your network and implement intrusion 

detection/prevention systems (IDS/IPS) to restrict lateral movement and minimize attack 

surfaces. 

• Data Security: This initiative focuses on protecting sensitive data through encryption, 

data loss prevention (DLP), and robust access controls. 

Implementation approach: 

1. Assess your current security posture: Evaluate your existing security controls and 

identify gaps in alignment with Zero Trust principles. 

2. Prioritize RaMP initiatives: Based on your assessment, prioritize the RaMP initiatives 

that offer the most significant impact and address critical security gaps. 

3. Leverage pre-defined solutions: Utilize pre-configured solutions and templates available 

within RaMP to simplify deployment and reduce configuration complexity. 

4. Customize and adapt: While leveraging pre-defined solutions, adapt them to your 

specific organizational context and security requirements. 

5. Measure and monitor progress: Continuously monitor the effectiveness of your RaMP 

implementation and adjust your approach as needed to ensure ongoing improvement. 

Resources: 

• Zero Trust Rapid Modernization Plan (RaMP) overview: https://learn.microsoft.com/en-

us/security/zero-trust//zero-trust-ramp-overview 

• Zero Trust Rapid Modernization Plan (RaMP) technical guidance: 

https://github.com/NZMSA 

https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-ramp-overview
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-ramp-overview
https://github.com/NZMSA
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• Microsoft Zero Trust documentation: https://learn.microsoft.com/en-us/security/zero-

trust/ 

By adopting the Zero Trust Rapid Modernization Plan, organizations can accelerate 

their journey towards a more secure and resilient IT environment aligned with Zero 

Trust principles. This can lead to significant security improvements, increased 

operational efficiency, and improved user experience. 
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