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Overview

As a candidate for this Microsoft Certification, you’re a security engineer who protects
organizational systems and data across cloud and hybrid environments by implementing
comprehensive security controls that proactively help prevent unauthorized access and
mitigate risks. Your role spans multiple security domains, including identity, network,
application, data, and compute. You also help ensure that platforms, data, identities, and
infrastructure used by Al workloads are securely implemented and monitored.

In this role, your responsibilities include:
e Securing access to resources by using Microsoft Entra ID and Azure Key Vault.
e Enforcing security and regulatory compliance.
e Securing storage, databases, and networking.
e Securing compute.
e Securing Al solutions.
¢ Managing and monitoring security posture.

You work closely with architects, administrators, engineers, analysts, and developers
responsible for Azure, Microsoft 365, identity and access, information protection, security
operations, DevOps, application development, database platforms, and networks.

For this exam, you should have practical experience in administration of Azure and hybrid
environments, including compute, network, and storage. You need strong familiarity with
Microsoft Entra ID and familiarity with Microsoft 365 administration.

Skills at a glance
e Manage identity, access, and governance (20-25%)
e Secure storage, databases, and networking (25-30%)
e Secure compute (20-25%)

e Manage and monitor security posture (20-25%)



Domain 1: Manage identity, access, and governance

1.1 Secure access to resources by using Microsoft Entra ID

e« Implement and configure Privileged Identity Management (PIM)
e Implement conditional access policies

e« Implement and configure authentication methods, including multifactor
authentication (MFA) and passwordless

¢ Implement and configure identity for applications, including enterprise applications
and app registrations

e Manage OAuth permission grants and consent settings

¢ Implement and configure managed identities for Azure resources

Secure Access to Resources by Using Microsoft Entra ID

Microsoft Entra ID is one of the most important identity platforms for the SC-500 exam
because it controls who can access cloud resources, under what conditions, with what
level of privilege, and through which applications or service identities. For SC-500,
focus on practical security implementation: least privilege, Zero Trust access control,
phishing-resistant authentication, secure application access, OAuth consent governance,
and credential-free access for Azure resources.

Implement and Configure Privileged Identity Management

Privileged Identity Management, or PIM, is a Microsoft Entra ID Governance capability used
to manage, control, and monitor privileged access to Microsoft Entra roles, Azure
resources, Microsoft 365, Intune, and other Microsoft services. Its main goalis to reduce
standing administrative access by using just-in-time privileged access. (Microsoft Learn)


https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure?utm_source=chatgpt.com
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Privileged Identity Management

@ Ents Connect < Whatsnew  Get started
B Quick start
B Backup and recovery (Preview)
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2 Groups q v
ID Governance ~
M Azure resources x
@ Dashboard »
Activity
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Show me recent role activation events from the audit log
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(O Refresh [ Openinmobile | & Got feedback?
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& Microsoft Entra roles Eligible Active assignment: Expired it

2 Groups [ search by role

# Azure resources Role Ty Scope 14 Membership 14  Endtime Action
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Privileged Identity Management | My roles

Activate
S microsoft Entra roles

& Groups

O Refresh

Eligible assignments

O openin mobile

Active assignments

@ | Which users have eligible role assignments for Global Administrator?

& Got feedback?

Expired assignments

Show me recent role active

Details  Activate

[ custem activation start time

Duration (hours)

Privileged Identity Management | Microsoft Entra roles

[V search by role
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S Azure resources Role Ty scope 14 Membership o
Troubleshooting + Support Global Administrator MFM DS Ninjas Direct
x Troubleshoot Billing Administrator MFM DS Ninjas Direct
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Home * Privileged Identity Management

) My roles | Micros Oft Entra r0|es k4 ) Which users have eligible role assignments for Global Administrator? || Show me recent role activation events from the auditlog. | List all active role assignment schedule instances,
P

rivileged Identity Management | My roles

« () Refresh [ Openinmobile | & Got feedback?
Activate

B T —— Eligible assignments  Active Expired
2 Groups | 7 search by role
> Azure resources Role 14 Scope 14 Membership ty  state End time Action
Troubleshoting + Support Compliance Administrator MPM DS Ninjas Direct Assigned Permanent Deactivate
Global Administrator MEM DS Ninjas Direct Activated 6/10/2026, 7:50:55 PM Deactivate
¥ Troubleshoot
Purview Workload Content Admini.. MFM DS Ninjas Direct Assigned permanent Deactivate
New support request

Key Points
1. Understand the purpose of PIM
o PIM helps limit permanent administrator access.
o Users can be made eligible for a role instead of being permanently active.
o Eligible users activate the role only when needed.
o This supports the principle of least privilege.
2. Know the difference between eligible and active assighments
o Eligible assignment: The user can activate the role when needed.
o Active assignment: The user currently has the role permissions.
o Permanent active roles should be avoided for highly privileged accounts.
3. Configure role activation settings
o Require MFA during role activation.
o Require justification.
o Require approval from designated approvers.
o Set maximum activation duration.

o Configure notifications for role activation events. Microsoft Learn identifies
MFA, approval requirements, assignment duration, and notification settings
as configurable PIM role settings. (Microsoft Learn)

4. Use PIM for Azure resources


https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-how-to-change-default-settings?utm_source=chatgpt.com

o PIMis notlimited to Microsoft Entra directory roles.

o Itcan also manage privileged access to Azure subscriptions, resource
groups, and resources.

o Example: A security engineer is eligible for Owner on a subscription but must
activate access before making privileged changes.

5. Monitor and review privileged access
o Review who has privileged roles.
o Remove unnecessary assignments.
o Use access reviews where appropriate.
o Investigate frequent or unusual role activations.
SC-500 Exam Tip

1. If the question mentions standing admin access, temporary privilege, approval-
based elevation, or least privilege for administrators, the best answer is usually
PIM.

Demo: Implement and configure Privileged Identity Management PIM

Implement Conditional Access Policies

Conditional Access is Microsoft’s Zero Trust policy engine. It evaluates identity-driven
signals and applies access decisions such as allow, block, require MFA, require compliant
device, require approved client app, or require authentication strength. (Microsoft Learn)


https://www.youtube.com/watch?v=w0ykZ2N7S7E&list=PLci2iJ5W0KZUnzbrpSj7HAeC_3CmyZ-23
https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview?utm_source=chatgpt.com
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Getting started  Overview  Coverage  Tutorials

Policy Summary

& 8 8 8 f § 0 O
» @

o] Agent identities (2 Y= Policy Snapshot
Enterprise apps here a " tes S £nabled 8 Report-only O Off e last t
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Key Points
1. Understand the Conditional Access logic
o Conditional Access works like an access decision engine.
o Itusesthe pattern: If conditions are true, then enforce controls.

o Example: If a user signs in from an unknown country, require phishing-
resistant MFA.

2. Know common Conditional Access signals
o Userorgroup membership.
o Cloud application.
o Location.
o Device platform.
o Client application.
o Sign-inrisk.
o Userrisk.
o Device compliance.

o Authentication context.



3. Know common access controls

@)

Block access.

Grant access.

Require MFA.

Require compliant device.

Require hybrid Microsoft Entra joined device.
Require approved client app.

Require app protection policy.

Require authentication strength.

4. Use report-only mode before enforcement

@)

@)

@)

Report-only mode allows administrators to test policy impact.
This helps avoid accidental lockouts.

Always exclude emergency access accounts from restrictive policies.

5. Apply Conditional Access to sensitive resources

@)

@)

Administrative portals.

Azure management.

Microsoft 365 applications.

Security tools.

Al services and agent-based applications.

High-risk SaaS applications.

6. Userisk-based Conditional Access

Microsoft Entra ID Protection can provide user risk and sign-in risk signals.

Policies can require password change, require MFA, or block access based
on risk.

This is especially important for Zero Trust and identity threat protection.



Conditional Access Policy Example

Scenario

Control

Recommended Conditional Access

Admin signs in to Azure portal

Require phishing-resistant MFA

User signs in from risky location

Require MFA or block access

unmanaged device

User accesses sensitive app from

policy

Require compliant device or app protection

High-risk sign-in detected

Block or require strong authentication

Guest user accesses internal resource

Require MFA and terms of use

Start by creating Policies from a template

Microsoft Entra ID

@ overview

Policies

¥= Deleted Policies

(© Phased rallout

@ Insights and reporting

¥ Diagnose and solve problems
Manage

“4* Named locations

il Custom controls (Preview)
Terms of use
VPN connectivity
% Authentication contexts
O authentication strengths
= Classic policies
Monitoring
D sign-inlogs
& Auditlogs
Troubleshooting + Suppert

& New support request

o Conditional Access | Overview - &

Are there any users or groups that are excluded from all Conditional Access policies - creating a security blind spot?

Show me CA policies that haven't been modified in over 6 months. || =1

(> Use the Al-driven Conditional Access Optimization Agent from Security Copilot to find new users and apps and make sure they are covered by policies. Leam

~+ create new palicy] + Create new policy from templates

more

Start agent

) Refresh

£ Got feedback?

# Conditional Access for agents is now available with Microsoft Agent 365 in Entra.

Getting

started  Overview  Coverage  Tutorials

Policy Summary

Of

Agent Identities =

There are 9 agent identities in your tenant
See all unprotected sign-ins

See all policies protecting agents

Devices

0% of sign-ins in the last 7 days were from
unmanaged or non-compliant devices

see all noncompliant devices

See all unmanaged devices

What's new

The approved client app grant in Conditional
Access is retiring in March 2026.

This control will no longer be enforced after March
2026. Update your policy to stay up to date

Learn more &

v
v
v

Y

Policy Snapshot

5 Enabled 8 Report-only O off
View all policies

Applications
Browse a list of applications that are not protected by
your policies,

View top unprotected apps

Named Locations

Microsoft Entra ID now supports IPv6! Update your
Named locations with PV ranges.

Leam more 3

2 nolicias hava a Namad | aration randifion

Learn more

Users

4 users signed in during the last 7 days without any
policy coverage

See all unprotected sign-ins

Conditional Access Insider Risk policy
Conditional Access now offers Adaptive Protection
risk profiles to minimize risky activity.

Learn more 2

Go to Adaptive Protection @

10




Home * Privileged Identity Management * My roles | Microsoft Entra roles  Conditional Access | Overview

Create new policy from templates

Selectatemplate  Review + Create

S Searc

Secure foundation Zero Trust Remote work

Protect administrator

Emerging threats Al Agents Al

v
Review + create Pre

®) Require multifactor authentication for admins
Require multifactor authentication for privileged
administrative accounts to reduce risk of compromise. This
policy will target the same roles as security defaults.

Learn more @

+ Download JSON file

S View

O Require multifactor authentication for guest access
Reguire guest users perform multifactor authentication when
accessing your company resources.

Learn more @

4 Download JSON file

B View

() Block access for unknown or unsupported device
platform

Users will be blocked from accessing company resources

when the device type is unknown or unsupported.

Learn more B

4 Download JSON file

B View

O securing security info registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password reset.

Learn more 3

& Download JSON file

o View

(O Require multifactor authentication for Azure
management

Require multifactor authentication to protect privileged

access to Azure management,

Learn more @

4 Download JSON file

o View

O No persistent browser session

Protect user access on unmanaged devices by preventing
browser sessions from remaining signed in after the browser
is closed and setting 3 sign-in frequency to 1 hour,

Learn more &

4 Download JSON file

o View

Next: Review + Create >

You also create Policies for Agents

*

B & = © © ¢

B
&

we

Home

Security Copilot agents

Security Copilot chat

Select a template

Create new policy from templates

Review + Create

Favorites J5)

Search

Entra ID

Overview

Users

Groups

B View

Agents
Enterprise apps
App registrations
Roles & admins

Delegated admin partners

Secure foundation

Zero Trust Remote work

O Block high risk agent identities from accessing
resources

This policy blocks agent identities with a high risk level fi

accessing resources in your tenant.

Learn more 2

i Download JSON file

Protect administrator

O Block legacy authentication

Black legacy authentication endpoints that can be used to
bypass multifactor authentication.

Learn more 3

¥ Download JSON file

S View

O Require multifactor authentication for risky sign-ins
Require multifactor authentication f the sign-n risk is
detected to be medium or high. (Requires a Microsoft Entra
ID P2 license)

Learn more &

L Download JSON file

B View

(O Require compliant or hybrid Azure AD joined device or
multifactor authentication for all users

Protect access to company resources by requiring users to

use a managed device or perform multifactor authentication.

Directory Synchronization Accounts are excluded for on-

nremiza diractan: aunchronization tacke

L Download JSON file

B View

O Require multifactor authentication for all users
Require multifactor authentication for all user accounts to
reduce risk of compromise. Directory Synchronization
Accounts are excluded for on-premise directory
synchronization tasks

+ Download JSON file

O Require passward change for high-risk users

Require the User to change their password If the User risk is
detected to be high. (Requires a Microsoft Entra D P2
license)

Learn more &

4 Download JSON file

B View

() Require multifactor authentication for Microsoft
admin portals

Use this template to protect sign-ins to admin portals if you

are unable to use the *Require MFA for admins* template.

Learn more &

4 Download JSON file

B View

P Search resources, services, and docs (G+,

Z N

Emerging threats

Home * Privileged Identity Management * My roles | Microsoft Entra roles * Conditional Access | Overview

Al Agents Al

11



Home * Privileged Identity Management * My roles | Microsoft Entra roles » Conditional Access | Overview

Create new policy from templates

Select a template Review + Create
Basics
Policy name = | Require multifactor authentication for admins
Policy state O Off
O on
@ Report only

Template name

Require multifactor authentication for admins

12



Home ¢ Privileged Identity Management * My roles | Microsoft Entra roles * Conditional Access | Overview

Create new policy from templates

Assignments

Users and groups

Excluded users Current user

Included roles Global Administrator
Security Administrator
SharePoint Administrator
Exchange Administrator
Conditional Access Administrator
Helpdesk Administrator
Billing Administrator
User Administrator
Authentication Administrator
Application Administrator
Cloud Application Administrator
Password Administrator

Privileged Authentication

PR p S e

Cloud apps or actions

Cloud apps All apps
Access controls
Grant
Grant access Require multifactor authentication

13



Demo: 2. Objective 1.2 | Implement Conditional Access Policies | SC-500

SC-500 Exam Tip

1. If the question says “under certain conditions,” “based on risk,” “from
unmanaged devices,” “from specific countries,” or “require MFA only for
sensitive apps,”’ think Conditional Access.

Implement Authentication Methods, MFA, and Passwordless Authentication

Authentication verifies that a user is who they claim to be before granting access. Microsoft
Entra ID supports multiple authentication methods, including passwords, Microsoft
Authenticator, passkeys, FIDO2 security keys, certificate-based authentication, SMS,
voice, Temporary Access Pass, and Windows Hello for Business. Microsoft Learn describes
authentication as the process of verifying identity before granting access to a resource,

application, service, device, or network. (Microsoft Learn)

Home * Privileged Identity Management * My roles | Microsoft Entra roles » Conditional Access | Overview ¢ Create new policy from templates * Authentication methods | Policies * MFM DS Ninjas

s, Authentication methods | Policies
MFM DS Ninjas - Microsoft Entra ID Security

|/’/ ISE;’CF | 3 = Add external MFA '?_:‘ Refresh 5" Got feedback?

Manage

~ Authentication method policies
& Poli B
olicies Use authentication methods policies to configure the authentication methods your users may register and use. If 3 user is in

Password protection scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for some
scenarios). Learn more
L& Registration campaign

N Method Target Enabled
Q' Authentication strengths
v Built-
Settings Built-In
Passkey (FIDO2) All users Yas
Monitoring
Microsoft Authenticator All users. Yes
fd Activity
SMS No
& Userregistration details
Temporary Access Pass All users. Yes
& Registration and reset events
Hardware OATH tokens (Preview) No
Bulk operation results
Software OATH tokens All users Yes
Bulk operation results (Preview)
Voice call No
Email OTP All users. Yes
Certificate-based authentication No
Verified ID No
QR code No

14


https://www.youtube.com/watch?v=OxC6M4mmAys&list=PLci2iJ5W0KZUnzbrpSj7HAeC_3CmyZ-23&index=2
https://learn.microsoft.com/en-us/entra/identity/authentication/overview-authentication?utm_source=chatgpt.com

Home -

Authentication methods | Password protection #
MFM DS Ninjas - Microsoft Entra ID Security

|9 Search

Manage
& Ppolicies
Password protection
[ Registration campaign
O Authentication strengths
¥ settings
Monitoring
il Activity

& User registration details

Registration and reset events

«% Bulk operation results

+% Bulk operation results (Preview)

Home * Privileged Identity Management * My roles | Microsoft Entra roles * Conditional Access | Overview * Create new policy from templates *

(o] Authentication methods | Authentication strengths

Custom smart lockout

Lockout threshold (0
Lockout duration in seconds O

Custom banned passwords

Enforce custom list @

Custom banned password list (0

Password protection for Windows Server Active Directory

Enable passwerd protection on Windows
Server Active Directory (O

Mode @

MFM DS Minjas - Microsoft Entra ID Security

|P Search

Manage
& policies
Password protection
[ Registration campaign
O Authentication strengths
& settings
Monitoring
fid Activity
ﬁ User registration details
' Registration and reset events

«% Bulk operation results

Key Points

«% Bulk operation results (Preview)

+ New authentication strength O Refresh

Enforced

Authentication strengths determine the combination of authentication methods that can be used.

Learn more =

(- N ]
(_Typer All ) { Authentication methods: All ) i Reset filters

Authentication strength Type

Multifactor authentication Built-in
Passwordless MFA Built-in
Phishing-resistant MFA Built-in

1. Understand MFA

o MFArequires more than one factor of authentication.

o Factors include something the user knows, has, oris.

Authentication methods

Windows Hello For Business / Platform Credential ...

Windows Hello For Business / Platform Credential ...

Windows Hello For Business / Platform Credential ...

o MFAreduces the risk of compromised passwords.

-
Yes MNo J
Password123
123456
P@ssword
No )

vileged Identity Management * My roles | Microsoft Entra roles * Conditional Access | Overview * Create new policy from templates * Authentication methods | Policies *

Authentication methods | Policies * MFM DS Ninjas

Conditional access policies

<1
5
m

15



o For administrators, MFA should be mandatory.
2. Prefer phishing-resistant authentication

o Passkeys and FIDOZ2 security keys provide strong phishing-resistant
authentication.

o Microsoft Learn describes passkeys as phishing-resistant credentials that
can serve as MFA when combined with device biometrics or PIN. (Microsoft
Learn)

3. Configure authentication methods policy
o Enable or disable authentication methods.
o Scope methods to all users or selected groups.

o Controlwho can use Authenticator, passkeys, FIDO2 keys, SMS, voice, or
certificate-based authentication.

o Microsoft Learn explains that administrators can configure each method to
meet security and user experience goals. (Microsoft Learn)

4. Use Microsoft Authenticator

o Supports push notifications.

o Supports verification codes.

o Supports passwordless sign-in.

o Supports passkeys in Microsoft Entra ID scenarios. (Microsoft Learn)
5. Use Temporary Access Pass

o Temporary Access Pass helps users register passwordless authentication
methods.

o lItis useful for onboarding, recovery, and secure bootstrap scenarios.
6. Use authentication strengths

o Authentication strengths let organizations require stronger methods for
sensitive resources.

o Example: Require phishing-resistant MFA for privileged role activation or
access to security administration portals.

16


https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passkeys-fido2?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passkeys-fido2?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-authenticator-app?utm_source=chatgpt.com

Authentication Method Comparison

Security
Method Best Use Case
Level
Password only Low Avoid for sensitive access

SMS or voice

Medium-low

Legacy fallback only

Microsoft Authenticator push Medium-high ||General MFA
Number matching in . .

. High Stronger MFA experience
Authenticator
FIDO2 security key Very high Admins and high-risk users

. Passwordless and phishing-resistant
Passkeys Very high
access

Certificate-based . . .

. Very high Regulated or enterprise environments
authentication
Windows Hello for Business Very high Managed Windows devices

SC-500 Exam Tip

1. If the question asks for the strongest protection against phishing, choose
phishing-resistant authentication, such as FIDO2 security keys, passkeys,

certificate-based authentication, or Windows Hello for Business, depending on

the scenario.

Implement and Configure Identity for Applications

Application identity in Microsoft Entra ID includes app registrations and enterprise
applications. This is important for securing cloud apps, APIs, SaaS integrations, custom
applications, and Al-enabled applications that need access to Microsoft Graph or other

protected resources.

17



n center e e |

Microsoft Entra ad
= - a
T security Copilot chat -++ » Conditional Access | Overview > Create new policy from templates > Authentication methods | Policies > MFM DS Ninjas > Authentication methods | Registration and reset events
App registrations & M@ | Which applications have credentials expiring in the next 30 days? | | Show me with the ry re List all app
%  Favorites v
New registration @ Endpoints & Troubleshoot O Refresh L Download [l Preview features &) Got feadback?
% EntralD ~
@ overiew
@ Azure Active Directory Authentication Library (ADAL} and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be upgraded to
more
2 users
. Groups . I . "
B All applications Owned applications  Deleted applications Deactivated applications
&3 Devices
P Start typing a display name or application (client) ID to filter these r... T Add filters
Ed  Agents
Enterprise apps This account isn't listed as an owner of any applications in this directory.
View all ap

%

Roles & admins

Delegated admin partners

it

Tenant governance (Preview)

do

Domain services

2 o

Conditional Access

@

Multifactor authentication

-+ : Conditional Access | Overview > Create new policy from templates : Authentication methods | Policies > MFM DS Ninjas * Authentication methods | Registration and reset events * App regis

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Se0 SC-500 App -

Supported account types

Choose the account types that can use this application or access this APl

Single tenant only - MFM DS Ninjas v Help me choose

Single tenant only - MFM DS Ninjas

Multiple Entra ID tenants

Any Entra ID Tenant + Personal Microsoft accounts

Personal accounts only nticating the user. Providing this now is
UPTlO“E' and it can be Char‘gﬂﬂ later, but a value 1s requlrﬂﬂ for most authentication scenarios.

Select a platform v | ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
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-+ Conditional Access | Overview * Create new policy from templates > Authentication methods | Policies * MFM DS Ninjas * Authentication methods | Registration and reset events * App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Seo SC-500 App ¥

Supported account types

Choose the account types that can use this application or access this API

Single tenant only - MFM DS Ninjas ~ Help me choose

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web v | [ https:/stearn.microsoft.comyen-us/credentials/cartifications/resources

Register an app you're working on here. Integrate gallery apps and other apps from outside your crganization by adding from Enterprise applications.

-+ » Conditional Access | Overview > Create new policy from templates > Authentication methods | Policies > MFM DS Ninjas > Authentication methods | Registration and reset events > App registrations > MFM DS Ninjas > App registratic

Seo SC-500 App

& © Dectivte T Delete @ encpoints [ Preview festures

H# overvien @ Got s second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart

# Integration assistant A Essentials

# Diagnose and solve problems Display name 1 Se0 SC-500 App Client credentials 1 Add a certificate or secret

Manage Application (client) ID : c1{2e060-2a0e-4f18-ac36-814417b63384 Redirect URls 1 web, 0 spa, 0 public client
Object ID : 1781c60-e035-4fca-99¢1-ddl2acc3fa48 Application ID URI * Add an Application 1D URI

& Branding & properties )
Directory (tenant) D : 3bf57708-7204-4d52-absb-Tafebacrf2a0 Managed application in l... : Seo SC-500 App

2D Authentication (P -

D Authentication (Preview) Supported account types : My organization only State @ Activated

Certificates & secrets
11l Token configuration @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more.

- API permissions

@ Azure Active Directory Authentication Library {ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be upgraded to Microsoft

@ Expose an API Authentication Library (MSAL) and Microscft Graph. Learn more

Aapp roles

2 Owners GetStarted  Documentation
& Roles and administrators
i Manifest Build your application with the Microsoft identity platform

support + Troubleshooting

The Microsoft identity platform is an service, op libraries, and i tools. You can create modern, standards-
based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more

]
& m y \ 0y 2
> I~ R

Call APIs Sign in users in 5 minutes Configure for your organization

& New support request

19



=+ + Create new policy from templates * Authentication methods | Policies * MFM DS Ninjas ¢ Authentication methods | Registration and reset events * App registrations * MFM DS Ninjas ¢ App registration

Seo SC-500 App | Certificates & secrets =

B Overview

& Quickstart
# Integration assistant R R o R . o R - R R
Credentials enable confidential 15 to identify th Ives to the authentication service when receiving tokens at a web addressable location {using an HTTPS
X Diagnose and salve problems scheme). Far a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Manage
x

B Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
2 i i

Certificates & secrets Certificates (0)  Client secrets (0)  Federated credentials (0)

Token canfiguratian A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

5 API permissions

“+ New client secret
@ Expose an API

Description Expires Value © SecretID

¥ App roles

& Owners Mo client secrets have been created for this appl
& Roles and administrators
B Manifest

Support + Troubleshooting

& New support request

Seo SC-500 App | Certificates & secrets  #

i Overview
&4 Quickstart

#" Integration assistant

@ Gota second to give us some feedback? —> *
X Diagnose and solve problems
Manage Credentials enable confidential appli to identify to the ication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B Branding & properties
3 Authentication (Preview)
P — @ Application registration certificates, secrets and federated credentials can be found in the tabs below. x
Token configuration
5 Certificates (0)  Client secrets (1) Federated credentials (0)
2 API permissions
@ Expose an AP A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
L App roles
- -+ New client secret
& Owners
Description Expires Value O Secret ID
& Roles and administrators
SC5005ecret 12/6/2026 1 k8Q-~SlxcurkpoFWlybJinvykikugs~7.0.. T 605ce15f-ab7e-dcfc-bbo0-baae0ddefea T ]
B Manifest

Support + Troubleshooting

& New support request
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-+ : Lreate new policy Trom templates > AUTNENtICATIon Metnods | Folicies * MEM US NInjas * AUTNENtication metnods | Kegistration and reset events > App registrations > MM U NInjas > App registrations > Seo SL-500 App

- Seo SC-500 App | APl permissions = -

£ search < () refresh | &7 Got feedback?
B Overview

Quickstart

A\ Granting tenant-wide consent may revoke permissions that have already been granted de for that applicati ions that users have already granted on their own behalf aren't affected. Learn more
9 ¥ P ly a v g
#" Integration assistant

X Diagnose and solve problems
@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in

Manage where this app will be used. Leam more

Branding & properties
Configured permissions
2 Authentication (Preview) _
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent pracess. The list of configured permissions should include
Certificates & secrets all the permissions the application needs. Learn more about permissions and cansent

.‘.
Token configuration {- Add a permission +/ Grant admin consent for MFM DS Ninjas

© AP permissions ) L .
API/ Permissions name Type Description Admin consent requ... Status

@ Expose an API
v Microsoft Graph (1)

BL Approles
User.Read Delegated  Sign in and read user profile No
2 Owners
&, Roles and administrators . o
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Bl Manifest

Support + Troubleshooting

& New support request

Demo: Implement and configure identity for applications | SC-500

Key Points
1. Understand app registrations
o Anapp registration defines an application in Microsoft Entra ID.

o It contains the application ID, redirect URIs, certificates, secrets, API
permissions, exposed APIls, and authentication settings.

o Developers use app registrations when building applications that
authenticate with Microsoft identity platform.

2. Understand enterprise applications

o Enterprise applications represent the service principal instance of an
application in a tenant.

o They are used to manage access, assignments, permissions, SSO,
Conditional Access targeting, and provisioning.

o For SaaS applications, admins often manage access from Enterprise
applications.

3. Know the app registration vs enterprise application difference
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https://www.youtube.com/watch?v=c4T9Yez-2E4&list=PLci2iJ5W0KZUnzbrpSj7HAeC_3CmyZ-23&index=4

Concept App Registration Enterprise Application

Main ) L ) Represents the app instance in a
Defines the application object

purpose tenant

Used by Developers and identity admins Identity admins and app owners

Common Redirect URI, APl permissions, User assignment, SSO, provisioning,

tasks secrets, certificates consent review

Security . . L

; Secure app configuration Secure app access and permissions

ocus

4. Secure application credentials
o Prefer certificates over client secrets.
o Rotate secrets and certificates.
o Avoid long-lived secrets.
o Store secrets in Azure Key Vault.
o Use managed identities when the app runs on Azure and supports them.
5. Assign users and groups
o Require user assignment for sensitive enterprise applications.
o Assign access through groups where possible.
o Use Conditional Access to control access to high-risk applications.
6. Apply least privilege to APl permissions
o Avoid granting broad Microsoft Graph permissions unless required.
o Review delegated and application permissions carefully.
o Remove unused permissions.
SC-500 Exam Tip

1. Ifthe question is about custom application authentication, think App
registrations.

2. Ifthe question is about assigning users, configuring SSO, provisioning, or
managing access to an app already in the tenant, think Enterprise applications.
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Manage OAuth Permission Grants and Consent Settings

OAuth permissions and consent settings control what applications can access on behalf of
users or as themselves. This is a major security topic because malicious or overprivileged
applications can access mail, files, chats, users, groups, and other sensitive data through
Microsoft Graph or other APIs.

Demo: 5. Objective 1.5 Manage OAuth permission grants and consent settings

Microsoft Entra admin cents A Search resources, services, and docs (G+/)
D Ssecurity Copilot chat +++ & Authentication methods | Policies > MFM DS Ninjas * Authentication methods | Registration and reset events » App registrations > MFM DS Ninjas * App registrations > Seo SC-50C
Enterprise applications | All applications @B | Which enterprise applications have had no sign-in activity in over 60 days? | | Show me the stale apps recommendatior
%k Favorites A MEM DS Ninjas
« T Mew application ‘D Refresh  + Download (Export) 0 Preview info Columns [E) Preview features P? Got feedback?
© EntralD ~ Overview
@ overview O overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
A w ¥ Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations,
sers
A Groups Manage |P Search by application name, application template ID or object ID == i ications X 1D starts with 2
5 All applications 9 applications found
Devices N _— - o
1 ™
private Network connectors Name 4 ObjectID Application ID Homepage URL Created on 4 Activation status Certifi
B Agents & User settings . MOD Demo Pl Ob8cBec0-930e-45f4-..,  aff75787-8598-4310-a... 2/1/2025 @ Activated -
Enterprise apps BH  App launchers . Nexteer Quara.. 0d1261ca-d66d-4639-... 4f98e942-fbd3-4469-... 1/28/2026 @ Activated -
B App regetrations % Custom authentication extensions . 520 5C-500 App  0d873¢a5-33b3-4879-.. C1f22060-2a0e-4f18-a... 6/9/2026 @ Activated -
) . ProvisicningHe... 1e293¢32-d7d5-4eaf-.. b6a%a780-a431-4955-... 2/1/2025 @ Activated -
Security
& Roles & admins
3 . ediscoveryleg... 357ddBed-8729-4539.. 26382133-5984-4ff6- 3/13/2026 @ Activated -
0 % Conditional Access
2 PEEEli s n ProvisioningHe... 8ba0efic-109e-42d6-... 30b96d53-fc1-4139-.. 3/21/2025 @ Activated -
&  Tenant governance (Preview) . Nexteer Map A... 9d1660c-5462-4147-... d04727d5-6250-4203... 1/30/2026 @ Activated -
Application pohc
B Domain services . Graph Explorer  2e993f82-fe03-472e-0.. deBbcabs-dofe-48b1-... httpsy/developermicr.. 3/13/2026 @ Activated -
Activity
B"  Microsoft Clou... b270ce49-1bf1-4272-.. 25a6a87d-1e19-4c71-... https://portal.cloudap... 2/26/2025 @ Activated -
& conditional Access 3 sign-inlogs
@  multifactor authentication il Usage & insights
& Auditlogs
@  Identity Secure Score
& Provisioning logs
4 Authentication methods .
= Access reviews
&  Account recovery @ Admin consent requests
@ e S Bulk operation resufts
-+- » MFM DS Ninjas > Authentication methods | Registration and reset events > App registrations * MFM DS Ninjas * App registrations > Seo SC-500 App | API permissions > Enterprise applicatio
»4 Consent and permissions | User consent settings
3 [
« B save A Got feedback?
~

Control when end users and group owners are allowed to grant consent to applications and agent identities, and when they will be required
to request administrator review and approval. Allowing users to grant apps and agent identities access to data helps them acquire useful
applications and be productive, but can represent a risk in some situations if it's not monitored and controlled carefully.

A User consent settings

it Admin consent settings

<& Permission classifications User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn mare
(O Do not allow user consent
An administrator will be required for all apps and agent identities.

O Allow user consent for apps from verified publishers, for selected permissions
All users can consent for permissions classified as "low impact", for apps from verified publishers or apps registered in this crganization.

@ Let Microsoft manage your consent settings (Recommended)
Automatically update your organization to Microsoft's current user consent guidelines. Learn more
D Enable user consent for papular Mail clients
Users can consent to popular applications for specific Mail permissions. List of applications and permissions allowed for user consent are
located here.
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https://www.youtube.com/watch?v=s7oLfJQeX40&list=PLci2iJ5W0KZUnzbrpSj7HAeC_3CmyZ-23&index=5

-+ Authentication methods | Registration and reset events > App registrations * MFM DS Ninjas * App registrations > Seo SC-500 App | APl permissions > Enterprise applications | Consent and permissions > Cons

Consent and permissions | Admin consent settings

Manage

& _User consent settings Admin consent requests
@ Admin consent settings Users can request admin consent to apps they are unable to consentto (@

2. Permission classifications -

‘Who can review admin cansent requests (O

Reviewer type Reviewers
Users
Groups (Preview)

Roles (Preview)

Selected users will receive email notifications for requests ()
( es o )

Selected users will receive request expiration reminders (0
( Yes o )

Consent request expires after (days) ©

ol [=]

- Authentication methods | Registration and reset events * App registrations * MFM DS Ninjas * App registrations * Seo 5C-500 App | APl permissions * Enterprise applications | Consent and permissions

o Consent and permissions | Permission classifications

« ,Q\'_'] Got feedback?
Manage

A% User consent settings Classify permissions

. Use permission classifications in consent policies to identify the set of permissions that users are allowed to consent to, Learn more
i Admin consent settings

Low Medium (Preview) High (Preview)

2. Permission classifications

Define low-risk permissions here. Only delegated permissions that don't require admin consent are supported.

APl used Permissions Description

No deis dp found for low'

m]

Get started by adding the most used permissions.
The following permissions are the most requested application permissions with low-
risk access. Get started managing consent and permissions for all users by adding
these delegated permissions with only one click. Learn more

D User.Read - sign in and read user profile

D offline_access - maintain access to data that users have given it access to
D openid - sign users in

D profile - view user's basic profile

[ email - view users email zddress

missions H No, I'll add permissions

Key Points
1. Understand delegated permissions

o Delegated permissions are used when an application acts on behalf of a
signed-in user.

o The app can only access what the user and the granted permission allow.

o Example: An app reads a user’s calendar after the user signs in.
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2. Understand application permissions
o Application permissions are used when an app runs without a signed-in user.
o These permissions are powerful because the app acts as itself.

o Microsoft Learn explains that app-only access uses app roles instead of
delegated scopes, and these app roles may also be called application
permissions when granted through consent. (Microsoft Learn)

3. Control user consent

o Userconsent settings determine whether users can grant permissions to
applications.

o Microsoft Learn states that user consent settings help admins control when
and how users grant permissions to applications and reduce security risks by
restricting or disabling user consent. (Microsoft Learn)

4. Use admin consent workflow

o Admin consent workflow allows users to request approval when they cannot
consent directly.

o Microsoft Learn describes the admin consent workflow as a way for users to
request admin approval for applications that require admin consent.
(Microsoft Learn)

5. Review permissions granted to enterprise applications
o Review high-privilege permissions.
o ldentify unused or suspicious apps.
o Revoke unnecessary grants.

o Microsoft Learn specifically recommends reviewing permissions when a
malicious or overprivileged application is detected. (Microsoft Learn)

6. Grant tenant-wide admin consent carefully
o Tenant-wide admin consent grants permissions for the entire organization.
o Review requested permissions before granting consent.

o Microsoft Learn instructs admins to carefully review permissions before
selecting Grant admin consent. (Microsoft Learn)
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https://learn.microsoft.com/en-us/entra/identity-platform/permissions-consent-overview?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/configure-user-consent?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/configure-admin-consent-workflow?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/manage-application-permissions?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/grant-admin-consent?utm_source=chatgpt.com

OAuth Permission Comparison

Permission Type User Present?||Risk Level||[Example

Delegated permission |[Yes Medium ||App reads signed-in user’s profile
Application permission||No High App reads all users’ mailboxes

Admin consent Not always High Admin grants tenant-wide access

User consent Yes Varies User grants app access to basic profile

SC-500 Exam Tip

1. Ifthe question mentions malicious OAuth apps, overprivileged apps, admin
approval, tenant-wide consent, or Graph permissions, focus on consent
settings, permission review, and admin consent workflow.

Implement and Configure Managed ldentities for Azure Resources

Managed identities provide an automatically managed Microsoft Entra identity for Azure
resources. They allow Azure services to authenticate to other Microsoft Entra-protected
resources without storing credentials in code, configuration files, or scripts. Microsoft
Learn describes managed identities as identities assigned to Azure compute or app hosting
resources that can be authorized to access downstream resources such as storage
accounts, SQL databases, and Cosmos DB. (Microsoft Learn)

Demo: 6. Objective 1.6 Managed Identities for Azure Resources | SC-500

L Search resources, services, and docs (G+/)

Ingress

@ Continuous deployment

Identity

8 Locks
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https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/overview?utm_source=chatgpt.com
https://www.youtube.com/watch?v=Z4rF9z9pDk4&list=PLci2iJ5W0KZUnzbrpSj7HAeC_3CmyZ-23&index=6

£ Search rescurces, services, and docs (G+/)

Dashboard music-store

music-store | Identity

& Overview
Fo Access contral (1AM)
¥ Tags
£* Disgnose and solve problems
Settings
Secrets
Ingress
@ Continuous deployment
Identity
8 Locks
Revisians
B Revisson management
Monitoring

W Mutrics

Add user assigned managed i...

Subscription *
System assigned  User assigned Dema-Subscriptian
Leer 2 User assignn
sl typ a0 Filter by ic

user-identity-1
Resource Group: my-group

single user assigned managed identity can be sh
Managed identities,

. usar-identity-2
Add ) Refresh Resouree Group: my-gioup

user-identityd
Resnurca Groun: my-arus
Name
Selected identities:
No results

music:store-user-identity
Resoisrce Group: my-group
Subscription; Demo-Subscription

i user assigned n

#Ref.: Managed identities in Azure Container Apps | Microsoft Learn

Key Points

1. Understand why managed identities matter

o Theyeliminate the need to manage passwords, secrets, or certificates.

o Azure manages the identity lifecycle.

o Applications can request tokens from Microsoft Entra ID.

o This supports secure workload identity and least privilege.

2. Know the two types of managed identities

Managed Lo

X Description Best Use Case
Identity Type
System- . One app or VM needs its

. Created and tied to one Azure resource . .
assigned own identity
. Created as a standalone Azure resource and ||Multiple resources need
User-assigned ) . .
attached to one or more services the same identity

3. Use managed identities with Azure RBAC

o Assign the managed identity only the permissions it needs.
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https://learn.microsoft.com/en-us/azure/container-apps/managed-identity?tabs=portal%2Cdotnet

o Example: Give an Azure Function the Storage Blob Data Reader role on one
storage account.

o Avoid assigning broad roles like Owner or Contributor unless absolutely
required.

4. Use managed identities with Azure Key Vault
o Anapp can use a managed identity to access secrets, keys, or certificates.
o This avoids hardcoded credentials.

o Access should be controlled using Key Vault RBAC or access policies,
depending on configuration.

5. Use managed identities for Al and automation workloads
o Al services, automation jobs, APIs, and agents often need access to data.
o Managed identities reduce secret exposure.

o For SC-500, connect this to modern Al security: nonhuman identities must
be governed, monitored, and permissioned with least privilege.

6. Validate supported services
o Not every Azure service supports managed identities in the same way.

o Microsoft Learn maintains documentation for Azure services and resource
types that support managed identities. (Microsoft Learn)

SC-500 Exam Tip

1. If the question asks how to let an Azure resource access another Azure resource
without storing credentials, choose managed identity.
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https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/managed-identities-status?utm_source=chatgpt.com

SC-500 Identity Security Summary Table

Topic Main Purpose Security Benefit Exam Keyword
Temporary privileged |[Reduces standing L

PIM . Just-in-time access
access admin access

Conditional Enforce access Zero Trust access .

. If/then policy

Access decisions control
Add sign-in Reduces password .

MFA . . . Require second factor
protection compromise risk

Passwordless

Remove password
dependency

Stronger authentication

Passkeys, FIDO2

App registrations

Define custom app
identity

Secure application
authentication

Client ID, redirect URI

Enterprise
applications

Manage app
instance in tenant

Control access and
consent

SSO, assignment,
provisioning

OAuth consent

Control app
permissions

Prevent malicious app
access

Admin consent,
delegated permissions

Managed
identities

Credential-free
workload identity

Avoid secrets in code

Azure resource identity

High-Value SC-500 Scenarios

Scenario 1: Reduce standing administrator access

1. Use PIM.

2. Make admins eligible instead of permanently active.

3. Require MFA, approval, justification, and limited activation time.

4. Monitor role activations.

Scenario 2: Require stronger authentication for admins

1. Create a Conditional Access policy.
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2. Target administrator roles or admin users.
3. Target Microsoft admin portals or Azure management.
4. Require phishing-resistant MFA.
Scenario 3: Stop risky OAuth application access
1. Disable or restrict user consent.
2. Enable admin consent workflow.
3. Review enterprise application permissions.
4. Revoke unnecessary or suspicious grants.
Scenario 4: Secure an Azure Function that accesses Key Vault
1. Enable a managed identity on the Azure Function.
2. Assign least-privilege Key Vault access.
3. Remove stored secrets from code.
4. Monitor access through logs.
Scenario 5: Secure access to a sensitive Al application
1. Register the application in Microsoft Entra ID.
2. Require user assignment on the enterprise application.
3. Apply Conditional Access with authentication strength.
4. Review Graph or API permissions.

5. Use managed identities for backend Azure resource access.

Final Exam Readiness Checklist
Before taking SC-500, make sure you can:
1. Explain why PIM reduces privileged identity risk.
2. Configure eligible role assignments and activation requirements.
3. Design Conditional Access policies using users, apps, locations, devices, and risk.

4. Choose the best authentication method for a scenario.
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o

6.

7.

8.

9.

Identify phishing-resistant authentication options.

Explain the difference between app registrations and enterprise applications.
Distinguish delegated permissions from application permissions.

Configure user consent, admin consent, and admin consent workflow.

Review and revoke risky OAuth grants.

10. Choose managed identities when Azure resources need credential-free access.

11. Apply least privilege to users, applications, service principals, and managed

identities.

12. Connect identity controls to Al workload security, especially for agents, automation,

APls, and nonhuman identities.

Objective 1.1 Key Terms and Concepts

Key Terms and Concepts: Secure Access to Resources by Using Microsoft Entra ID

This SC-500 objective focuses on how Microsoft Entra ID protects access to users,
administrators, applications, Azure resources, and nonhuman identities. You should
understand not only the definitions, but also when to use each controlin a real security

scenario.

Key Terms and Concepts

1.

Microsoft Entra ID

Microsoft’s cloud identity and access management service used to authenticate
users, authorize access, manage applications, and protect resources across Azure,
Microsoft 365, SaaS apps, and hybrid environments.

Identity and Access Management
The process of controlling who can sign in, what they can access, and under what
conditions access is allowed.

Zero Trust

A security model based on the principle “never trust, always verify,” where every
access request is continuously evaluated based on identity, device, location, risk,
and sensitivity.

Privileged Identity Management
A Microsoft Entra ID Governance feature that provides just-in-time privileged access
to reduce permanent administrator permissions.
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10.

11.

12.

13.

14.

15.

16

Just-in-Time Access
Temporary access granted only when needed, usually for a limited time and with
extra controls such as MFA, approval, and justification.

Eligible Assignment
A PIM role assignment where a user does not have the role active by default but can
activate it when needed.

Active Assignment
A role assignment where the user currently has the permissions available for use.

Standing Privilege
Permanent privileged access that remains active all the time, increasing risk if the
account is compromised.

Role Activation
The process of turning an eligible PIM role into an active role for a limited period.

Approval Workflow
A PIM process where another authorized user must approve a privileged role
activation before access is granted.

Justification
Arequired explanation entered by the user when activating a privileged role in PIM.

Conditional Access
A Microsoft Entra policy engine that evaluates signals such as user, device, location,
application, and risk before allowing or blocking access.

Conditional Access Signal
A condition used to make an access decision, such as user group, IP location,
device compliance, sign-in risk, user risk, or application.

Grant Control
A Conditional Access action that allows access only if specific requirements are
met, such as MFA, compliant device, or authentication strength.

Block Control
A Conditional Access action that denies access when specific policy conditions are
met.

. Report-Only Mode

A Conditional Access testing mode that shows what a policy would do without
actually enforcing it.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Emergency Access Account
A break-glass administrator account excluded from restrictive policies to prevent
tenant lockout during outages or misconfigurations.

Multifactor Authentication
Authentication that requires more than one verification factor, such as password
plus Microsoft Authenticator approval.

Passwordless Authentication
A sign-in method that removes the need for passwords and uses stronger methods
such as passkeys, FIDO2 security keys, or Windows Hello for Business.

Phishing-Resistant MFA

Strong authentication that protects against phishing attacks, commonly using
FIDO2 security keys, passkeys, certificate-based authentication, or Windows Hello
for Business.

Authentication Methods Policy
A Microsoft Entra policy used to enable, disable, and scope authentication methods
for users and groups.

Microsoft Authenticator
A mobile app used for MFA, passwordless sign-in, number matching, and passkey-
based authentication scenarios.

Temporary Access Pass
A time-limited passcode used to help users register strong authentication methods
or recover access securely.

Authentication Strength
A Conditional Access control that requires users to authenticate with specific types
of methods, such as phishing-resistant MFA.

App Registration

The Microsoft Entra object that defines an application’s identity, including
application ID, redirect URI, certificates, secrets, APl permissions, and
authentication settings.

Enterprise Application
The service principal representation of an application in a tenant, used to manage
access, SSO, provisioning, assignments, and consent.
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Service Principal
The identity instance of an application in a Microsoft Entra tenant, allowing the app
to access resources according to assigned permissions.

Single Sign-On
A sign-in configuration that allows users to access an application using their
Microsoft Entra identity without separate credentials.

User Assighment Required
An enterprise application setting that restricts access only to assigned users or
groups.

OAuth 2.0
An authorization framework used by applications to request access to protected
resources, often through Microsoft Graph or other APls.

Permission Grant
Authorization given to an application to access resources or perform actions.

Delegated Permission
A permission used when an application acts on behalf of a sighed-in user.

Application Permission
A permission used when an application acts as itself without a sighed-in user, often
considered higher risk.

Admin Consent
Approval granted by an administrator for an application to access organizational
data or privileged APls.

User Consent
Approval granted by an end user that allows an application to access data within the
limits of the user’s permissions.

Admin Consent Workflow
A process that lets users request admin approval for applications that require
elevated permissions.

Tenant-Wide Consent
Consent granted for an application across the entire organization, often requiring
careful review because of its broad impact.
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38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

Overprivileged Application
An application that has more permissions than required, increasing the risk of data
exposure or abuse.

Managed Identity
A Microsoft Entra identity automatically managed for an Azure resource, allowing it
to authenticate without storing credentials.

System-Assighed Managed Identity
A managed identity tied to a single Azure resource and deleted when that resource
is deleted.

User-Assigned Managed Identity
A standalone managed identity that can be assigned to one or more Azure
resources.

Workload Identity
A nonhuman identity used by applications, services, scripts, automation jobs,
containers, or Al workloads to access resources.

Credential-Free Authentication
Authentication that avoids storing passwords, secrets, or certificates in code or
configuration files.

Azure Role-Based Access Control

An authorization system used to assigh permissions to users, groups, service
principals, and managed identities at scopes such as subscription, resource group,
or resource.

Least Privilege
A security principle where identities receive only the permissions required to
perform their task and nothing more.

Azure Key Vault Integration
A common managed identity scenario where an Azure resource uses its identity to
securely access secrets, keys, or certificates in Azure Key Vault.

Nonhuman Identity Security
The practice of securing identities used by apps, agents, automation, APIs, and
cloud workloads rather than human users.
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48. Identity Governance
A set of processes and tools used to manage identity lifecycle, privileged access,
entitlement management, and access reviews.

49. Access Review
A governance process used to periodically review and remove unnecessary access
assignments.

50. SC-500 Exam Focus
The exam expects you to know how to secure access using PIM, Conditional Access,
strong authentication, app identity, OAuth consent governance, and managed
identities in practical Azure and Microsoft Entra scenarios.

Objective 1.1 Practice Questions
SC-500 Simulation Exam

Secure Access to Resources by Using Microsoft Entra ID

This simulation exam focuses on the SC-500 objective Secure access to resources by
using Microsoft Entra ID. The questions emphasize practical decision-making around PIM,
Conditional Access, authentication methods, application identity, OAuth consent, and
managed identities.

Question 1

A company wants to reduce the risk of compromised administrator accounts. Several
administrators currently have permanent Global Administrator access, even though they
only need elevated permissions during monthly maintenance windows.

Which of the following controls would BEST reduce the risk?

A. Configure Conditional Access to require MFA for all users

B. Convert the administrators to eligible role assignments in Privileged Identity
Management

C. Create an access package for the administrators

D. Assign the administrators the Security Reader role permanently

Question 2
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A security team wants administrators to provide a business reason before activating
privileged access. The team also wants a manager to approve the activation request before
the role becomes active.

Which of the following should the team configure?

A. Conditional Access authentication strength
B. Microsoft Entra access reviews

C. PIM role activation settings

D. Enterprise application user assighment

Question 3

A user is eligible for the Privileged Role Administrator role through PIM. The user attempts
to perform privileged operations but receives an access denied message.

Which of the following is the MOST likely cause?

A. The user has not activated the eligible role

B. The user needs to register an enterprise application
C. The user must grant tenant-wide admin consent

D. The user must disable report-only mode

Question 4

A company wants to test a new Conditional Access policy before enforcing it. The policy
will require MFA for users accessing Azure management from outside trusted locations.

Which of the following should the security team do FIRST?

A. Apply the policy to all users immediately
B. Configure the policy in report-only mode
C. Disable legacy authentication protocols
D. Assign users to an access package

Question 5

A security engineer creates a Conditional Access policy that blocks access from several
high-risk countries. After the policy is enabled, all administrators are locked out of the
tenant.
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Which of the following was MOST likely missing from the policy design?

A. A user consent policy

B. A managed identity

C. An emergency access account exclusion
D. An enterprise application assignment

Question 6

A company requires all users accessing a sensitive finance application to use phishing-
resistant authentication. Users currently authenticate with passwords and SMS codes.

Which of the following is the BEST recommendation?

A. Require SMS-based MFA for the finance application

B. Require password change every 30 days

C. Require FIDO2 security keys or passkeys through Conditional Access authentication
strength

D. Require users to access the app only from Microsoft Edge

Question 7

A security team wants to allow users to sign in without passwords while reducing the risk of
phishing attacks. The solution must support strong authentication for Microsoft Entra ID.

Which of the following should the team implement?

A. Security questions

B. Passkeys or FIDO2 security keys
C. SMS verification codes

D. Email one-time passcodes

Question 8

A company is onboarding new employees and wants them to register passwordless
authentication methods securely without relying on a long-term password.

Which of the following should be used?
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A. Temporary Access Pass
B. User consent settings
C. Azure RBAC

D. Application proxy

Question 9

An organization wants to require MFA only when users access a specific sensitive
application from unmanaged devices. The organization does not want to require MFA for
every sign-in.

Which of the following should be configured?

A. A PIM approval workflow

B. A Conditional Access policy targeting the application and device state
C. Atenant-wide admin consent policy

D. A system-assigned managed identity

Question 10

A security team wants to ensure that administrators use stronger authentication methods
than regular users when accessing Microsoft Entra admin portals.

Which of the following is the BEST recommendation?

A. Configure an authentication strength requirement for administrator access
B. Enable user consent for verified publishers only

C. Configure app registration redirect URIs

D. Assign all administrators the Security Reader role

Question 11

A developer registers a custom web application in Microsoft Entra ID. The app must
authenticate users and receive tokens from the Microsoft identity platform.

Which object is primarily used to define this application identity?

A. Enterprise application
B. Access package
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C. App registration
D. Conditional Access policy

Question 12

A SaaS application has been added to the Microsoft Entra tenant. The security team wants
to assign users and groups that are allowed to access the application.

Where should the team manage this access?

A. Enterprise applications

B. Azure Key Vault

C. PIMrole settings

D. Authentication methods policy

Question 13

A company has a custom application that stores a client secret in source code to access
Microsoft Graph. The security team wants to reduce credential exposure.

Which of the following is the BEST recommendation?

A. Increase the secret expiration period

B. Move the secret to a public repository variable

C. Replace the secret with a managed identity where supported
D. Disable the application registration

Question 14

A security engineer is reviewing an app registration and notices that it has broad Microsoft
Graph application permissions that are not required for its business function.

Which of the following principles is MOST relevant?

A. Defense in depth

B. Least privilege

C. Shared responsibility
D. Availability
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Question 15

An enterprise application allows all users in the tenant to sign in by default. The application
contains sensitive HR data, and only members of the HR department should accessiit.

Which of the following should the administrator configure?

A. Require user assignment for the enterprise application and assign the HR group
B. Disable all authentication methods for non-HR users

C. Convert the application to a managed identity

D. Grant tenant-wide admin consent to the HR group

Question 16

A user grants an application permission to read their calendar after signing in. The
application can act only within the permissions of that signed-in user.

Which permission type is being used?

A. Application permission

B. Delegated permission

C. Managed identity permission
D. Azure RBAC permission

Question 17

An automation service needs to read all users’ mailbox metadata without a signed-in user.
The security team is concerned because the permission would apply broadly across the
tenant.

Which permission type creates the greatest risk in this scenario?

A. Delegated permission
B. User assignment

C. Application permission
D. Temporary Access Pass

Question 18
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A company wants users to request approval when an application requires permissions that
users are not allowed to consent to directly.

Which of the following should be configured?

A. Admin consent workflow

B. PIM access review

C. Conditional Access report-only mode
D. System-assighed managed identity

Question 19

A suspicious OAuth application was discovered in the tenant. It has been granted
permissions to access user data. The security team wants to remove the application’s
access.

Which of the following should the team do?

A. Revoke the application’s permission grants

B. Disable Windows Hello for Business

C. Enable app-only authentication

D. Assign the application a user-assighed managed identity

Question 20

A company wants to prevent users from granting consent to risky or unverified applications
while still allowing administrators to review legitimate business requests.

Which of the following is the BEST recommendation?

A. Disable all enterprise applications

B. Allow all user consent requests by default

C. Configure user consent restrictions and enable admin consent workflow
D. Assign all users the Application Administrator role

Question 21

An Azure virtual machine needs to retrieve secrets from Azure Key Vault. The development
team wants to avoid storing credentials on the VM.

42



Which of the following should be configured?

A. User consent settings

B. Managed identity for the virtual machine
C. Conditional Access named location

D. PIM role activation

Question 22

An Azure Function and an Azure Logic App both need to access the same storage account
using the same identity. The security team wants the identity to exist independently from
either resource.

Which of the following should be used?

A. System-assigned managed identity
B. User-assigned managed identity

C. Delegated permission

D. Enterprise application SSO

Question 23

A developer enables a system-assigned managed identity on an Azure App Service. Later,
the App Service is deleted.

What happens to the system-assigned managed identity?

A. It remains available for assignment to other resources
B. Itis converted to an enterprise application

C. Itis deleted with the Azure resource

D. It becomes a user-assignhed managed identity

Question 24

An Azure application uses a managed identity to access a storage account. The application
only needs to read blobs from one container.

Which of the following is the BEST authorization approach?
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A. Assign Owner at the subscription scope

B. Assign Contributor at the resource group scope

C. Assign the least-privileged data role at the narrowest required scope
D. Grant tenant-wide admin consent to the application

Question 25

A company is deploying Al agents that need to call internal APIs and access Azure
resources. The security team wants to reduce the risk of exposed secrets in agent
configurations.

Which of the following controls would BEST reduce the risk?

A. Managed identities for supported Azure-hosted workloads
B. SMS-based MFA for all users

C. User consent for all applications

D. Permanent Global Administrator assignments

Question 26

An administrator configures a Conditional Access policy requiring MFA for all users. Several
service accounts and legacy applications stop working because they cannot satisfy MFA.

Which of the following is the BEST next step?

A. Disable MFA for all users

B. Replace service accounts with managed identities or workload identities where possible
C. Assign service accounts Global Administrator privileges

D. Enable user consent for the legacy applications

Question 27

A company wants to apply different access controls based on whether a sign-in is low risk
or high risk. High-risk sign-ins should be blocked, while medium-risk sign-ins should
require MFA.

Which capability should be used?

A. Risk-based Conditional Access
B. App registration redirect URI validation
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C. PIM eligible assignments
D. Enterprise application provisioning

Question 28

A security team wants to review whether users still need privileged role assighments. The
team wants to periodically remove unnecessary privileged access.

Which of the following should be used?

A. Access reviews

B. User consent settings

C. Redirect URI configuration
D. Temporary Access Pass

Question 29

A company wants to limit privileged role activation to four hours and require MFA every time
a user activates the role.

Which of the following should be configured?

A. Enterprise application assighnment settings
B. PIM role settings

C. OAuth permission grants

D. Azure storage firewall rules

Question 30

A security engineer is designing access for a new application. Users must sign in with
Microsoft Entra ID, the app must request access to Microsoft Graph, and administrators
must review high-risk permissions before approval.

Which of the following areas should the engineer focus on?

A. App registration, APl permissions, and admin consent
B. Managed identity, Key Vault, and Azure Policy only

C. PIM, access reviews, and emergency accounts only
D. DNS, virtual networks, and private endpoints only
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Answers to the Practice Questions

SC-500 Simulation Exam Answer Key

Secure Access to Resources by Using Microsoft Entra ID

Use this answer key to review the reasoning behind each question. The focus is on applied
SC-500 decision-making, especially least privilege, Zero Trust, PIM, Conditional Access,
OAuth governance, strong authentication, and managed identities.

Question 1

Correct Answer: B. Convert the administrators to eligible role assignments in
Privileged Identity Management

1.

3.

4.

Why B is correct:

PIM is designed to reduce standing privileged access by making administrators
eligible instead of permanently active. They activate the role only when needed,
such as during the monthly maintenance window.

Why A is wrong:
MFA is important, but it does not remove permanent Global Administrator access.

Why C is wrong:
Access packages are used for entitlement management, not just-in-time privileged
role activation.

Why D is wrong:
Security Reader is less privileged than Global Administrator, but assigning it
permanently does not solve the need for temporary administrative elevation.

Question 2

Correct Answer: C. PIM role activation settings

1.

Why C is correct:
PIM role settings allow administrators to require justification, MFA, approval,
activation duration limits, and notifications when users activate privileged roles.

Why A is wrong:
Authentication strength controls what authentication method is required, but it
does not require business justification or manager approval.
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3.

4.

Why B is wrong:
Access reviews help periodically review access, but they do not control role
activation approval.

Why D is wrong:
Enterprise application user assignment controls access to apps, not privileged role
activation.

Question 3

Correct Answer: A. The user has not activated the eligible role

1.

4.

Why A is correct:
In PIM, an eligible role does not grant permissions until the user activates it. If the
user has not activated the role, privileged operations will fail.

Why B is wrong:
App registration is unrelated to activating a Microsoft Entra role.

Why C is wrong:
Admin consentis used for application permissions, not privileged role activation.

Why D is wrong:

Report-only mode applies to Conditional Access policy testing, not PIM role
activation.

Question 4

Correct Answer: B. Configure the policy in report-only mode

1.

2.

3.

Why B is correct:

Report-only mode allows the team to test the impact of a Conditional Access policy
before enforcing it. This reduces the risk of accidentally blocking users or
administrators.

Why A is wrong:
Applying the policy immediately could disrupt users or cause lockouts.
Why C is wrong:

Disabling legacy authentication is a good security practice, but it does not test the
new Conditional Access policy.
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4. Why D is wrong:

Access packages are used for entitlement management, not Conditional Access
testing.

Question 5

Correct Answer: C. An emergency access account exclusion

1.

3.

4.

Why C is correct:

Emergency access accounts, also called break-glass accounts, should be excluded
from restrictive Conditional Access policies to prevent tenant lockout.

Why A is wrong:
User consent policy controls app consent, not administrator lockout.

Why B is wrong:
Managed identities are for Azure resource authentication, not human administrator
access recovery.

Why D is wrong:
Enterprise application assignment controls access to applications, not tenant-wide
emergency access.

Question 6

Correct Answer: C. Require FIDO2 security keys or passkeys through Conditional
Access authentication strength

1.

2.

3.

Why C is correct:

FIDO2 security keys and passkeys are phishing-resistant authentication methods.
Conditional Access authentication strength can require these stronger methods for
sensitive applications.

Why A is wrong:
SMS MFA is better than password-only authentication, butitis not phishing-
resistant and is vulnerable to SIM swapping and social engineering.

Why B is wrong:
Frequent password changes do not provide phishing-resistant authentication and
may lead to weaker user behavior.

48



4. Why D is wrong:
Requiring a browser does not guarantee strong authentication.

Question 7
Correct Answer: B. Passkeys or FIDO2 security keys

1. Why B is correct:

Passkeys and FIDO2 security keys support passwordless and phishing-resistant
authentication with Microsoft Entra ID.

2. WhyA s wrong:

Security questions are weak and not appropriate for modern enterprise
authentication.

3. WhyC is wrong:

SMS verification is not passwordless in the same strong sense and is not phishing-
resistant.

4. Why D is wrong:
Email one-time passcodes are useful in some guest scenarios, but they are not the
best method for strong passwordless authentication.

Question 8
Correct Answer: A. Temporary Access Pass

1. Why A s correct:
Temporary Access Pass is used to help users securely register passwordless
authentication methods or recover access without depending on a long-term
password.

2. WhyB is wrong:
User consent settings control whether users can grant application permissions.

3. Why Cis wrong:
Azure RBAC controls authorization to Azure resources, not authentication
registration.
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4. Why D is wrong:
Application Proxy is used to publish on-premises applications securely, not register
passwordless methods.

Question 9

Correct Answer: B. A Conditional Access policy targeting the application and device
state

1. Why B is correct:
Conditional Access can target a specific application and apply controls based on
device conditions, such as managed or compliant device status.

2. WhyA s wrong:
PIM approval workflow applies to privileged role activation, not app access from
unmanaged devices.

3. Why C is wrong:
Tenant-wide admin consent relates to application permissions, not user sign-in
conditions.

4. Why D is wrong:
A system-assigned managed identity is used by Azure resources, hot human users
accessing applications.

Question 10

Correct Answer: A. Configure an authentication strength requirement for
administrator access

1. Why A s correct:
Authentication strength allows an organization to require stronger methods, such as
phishing-resistant MFA, for privileged access scenarios.

2. WhyB is wrong:
Verified publisher consent helps reduce risky app consent, but it does not enforce
stronger administrator authentication.

3. Why C is wrong:
Redirect URIs are part of app registration configuration, not administrator
authentication enforcement.
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4.

Why D is wrong:
Assigning Security Reader changes authorization, not authentication strength.

Question 11

Correct Answer: C. App registration

1. Why C s correct:
An app registration defines an application identity in Microsoft Entra ID, including
client ID, redirect URIs, API permissions, certificates, secrets, and authentication
settings.

2. Why Ais wrong:
Enterprise applications represent the service principalinstance of the app in a
tenant and are commonly used for assignment, SSO, and access management.

3. WhyB is wrong:
Access packages are part of entitlement management.

4. Why D is wrong:
Conditional Access policies control access decisions, not application identity
definition.

Question 12

Correct Answer: A. Enterprise applications

1.

4.

Why A is correct:
Enterprise applications are used to manage the tenant-specific instance of an app,
including user and group assignment, SSO, provisioning, and access controls.

Why B is wrong:
Azure Key Vault stores and protects secrets, keys, and certificates.

Why C is wrong:
PIM role settings manage privileged role activation.

Why D is wrong:
Authentication methods policy controls which sign-in methods users can use.
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Question 13
Correct Answer: C. Replace the secret with a managed identity where supported

1. Why C s correct:

Managed identities allow Azure-hosted workloads to authenticate without storing
credentials in source code or configuration files.

2. WhyAis wrong:
Increasing the secret expiration period increases long-term exposure risk.

3. WhyB is wrong:
Public repository variables are not appropriate for sensitive secrets.

4. Why D is wrong:
Disabling the app registration breaks the application instead of securing its
authentication method.

Question 14
Correct Answer: B. Least privilege

1. Why Bis correct:
Least privilege means granting only the permissions required for the application to
perform its business function. Broad unused Microsoft Graph permissions violate
this principle.

2. WhyAis wrong:
Defense in depth is important, but the specific issue is excessive permissions.

3. WhyC is wrong:
Shared responsibility describes security responsibilities between cloud provider
and customer, not permission minimization.

4. Why D is wrong:
Availability focuses on keeping systems accessible, not reducing excessive
permissions.

Question 15

Correct Answer: A. Require user assignment for the enterprise application and assign
the HR group
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. Why Ais correct:

Requiring user assignment ensures only explicitly assigned users or groups can
access the enterprise application. Assigning the HR group limits access to the
correct department.

Why B is wrong:
Disabling authentication methods for non-HR users would affect their access
across other services and is not targeted to the HR app.

Why C is wrong:
Managed identities are for Azure resources and workloads, not human user access
to SaaS applications.

Why D is wrong:
Admin consent grants application permissions; it does not restrict user access to
the HR application.

Question 16

Correct Answer: B. Delegated permission

1.

Why B is correct:

Delegated permissions are used when an application acts on behalf of a signed-in
user. The app’s access is limited by both the permission grant and the user’s
privileges.

Why A is wrong:
Application permissions are used when an app acts as itself without a signed-in
user.

Why C is wrong:
Managed identity permission is not the OAuth permission type used here.

Why D is wrong:
Azure RBAC permissions control Azure resource authorization, not Microsoft Graph
delegated consent.

Question 17

Correct Answer: C. Application permission
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1. Why C s correct:
Application permissions allow an app to act as itself without a signed-in user. These
permissions are often high risk because they may grant broad tenant-wide access.

2. WhyAis wrong:
Delegated permissions require a signed-in user and are constrained by that user’s
access.

3. WhyB is wrong:
User assignment controls who can access an app, but it is not the permission type
creating the risk.

4. Why D is wrong:
Temporary Access Pass is used for authentication onboarding and recovery, not
app-only authorization.

Question 18
Correct Answer: A. Admin consent workflow

1. Why A s correct:
Admin consent workflow lets users request administrator approval when an
application requires permissions that users cannot grant themselves.

2. WhyB is wrong:
PIM access reviews help review access assignments, not approve application
consent requests.

3. WhyC is wrong:
Conditional Access report-only mode tests access policies but does not manage
consent approval.

4. Why D is wrong:
A system-assigned managed identity is used by Azure resources, not for user-
requested app consent.

Question 19

Correct Answer: A. Revoke the application’s permission grants
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1. Why Aiis correct:
If a suspicious OAuth application has been granted access, the security team

should revoke the app’s permission grants to remove its access to organizational
data.

2. WhyB is wrong:
Windows Hello for Business affects user authentication, not OAuth app
permissions.

3. Why Cis wrong:
Enabling app-only authentication could increase risk rather than remove the
suspicious app’s access.

4. Why D is wrong:
Assigning a managed identity does not remove existing OAuth permissions.

Question 20

Correct Answer: C. Configure user consent restrictions and enable admin consent
workflow

1. Why C s correct:
Restricting user consent reduces the risk of users approving unsafe apps, while
admin consent workflow allows legitimate business applications to be reviewed and
approved.

2. WhyAis wrong:
Disabling all enterprise applications would be too disruptive and does not provide a
practical consent governance process.

3. Why B is wrong:
Allowing all consent requests increases the risk of malicious or overprivileged apps.

4. Why D is wrong:
Assigning Application Administrator to all users would dramatically increase risk
and violate least privilege.

Question 21

Correct Answer: B. Managed identity for the virtual machine
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1. Why B is correct:
A managed identity allows the VM to authenticate to Azure Key Vault without storing
credentials locally.

2. WhyAis wrong:
User consent settings govern application consent, not Azure VM access to Key
Vault.

3. WhyC is wrong:
A Conditional Access named location is a network/location signal, not a workload
identity.

4. Why D is wrong:
PIM role activation controls privileged human access, not credential-free VM access
to Key Vault.

Question 22
Correct Answer: B. User-assighed managed identity

1. Why B is correct:
A user-assigned managed identity is a standalone Azure resource that can be
attached to multiple Azure services, such as an Azure Function and a Logic App.

2. Why A is wrong:
A system-assigned managed identity is tied to one Azure resource and cannot be
shared across multiple resources.

3. WhyC is wrong:
Delegated permission requires a signed-in user and is not the best solution for
Azure workload identity.

4. Why D is wrong:
Enterprise application SSO is for user sign-in to applications, not shared Azure
resource identity.

Question 23

Correct Answer: C. It is deleted with the Azure resource
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1. Why C s correct:
A system-assigned managed identity is tied to the lifecycle of the Azure resource.
When the resource is deleted, the identity is also deleted.

2. WhyAis wrong:
A system-assigned identity does not remain available for reuse after the resource is
deleted.

3. WhyB is wrong:
Itis not converted into an enterprise application for reuse.

4. Why D is wrong:
System-assigned identities do not automatically become user-assigned identities.

Question 24

Correct Answer: C. Assign the least-privileged data role at the narrowest required
scope

1. Why C s correct:
The application only needs to read blobs from one container. The best approach is
to assign the least-privileged storage data role at the narrowest possible scope.

2. WhyAis wrong:
Owner at the subscription scope is excessive and violates least privilege.

3. WhyB is wrong:
Contributor at the resource group scope is still too broad and may allow
unnecessary management actions.

4. WhyD is wrong:
Tenant-wide admin consent is unrelated to Azure Storage RBAC authorization.

Question 25
Correct Answer: A. Managed identities for supported Azure-hosted workloads

1. Why Ais correct:
Managed identities reduce the need to store secrets in Al agent configurations,
automation scripts, or application settings.
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2. Why B is wrong:
SMS MFA applies to user authentication and does not protect workload secrets.

3. Why Cis wrong:

User consent for all applications would increase OAuth risk and does not solve
stored secrets.

4. Why D is wrong:
Permanent Global Administrator assignments increase risk and are unrelated to
agent workload authentication.

Question 26

Correct Answer: B. Replace service accounts with managed identities or workload
identities where possible

1. Why Bis correct:
Service accounts and legacy apps often cannot complete MFA. Where possible,

they should be replaced with managed identities or workload identities designed for
nonhuman authentication.

2. WhyA s wrong:
Disabling MFA for all users weakens tenant security.

3. Why Cis wrong:

Assigning Global Administrator to service accounts is extremely risky and violates
least privilege.

4. Why D is wrong:
User consent settings do not address service accounts failing MFA.

Question 27
Correct Answer: A. Risk-based Conditional Access

1. Why A s correct:
Risk-based Conditional Access uses signals such as user risk and sign-in risk to
apply controls like requiring MFA, requiring password change, or blocking access.
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2.

3.

4.

Why B is wrong:
Redirect URI validation is an app registration security setting, not a risk-based
access control.

Why C is wrong:
PIM eligible assignments manage privileged role activation, not risk-based sign-in
decisions.

Why D is wrong:
Enterprise application provisioning automates account creation and updates in
applications, not sign-in risk enforcement.

Question 28

Correct Answer: A. Access reviews

1.

Why A is correct:
Access reviews help organizations periodically review whether users still need
access, including privileged role assignments.

2. WhyB is wrong:
User consent settings manage application consent behavior.

3. WhyC is wrong:
Redirect URI configuration is used in app registrations.

4. Why D is wrong:
Temporary Access Pass is used for authentication registration and recovery, not
periodic access certification.

Question 29

Correct Answer: B. PIM role settings

1.

Why B is correct:
PIM role settings control activation duration, MFA requirements, approval,
justification, and notifications for privileged role activation.

Why A is wrong:
Enterprise application assignment settings control who can access an application,
not privileged role activation duration.
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3.

4.

Why C is wrong:
OAuth permission grants control what applications can access.

Why D is wrong:
Azure Storage firewall rules control network access to storage accounts, not PIM
activation behavior.

Question 30

Correct Answer: A. App registration, APl permissions, and admin consent

1.

3.

4.

Why A is correct:

A Microsoft Entra-integrated application that signs in users and requests Microsoft
Graph access requires app registration configuration, APl permission review, and
admin consent for high-risk permissions.

Why B is wrong:

Managed identity and Key Vault are important for Azure workload access and secret
protection, but they do not fully address user sign-in and Microsoft Graph
permission consent.

Why C is wrong:

PIM, access reviews, and emergency accounts are important identity governance
controls, but they are not the main configuration areas for a new app requesting
Graph permissions.

Why D is wrong:
DNS, virtual networks, and private endpoints are network controls, not Microsoft
Entra application identity and consent controls.

Answer Summary Table

Question||Correct Answer||Core Concept

1 B PIM eligible assignments
2 C PIM activation settings
3 A Eligible role activation
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Question

Correct Answer

Core Concept

4 B Conditional Access report-only mode
5 C Emergency access account

6 C Phishing-resistant authentication
7 B Passwordless authentication

8 A Temporary Access Pass

9 B Conditional Access targeting

10 A Authentication strength

11 C App registration

12 A Enterprise applications

13 C Managed identity instead of secrets
14 B Least privilege

15 A Enterprise app user assignment
16 B Delegated permissions

17 C Application permissions

18 A Admin consent workflow

19 A Revoke OAuth grants

20 C Consent governance

21 B Managed identity for VM

22 B User-assigned managed identity
23 C System-assigned identity lifecycle
24 C Least-privileged Azure RBAC
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Question||Correct Answer||Core Concept

25 A Managed identities for Al workloads
26 B Workload identity replacement

27 A Risk-based Conditional Access

28 A Access reviews

29 B PIM role settings

30 A App registration and admin consent

Domain 1 References

What is Privileged ldentity Management? - Microsoft Entra ID Governance | Microsoft Learn

Managed identities in Azure Container Apps | Microsoft Learn

Domain 2: Coming soon

Domain 3: Coming soon

Domain 4: Coming Soon
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https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure?utm_source=chatgpt.com
https://learn.microsoft.com/en-us/azure/container-apps/managed-identity?tabs=portal%2Cdotnet

Additional Resources

Microsoft Certified: Cloud and Al Security Engineer Associate (beta) - Certifications |

Microsoft Learn

Study guide for Exam SC-500: Implementing End-to-End Security Controls for Cloud and Al
Workloads | Microsoft Learn

Prompts

Write the study guide

Act as an expert instructor for the sc-500. Write a well-structured study guide for the SC-
500 Certification about the following topic. Use the latest information for Microsoft Learn.
Use Easy understand paragraphs, bullet lists, table or any appropriate format that helps for
clarity and understanding.

Here is the topic:

Secure access to resources by using Microsoft Entra ID
e Implement and configure Privileged Identity Management (PIM)
e Implement conditional access policies

e Implement and configure authentication methods, including multifactor
authentication (MFA) and passwordless

¢ Implement and configure identity for applications, including enterprise applications
and app registrations

e Manage OAuth permission grants and consent settings

¢ Implement and configure managed identities for Azure resources
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https://learn.microsoft.com/en-us/credentials/certifications/cloud-and-ai-security-engineer-associate/?practice-assessment-type=certification
https://learn.microsoft.com/en-us/credentials/certifications/cloud-and-ai-security-engineer-associate/?practice-assessment-type=certification
https://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/sc-500
https://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/sc-500

Writing exams

Act as an expert SC-500 exam writer and instructor.

Create a simulation exam for the topic just covered here.

The questions must be similar in style and difficulty to a real certification exam.

Requirements:

1.

2.

Create multiple-choice questions.

Make the questions scenario-based whenever possible. Use realistic enterprise
environments.

Make the answer choices challenging. At least two options should be very similar so
the test taker must choose the best answer, not just an obviously correct answer.

Balance the correct answers across A, B, C, and D. Do not make the same answer
letter correct too often.

For each question, include:

1.

2.

5.

6.

The question number

The scenario-based question

Four choices

The correct answer

A detailed explanation of why the correct answer is best

A short explanation of why each incorrect option is not the best answer

Use exam-style language such as:

1.

2.

3.

4.

5.

“Which of the following is the BEST recommendation?”
“Which of the following is the MOST likely cause?”

“Which of the following should the security team do FIRST?”
“Which of the following controls would BEST reduce the risk?”

“Which of the following principles is MOST relevant?”

Avoid questions that only test memorization. Prioritize applied judgment, risk-based
thinking, and real-world Al security decisions.
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Format the output clearly using this structure:

Question 1
[Question text]

A. [Option A]
B. [Option B]
C. [Option C]
D. [Option D]

Do not give the answers to the questions
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